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Malware don't need Coffee

MagicTraffic : a look inside a Zaccess/Sirefef affiliate

Thx @Horgh_rce for the time spent studying different sets of samples.

There are at least 2 affiliates spreading Zaccess/Sirefef.

- MagicTraffic
- Sti Ppi

Maybe (?) a third one : SmartPrivate (?) (which could be tied to Magnitude)
But SmartPrivate and MagicTraffic binaries seems to be really similar...(subaff ?)

As all affiliate stuff you may land on it in many different ways.
Here are some (driveby focused) illustrations :
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Zaccess (from MagicTraffic) pushed in Styx
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Zaccess (MagicTraffic one) pushed in Neutrino
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4 is Zaccess (MagicTraffic variant)
2nd Stage Payload of a Dropper pushed in Nuclear Pack
2013-10-16

Let's take a look at MagicTraffic.

MagicTraffic Advert

Text of the Advert :

MapTHepka no knNuk6oTy MagicTraffic
YBakaemble nonb3oBaTenu popyma [redacted], Bawemy BHUMaHuo npeacraBnsieTcsi HoBas
napTHepka no knukboty MagicTraffic.

OTnnunTenbHble YepTbl:

- Tonbko KNUKGOT 1 HMYero 6onee, a 3TO 03HAYaET, YTO Ha YMcToM Tpadduke, 6e3 nogmeLInBaHuA
codbTa, KOTOpbI MOXET HaBpeauUTb KOMMbITEPY MoNb3oBaTens, 60T NPOXMBET MakCMMarbHO 4OMro
n oboratnt Bac Ha 500-600% ¢ kaxgon cnvton 1000 US uHcTanmnos.

- nst paboTbl, 60Ty He TpebytoTcs npaBa AgMUHMUCTPATOpPa, No 3TOMY OTCTYK M aKTUBHOCTb BOTOB
BbllLle, YEM Ha aHariorax.

- Wnpokwnin Habop dua NpoBanaepoB, rapaHTUPYOLWLMIA CTAOUINBHbBIA M BBICOKUIA BbIXITOMN.

- KoHneepTtupyewmbie ctparbl: US CA GB AU FR DE ES

- ExxeHepenbHble BoinnaTbl 6e3 xonga Ha Webmoney, Epese nunu Wire Transfer.

- [NepBbIM TEeCTEpPaM MOBbILLEHHLINA PENT

[oGaBno HECKONBbKO HEMaNoBaXHbIX MOMEHTOB. KoHBepTupytoTcs niobble Buabl Tpaduka, 6oT
OTNMYHO NMOAXOANT, KaK AONONMHEHWE AN APYTMX PELLUEHWI, HO 1 caM No cebe oKynaeTcs C NMXBOWn



Morpy3ntechb B MMp BomnLweBHOro KOHBepTa 1 cka3o4Hbix 3apaboTkoB ¢ MagicTraffic

KoHTaKTbI:

ICQ #1: 923232

ICQ #2: 932922

Jabber: magictraffic@jabber.no (OTR npuBeTcTBYyeTCH)

Translate by Google as :

Affiliate for clicbot MagicTraffic
Dear forum users [redacted], your attention is the new affiliate program on klikbotu MagicTraffic.

Distinguishing features :

- Only klikbot and nothing more , and that means that the rate of traffic on the net , without mixing
software that can harm the user's computer , the bot will live as long as possible and enrich you for $
500-600 each fusion 1000 US installs .

- To work , the bot does not require Administrator rights on this otstuk and activity bots higher than
the counterparts.

- A wide range of feed providers to guarantee stable and high exhaust.

- Convertible country : US CA GB AU FR DE ES

- Weekly payments without hold on Webmoney, Epese or Wire Transfer.

- The first testers increased rtg

Add a few important point . Converted all kinds of traffic , the bot is perfect as an addition to other
solutions , but also in itself pays off

Immerse yourself in a world of magic and fairy envelope with earnings MagicTraffic

Contacts:

ICQ#1:923232

ICQ#2:932,922

Jabber: magictraffic@jabber.no (OTR welcome)

February 2013 :

C uenbio NnogorpeBa MHTepeca creLly coobLwmnTb, YTO ¢ 23 deBpans Ha Hedento BceM OyaeT
noBbILLEeH penT Ha 5%

[ns Halwmx TekyLmx 1 NoTeHUManbHbIX NapTHEPOB OrfaLlak Cr1CcoK CTpaH, KOTOPble UMEET CMbICH
cnaTb Ha Hac.

PasgeneHbl oHM NO YPOBHIO KOHBEPTA Ha rpynnbl, Ha4YMHas ¢ TOI cTpaH, 3akaH4MBasi cTpaHaMu ¢
Hanbonee HU3KUMK Buaamu.

US| CA, AU, GB, NZ | DE, FR | ES, IT, SE, NL, AT, IL, CH, DK, NO | AR, BZ, ID, TH, SG, SA, AE,
MY

BbinnaThbl, kak 1 OMKHO GbITb, YXOAAT CTAOMIBHO.

Mo Bcem uHTEpecyoLWwmuM Bac BonpocaMm, Bernkam B magictraffic@jabber.no

Google Translated as :




To warm interest in a hurry to announce that on February 23 a week all will be raised by 5% rtg

For our current and potential partners announce the list of countries that it makes sense to send to
us.

They are divided by the level of the envelope on the group, starting with the top countries, ending the
countries with the lowest bidami.

US| CA, AU, GB, NZ | DE, FR | ES, IT, SE, NL, AT, IL, CH, DK, NO | AR, BZ, ID, TH, SG, SA, AE,
MY

Payments, as it should be, go steadily.

If you have any questions, Welkom in magictraffic@jabber.no

In june 2013 added:
JP AT BE BR FI HK IE KR MX ZA

Enter

MagicTraffic - Login Screen
End of 2013



Firese it

Magic Traffic 2013-11
News

Text of News :

04.10.2013

MpegHoBOroaHAA akuus)

YBaxkaemble n nobumble Hawm naptHepbl) Komanga MagicTraffic nogrotoBuna gns Bac akuuio ¢
BHYLUMTENbHbIMU OEHEXHbLIMW NMPU3amMu, KOTopble noMoryT Bam Kpaco4Ho 1 He3abbiBaeMo
BCTPEeTUTb HOBLIN 2014 roa:)

Bcem agsepTtam, coenaswnm B nepmog ¢ 5.10.2013 no 24.12.2013 onpegeneHHble 06bembl
MHCTanMoB OyayT Ha4ncreHbl Ha 6anaHc AeHeXHble NPEMUK, KOTOpbIE YAAYT C BbiNnaTon
25.12.2013



Ycnosus akuum:

Caoenas onpefeneHHoe KONMYecTBO UHCTanmMoB Ha BallleM akkayHTe Bbl MMEeTe BO3MOXHOCTb
NONy4YnTb eANHOPAa30BLI AeHEXHbIN BOHYC K Ballemy 6anaHcy:

25000 mHcTannos + $500

50000 mHcTannos + $1000

100000 nHcTannos + $2000

150000 mHcTannos + $5000

250000 n 6onee nHctannos + $10000

MoacyeT n HauncneHne BOHyCHbIX cpeacTB byaeTt nponcxoauTb 25.12.2013 No COCTOAHMIO Ha
23:59:59 24.12.2013. Boinnatel Bawero 6anaHca + 60HYCHbIX cpeacTB ByaeT NpoMcxoauTb B cpeay
25.12.2013 B 06bI4HOE BpeMS.

* AKLMSI pacnpocTpaHaeTcs TOSNbKO Ha YHUKambHbIE (MPUHATBLIE) MHCTaNIbI;

* ns nony4eHusa 6oHyca B BaWMX UHCTanmnax AormkHo obiTe 6onee 80% USA nHcTannos;

* MakcvMmarnbHasi cyMMa 3a4mcrneHunst Ans oaHoro akkayHta - $10000;

* KonmyecTBO akkayHTOB, Ha KOTopble ByayT 3a4ncrieHbl OOHYCHbIE CyMMbI MO UTOram KOHKypca He
OorpaHu4yeHa;

* MIHCTannbl OOMKHbI OblTb KAYECTBEHHbLIMY (CPeaHWiA KOHBEPT C 1k AomkeH 6biTb He Huke $300);

* Hnukakmx orpaHnMYeHnin Ha akkayHTbl Ha BpeMS1 akLMK HaknagblBaTbCsA He OyaeT - KOHBEPT, OTCTYK U
npoyee OCTaHEeTCs Kak 1 B 00bIYHOM pexnme paboTbl MapTHEPKMN.

13.09.2013

ApeHaa cBsA3KU

YBaxkaeMble NapTHepbI, Ha NpaBax peknambl NpeanaraeM Bam pacCMOTPeTb NPeanoxeHne ob
apeHae CBA3KM:

Mpepnaraem Bawemy BHUMaHuto cBa3ky akcnnoutos Whitehole:

- BCerga 4ncTble akTyarnbHble annneTbl, Ha TeKyLWmn momMeHT B pabote CVE-2013-2465;

- CBOU JOMEHbI, aBTOMAaTU4ECK/ CO34al0TCs 1 aBToMaTM4eckn yorBalTCs, YeM 3alumiuatoT
NCTOYHMKM Tpadmnka oT abys;

- BO3MOXHOCTb apeHabl kak 3a $ Tak 1 3a %;
- cpeaHuii NpobyB Ha MOMEHT HanucaHus 06bsiBNeHns - 10%;

- 6beTca ne + xpom 1 g (HO B MEHbLLEN CTENEHN YEM ME).

3a nogpobHocTamMM cTyyaTbes B xaby: whitehole@thesecure.biz

18.08.2013

Crtatuctuka

YBakaeMble NapTHepPbI, kKak Bbl 06paTunn BHUMaHUe - B4epa U CErogHs HET UM HernosHas
ctatuctuka. Cnelly 3aBepuTb Bac YTO BCE BOOCTAHOBUTCS CEFOAHS BEYEPOM N BCE CYMMbI 3a
npeabioyLmne OHM Tak e Kak 1 00bl4HO OyayT AOTSHYThI B CTaTy.

08.08.2013



O6HoBneHune exe

YBakaemble napTHepbl! He oTcTaBasi OT TeHOEHUUN pbIHKA, Mbl BbIMYCTUIM YIy4YLLIEHWE HALLEro exe,
KOTopoe kacaeTcs XuByvecTu. OTHbIHE BalUM MHCTanNmMbl ByayT XWTb AONbLUE, 8 COOTBETCBEHHO
nprvHOCKTL Bam Gonblue aoxoaa ele 60onblie BpeMeHMU.

Bcem akTMBHbBIM NapTHeEpam nNpocbba Kak MOXHO CKkopee OOHOBUTL Balle exe.

03.07.2013

Kpunt

YBaxkaemble napTHepbl! [Ins Tex KTO UCnbITbiBAET TPYAHOCTM C HALLM KPUMTOM Mbl Bygem
noabupaTb U coBeTOBaTh Ans Bac CTOpOHHME KpUNTOCEPBUCHI, KOTOPbIE MOTYT KOPPEKTHO
KpunToBaTb Halle exe 1 fernaTb ero Ans Bac MakCMMarbHO YACTbIM.

RoboService
jabber: robocrypt@theissen.org / icq: 784834

MuHumanbHoe nononHeHue: $100 - 6 kpurnmos.
KpyenocymouHasi noddepika, Kpurnm asmomamudeckul (npu Hanuduu deHee Ha banaHce
ces3bleambCsl C cannopmom Heobxodumocmu Hem).

Tak xe npucymcsyom CKUOKU Ha 60/ibuwee Koiu4yemcso Kpumiios rpu eOuHOpa3o8oM MonosHEHUU:
$200 - 14 kpunmoes / $300 - 22 kpunma / $500 - 40 kpurnmos/ $1000 - 100 kpurimos

BHMMAHWE! B otnnyune oT Hallero KpunTta, Mbl HE 4aeM rapaHTui Ha CTOPOHHUE KpunThl. Ecnn
ONS Hallero KpunTa Mbl NPOBOAUM NONHOMAacLUTabHble TeCTbl HA paboTOCNOCOBHOCTL NPU KaXaoMm
angevite davina, To 3a CTOPOHHME KPUMTbI U X pabOTOCNOCOOHOCTb Mbl HE MOXEM NopyynTbes. Mo
3TOMY PEKOMEHAYEM MPU UCTONb30BaHUN CTOPOHHUX KPUTOB - CMOTPETb HA OTCTYK U KONMYECTBO
yCMeLLUHbIX MHCTanNmoB B HaLlen aAMUHKE UNn nepuoanyveckn nepeaasatb HaB pannbl
KpMNTOBaHHbIE CTOPOHHUMU CEPBMCaMM HaM Ha TECT.

PS: Ecnu y Bac HeT OCTYNOB K HEKPUMTOBAHHOW Bepcumn harina, obpatutecs B cannopT

Translated by google as :

04.10.2013

New Year's rally )

Respected and loved by our partners ) MagicTraffic team has prepared for you to share with
impressive cash prizes that will help you meet the colorful and memorable new 2014 :)

All adverts , made in the period from 05/10/2013 on 12/24/2013 installs certain amounts will be
added to the balance of cash bonuses , which will go to the payment 25.12.2013

Terms and Conditions:

Having done a number of installs on your account you will have the opportunity to get one-time cash
bonus to your balance :

Installs 25,000 + $ 500

Installs 50,000 + $ 1,000

Installs 100,000 + $ 2,000

Installs 150,000 + $ 5,000

250,000 or more installs + $ 10,000

Calculation and accrual of bonus money will be on 25.12.2013 at 23:59:59 24/12/2013 . Payment of
your balance + bonus money will be on Wednesday 25.12.2013 at the usual time .



* Offer applies only to the unique (accepted) installs ;

* To receive the bonus in your installation has to be more than 80 % USA installs ;

* The maximum amount credited to the same account - $ 10,000;

* The number of accounts , which will be credited to the bonus amount in the competition is not
limited to ;

* Installs must be of high quality ( average envelope with 1k must be no less than $ 300 ) ;

* There are no restrictions on the accounts at the time the shares will not be imposed - the envelope
, otstuk etc. remain as in the normal operation of the affiliate .

13.09.2013
Rent ligament
Dear Partners , for publicity invite you to consider a proposal to lease bundles :

We offer you a bunch of exploits Whitehole:
- Always clean current applets , currently in the CVE- 2013-2465 ;

- Their domains are automatically generated and automatically killed than protect traffic sources from
abuse ;

- The ability to rent as well as a $ per %
- Breaking through the middle of the writing of ads - 10%;

- Banging s + Chrome and FF ( but less than s) .

For details, knocking into a toad : whitehole@thesecure.biz

18.08.2013

statistics

Dear partners, as you have noted - yesterday and today there is no or incomplete statistics. | hasten
to assure you that all voostanovitsya tonight and all amounts for the previous days, as well as
usually will reach out in the article.

08.08.2013

exe update

Dear Partners Keeping up with the trends of the market, we released our improvement exe that
concerns survivability. From now on, your installs will live longer, and therefore brings more income
you even more time.

All active partners request as soon as possible to update your exe .

03.07.2013

crypts

Dear Partners For those who have difficulty with the crypt of our event , we will select and advise
you to third-party kriptoservisy that can correctly kriptovat our exe and do it for you as clean as
possible .

RoboService
Jabber: robocrypt@theissen.org / icq: 784834



Minimum Deposits: $ 100 - 6 crypts .
Round the clock , automatic crypt ( if you have money on the balance sheet contact tech support is
not necessary .)

Just prisutsvujut discounts for larger kolichetsvo kritpov at the completion of one-time $ 200 - 14
crypts / $ 300 - Crypt 22/ $ 500 - 40 crypts / $ 1000 - 100 crypts

WARNING ! Unlike our crypt , we do not give guarantees to third party crypt . If we spend our crypt
full-scale tests on the performance for each apdeyte file, for third-party crypts and their performance
we can not vouch . For this we recommend the use of third-party crits - otstuk and look at the
number of successful installs in our admin or periodically transmit nav files kriptovat third-party
services to us for a test .

PS: If you do not have access to nekriptovannoy version of the file , please contact our support

Note: the end of Year Rally :) (also advertised on Forums).
Note also the Advert for Whitehole.
(september, few weeks after WhiteHole came back from a 5 months "vacation")
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Magic Traffic - Statistics

Was wondering if | should blur (account is now "burnt"). But | think numbers for a click bot are
interesting.

It's a small account. In 5 month of activity :



Pedh. soxoa

Cynonea

41016 $434.54

2013-06-17 to 2013-11-17

This XML file does not appear to have any style mformation associated with it. The document tree 12 shown below

XML Stats
(same kinds of Out than we could see in Podmena)
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Magic Traffic - Profile
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MagicTraffic - Payment
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MagicTraffic - Promo
Text of Promo :

KpuntoBaHHbIV chan dann o6HoBneH 3 yaca(oB) Ha3azg

MNonesHble coBEThI:

- Kpyntop nonumopdHeIn. Ecnin exe crnvwwikom rpsisHoe - nonpobynTe ckadatb eLle pas, 4Toobl
nponanu paHooMHble AETEKThI.

- BanpawwuBante dann He vaile 1 pasa B 15 MUHYT.

- He ncnonbsynte nybnmyHbie AB ckaHHepbl Tuna "BupycToTana”, eCTb MHOrO 3aMmevaTtesibHbIX
npvBaTHbIX CEPBUCOB;)



- OBHoBRANTE hann Kak MUHUMYM 1 pa3 B OeHb.

- Ecnu nnuTb MHOro ¢haiinoB ¢ pasHbix MAPTHEPOK - TPOUT MOXET HaYaThb NagaTb CO BCEX
napTHEpPOK;)

- XopoLumin Tpamk = XOpOoLLUNN NPoduT.
- CTaTUCTUKy 3a CErogHALHMI AEeHb Nydlle CMOTPEeTb Ha AeHb CleayrLuni.

- US Ttpadmk = xopoLumii npocuT.

Google Translate :

Kriptovat File updated 3 hour (s ) ago

Download

Useful tips:

- Kriptor polymorphic . If the exe is too dirty - try to download it again to randomly missing detective.
- File not more than 1 time in 15 minutes.

- Do not use public AV scanners like " virustotala ," there are many wonderful private services ;)

- Update file for at least 1 time per day.

- If you pour a lot of files with different companions - profit may begin to fall on all affiliate ;)

- Good traffic = good profit .

- Statistics for the date, better to look at the next day .

- US traffic = good profit .

Files :

42 Items_in a zip (Owncloud via goo.gl)

For those who would like to study this specific variation of Zaccess (MagicTraffic), here is a small Zip
(note : the ZGO one may have been repack by the team spreading it)
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Content of The Zip

Read More :

Reversal of fortune: Sirefef’s registry illusion - 2013-09-19 - Malware Protection Center - Microsoft
The Wonder of Sirefef Plunder - 2013-05-20 - Malware Protection Center - Microsoft

The United States of ZeroAccess / ZeroAccess: We're Gonna Need a Bigger Planet - 2012-09-17 -
FSecure

ZeroAccess: code injection chronicles - 2012-06-25 - Aleksandr Matrosov - Eset

The ZeroAccess Rootkit - James Wyke - 2012 - NakedSecurity - Sophos

Posted 6 days ago by Kafeine
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