AO 440 (Rev. 06 12) Summons in a Civil Action

UNITED STATES DISTRICT COURT

for the
Eastern District of Virginia

Microsoft Corporation and FS-ISAC, Inc.

)

)

)

)

Plaintiff(s) )
V. ) Civil Action No. { N l < C\/ 2 {"IL

John Does 1-3 ;

)

)

)

Defendant(s) )

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address)

John Doe 1

John Doe 1 can be contacted directly or through third-parties using the information set
forth in Appendix (attached).

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:

David Smith

Ofrrick, Herrington & Sutcliffe, LLP

Columbia Center, 1152 15th Street N.W.

Washington, D.C. 20005-1706, United States Of America

if you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint.
You also must file your answer or motion with the court.

CLERK O COURT

7//)/]/1&/
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AO 440 (Rev. 06/t2) Summons in a Civil Action (Page 2)

Civil Action No.

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for mame of individual and title, if any)

was received by me on (date)

Date:

O3 1 personally served the summons on the individual at (place)

on (date) s or

3 1 left the summons at the individual’s residence or usual place of abode with @ame)

, a person of suitable age and discretion who resides there,
on (date) , and mailed a copy to the individual’s last known address; or

(3 1 served the summons on (name of individua) , who is

designated by law to accept service of process on behalf of (ume of organization)

on (date) ;or
3 1 returned the summons unexecuted because ,or
3 Other (specifiy:
My fees are $ for travel and $ for services, for a total of § 0.00

1 declare under penalty of perjury that this information is true.

Server's signature

Printed name and title

Server's address

Additional information regarding attempted service, etc:



APPENDIX A

REGISTRY FOR .COM DOMAINS
Verisign Naming Services

21345 Ridgetop Circle

4th Floor

Dulles, Virginia 20166

United States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

CURRENTLY REGISTERED .COM DOMAINS
anxsmqyfy.com
campbrusderapp.com
jhghrlufoh.com
khllpmpmare.com
knpgxIxcwtlvgrdyhd.com
nvlyffua.com
ppyblaohb.com
riaaiysk.com
santabellasedra.com
tqyhvylf.com
vrndmdrdrjoff.com

DEFENDANTS JOHN DOES 1 -3 CONTACT INFORMATION

caewoodvditr uvmall com

campmorgenappid arcticmail.com
carmitlerzemail.com
redswoodsterfengineer.com
gromsmoothe(@ arcticmail.com

UNREGISTERED .COM BACKUP DOMAINS GENERATED BY BOTNET

acuhjbadvnmhthwnlxv.com
advvpbrtyw.com
aflgqgddfi.com
apbhwiohxqbvoxlumdh.com
apkdwbwdpickk.com
aprocqhqmmkl.com
asdldoqoolcgm.com
aufdloglxlqoxxlepp.com
avxvatwmxwbyiepwmwo.com

ayketyjisaeu.com
bltolwbwychlyt.com
bmaucdrfpmnh.com
bmjjksysowdwmoy.com
bmjvrxrgpkiwdrdv.com
bpiwebgqddyvgcenjgh.com
briujbxmkjeusvslrin.com
bseboouatanfddgbrdv.com
bvgdvfihwnaja.com



cbxyvrxewvinxhkadfg.com
ccylbelg.com
cgwootylkoyxe.com
cjagpjgd.com
ckgvnbwdywbxvink.com
clkcdjjmyylwib.com
cqvylephudwsugjhge.com
croxxnrivrqt.com
cuhbjlgw.com
cyanlvwkuatvmw.com
dbygksqtu.com
dfalxqubjhl.com
dfvxuvljbykia.com
dhfejwhoj.com
dledwgrxiigspx.com
dngjposxrclhgplwli.com
duhjgituiokycypi.com
dwbdecmppklvbevtjq.com
dwksmbrg.com
dxktegertgbgeeoi.com
dxxteubknwecsdutlp.com
ealxbraobohxb.com
ebrfoyrs.com
ecsgmpariu.com
edvxemrsvvycwt.com
egopuefrdsefc.com
eipvatwwexl.com
ejfrcfwdbsaahtdt.com
emlxeyirx.com
emxwjwdcb.com
ersbvvdxamjotwpm.com
etjdsnjpvb.com
euvyalbkwahxxjn.com
evrlsscrxvmd.com
exmfhgyv.com
eyvvpstmcwwyvsyjtif.com
facmttijcdg.com
fgedhqgedomle.com
fijdmkqvralmgorinlc.com
fkefkcygpldjer.com
fmdjnmskmjhjq.com
fmjboahxkasxdl.com
fingegimr.com
fsxgwtwychumrgrmhwo.com
fuogcmhewqer.com
fvkercflhy.com

[§8

fxngienbgebck.com
fycecyuksgjfxy.com
gaqqerty.com
gbepynphvropsyu.com
gdekatkjjihi.com
gmsxrgagrfgivh.com
gqnouptevivrwte.com
grbfrmxxej.com
gtiswnukb.com
guifymdmxj.com
gunqwxgyrl.com
gwmjxjueqme.com
gwnppapgwhntidegx.com
hajqfvvqjkkaejwi.com
hjahmduyebf.com
hjvlshecwshpfxwfl.com
hilcololi.com
hllnakmxmgoyh.com
hirsxjdakvl.com
hoeqosqeicddv.com
hgskceeltysbbne.com
hvklxvhkmfsdgd.com
hvyfjjqdlwhnlrpaa.com
hwruujnk.com
ibvtknxochoyjidm.com
icqxkusbfdwhy.com
ifbomanec.com
ijfwbyvcirepgd.com
ikkjjgbqgts.com
ilpvrpxwfauqaxyq.com
imvfakaudq.com
ighafgpvstj.com
ixwnsfmyg.com
iylelocfjsj.com
jherkljjcsloepd.com
jhfykbugtthmdkgga.com
Jhrgforlpyvo.com
jjdvasey.com
jkgvbneenmrbklortr.com
jkyyolccxfy.com
jmesrbwtcjev.com
jmmurxyktxvegsxid.com
jnjjlojgnvxesr.com
Jjvmckcospygedesjny.com
jyexmedof.com

jymgfxgwthyns.com



kavkwpjdndsk.com
kcilhmepervm.com
kdjsnsre.com
kdkdpwql.com
kjpsjoxqsutgewlrah.com
kuwkdgstblavept.com
kvcovjrpsb.com
kvfkfxakmqoof.com
kynknfyngikfno.com
kyskhoopsmkbmenau.com
labxpyvjtwuiijwghie.com
lcqavndroo.com
lehmgspxp.com
liedjckipkehgqxwtdl.com
llgnygbqhv.com
Nurxdkpkbvjx.com
lorwmtrf.com
Ipivbutq.com
lpvdauemfexnvoyh.com
Isvnoumbqcsjl.com
Itrpfybf.com
luvrqdhavhxcbte.com
lvqdhrqhfx!sglkf.com
lvrjjmbdtfapwev.com
lwnggpwijlvyagmu.com
lybfxrtkcdkbbqr.com
lyftposyknpigp.com
lyvxrtpkchmddb.com
lyxbotuappfreadkfk.com
mbpnjenhxgcimx.com
mchpmdywgs.com
mfnagngqorgbxbnsc.com
mhuvivlyndmsx.com
mioghqvmdugicvoey.com
mkdnthyiqlq.com
mkixegrucbkv.com
mlgdwljfmnkt.com
MqojcxXmnnxy.com
muabyljiutasggjedl.com
mxgainbmtvariv.com
myhyfpuoh.com
myqenkelfk.com
nbkqygsfvri.com
nfbodxdevgpjba.com
nfghutvxyssyda.com
nglqogrh.com

nhcdmwpsasnaar.com
nggsmrbkwvnifdyost.com
nqnyteqxqgqohvco.com
ntikqcjtehpvih.com
nvgmdyabspq.com
nwuqfobauuwsyuppii.com
nxhdmugxeiht.com
nxlakdliamyuejsss.com
nxxuwtws.com
ocvqccdhenkjs.com
odcenmfimwibhrfvxxy.com
oexdjxjdoiplmxfybbm.com
ogfavxwxus.com
ogmwrgryk.com
okfatclbipl.com
ootuuujaep.com
optiidevdabtlewjd.com
otdvlbjeucwyqkfbn.com
ovhlfqcpfxoyjgjb.com
ovtindng.com
ovypjimjcnvwwooiamj.com
owerubvhcinavarinm.com
oyuqibrjowbfmvj.com
oyxmxbsppuucbtiwm.com
pacffcnx.com
pbdlsfkjrxciqjo.com
pgnpuktvbnmrybjsv.com
petujjyovgffyfm.com
pnfnkahiocdseewyen.com
ppvrafkbarbnlm.com
ptvaolhg.com
pxjjwmhlmptbsvhug.com
qdboaveuhwabhwik.com
qglhlsyskvufb.com
ghnhlgmfepeuelxtpkv.com
qiisbgygkrokokwrbq.com
qnyyirhtuautt.com
gpfrvbstn.com
qtyvbditfgmkxgjrik.com
qvberjspofgsxdnr.com
qwmgqyrcvkseynvrgdnv.com
qxqkdvwayhengjqm.com
qyuylvjwh.com
repliinjgssbrnf.com
rgrtvwsmalhmx.com
rijfxtotkuysyfh.com



rjbejalpesghdm.com
rmdmgqetbpbpgpufhgl.com
rmjkunxkbersltbe.com
rrewytfucjjylju.com
rwedljyemxplouufjvd.com
sblbtugtiavvtrkim.com
sbpvpkuwoxevjiy.com
scfxvdlmfbgf.com
sdjvmbngpgwnpdj.com
shnlojyteeocltymxe.com
slvmktdpxdd.com
smisifkrfkyccnlk.com
snpryjitnos.com
srjkrxvxmkugl.com
srvinkdeaerccaffs.com
ssclrthiimfeodm.com
sthspflawbhacxp.com
tbajypaiecloxihf.com
tjslktadkjklb.com
tnqtdfodepctna.com
todyennhm.com
twwrktawwgpito.com
typmyloijdcxtdxd.com
ucfenxbryboqwbmlxke.com
udiivoyrbugyfrug.com
uehhvrdnuc.com
ugkrxtjrlfbxmakmt.com
woidxmhugvidc.com
upnsdndflqokigybdr.com
uuofilced.com
uvkejdrigublblsst.com
vessgidghxkar.com
vdbtvdpujtfhwa.com
vefgierywsov.com
veymnlvyoknk.com
vifamysgsfsodw.com
virpojablskkqgrx.com
vilapacdnnodhsehneh.com
viglwuyqoxjn.com
vpwxxqwcnvdrxpce.com
vrvfonqdkfjo.com
vwlcnujosuovul.com
Wacwpxgx.com
wehtwbqu.com
wgvmlfyygec.com
wjpsxawgxomokepfbw.com

wknfjeopkdj.com
wldlrwlygck.com
wnftxxhnwiugtvwyo.com
wvmmvpbkjrds.com
wxkeojjdshd.com
wxxnufbeacmrtdam.com
xbjersli.com
xcpvexsyqjsf.com
xdtfqohfbskcgxameg.com
xdyowsheht.com
xirrjlpllrcosfgsf.com
xktepjxakoyq.com
xlqaburwns.com
xmlonthptunynnxf.com
Xxnttexmtc.com
xoqxabgb.com
xrtggevawtlmulghjj.com
xsmympdmnacrqxkdb.com
xtbwxayxxvqpspo.com
xuajockq.com
ybgpdikdudmdfr.com
ycafyovxdnlsa.com
ycmusvulvknohnbwhvp.com
yctgocejemh.com
yctkhjksne.com
ycvmwjae.com
ydgsadpgvne.com
yembvgbgmdipfwjmd.com
yovkoaxsana.com
yoxbjnpkmkjirj.com
yxiibnav.com
yxkhvhehtjfoqrnedi.com
yytbonkxjwy.com



UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

NOTICE

CONSENT TO TRIAL BY MAGISTRATE JUDGE

Pursuant to Federal Rule of Civil Procedure 73 and 28 U.5.C. § 636(c) you have the right to have your case
conducted before a United States Magistrate Judge upon consent of all parties. In order to proceed belore
the Magistrate Judge, a consent form must be filed with the Clerk's Office. It may be filed jointly or separately.
The consent form may be printed from the U.S. District Court website (listed below) or obtained from the
Clerk’s Office. Please refer to the previously mentioned rule for further information.

FINANCIAL INTEREST DISCLOSURE STATEMENT

Pursuant to Local Rule 7.1, a financial interest disclosure statement must be filed by a “nongovernmental
corporation, partnership, trust, [or] other similar entity that is a party to, or that appears in, an action or
proceeding in this Court.” This statement should be filed with “the party's first appearance, pleading, petition,
motion, response, or other request addressed to the Court. The financial interest disclosure statement may
be printed from the U.S. District Court website (listed below) or obtained from the Clerk's Office. Please refer
to the previously mentioned rule for further information.

.

ALEXANDRIA DIVISION SPECIFIC INFORMATION

Information regarding Alexandria Chambers Copy, Civit and Criminal Motions Procedures, and Other Division-
Specific information can be found on the U.S. District Court website at;
http://www.vaed.uscourts.gov/ecf/documents/Alexandrialnformation-8-27-2012.pdf

WEBSITE AND CLERK'S OFFICES ADDRESSES

The website address for the U.S. District Court for the Eastern District of Virginia is www.vaed.uscourts.gov. If
you do not have access to a computer, contact one of the Clerk's Offices listed below to obtain either of these

forms:

Albert V. Bryan United States Courthouse Walter E. Hoffman United States Courthouse
401 Courthouse Square 600 Granby Street
Alexandria, VA 22314 Norfolk, VA 23510
(703) 299-2101 (757) 222-7201
Spotswood W. Robinson, il U.S Federal Courthouse
and Robert R. Merhige, Jr. Federal Courthouse 2400 West Avenue
701 East Broad Street Newport News, VA 23607
Suite 3000 (757) 247-0784
Richmond, VA 23219

(804) 916-2220



AO 440 (Rev. 06/12) Summons in a Civil Action

UNITED STATES DISTRICT COURT

for the

Eastern District of Virginia

Microsoft Corporation and FS-ISAC, Inc.

Plaintiff(s)

v.
John Does 1-3

Civil Action No. ( - [Cce /240

Defendani(s)

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address)

John Doe 2

John Doe 2 can be contacted directly or through third-parties using the information set
forth in Appendix (attached).

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:

David Smith

Orrick, Herrington & Sulcliffe, LLP

Columbia Center, 1152 15th Street N.W.

Washington, D.C. 20005-1706, United States Of America

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint.
You also must file your answer or motion with the court.

CLERK OF COURT

>/>7//(

Signamre of Cle o Dep uy Cler+



AO 440 (Rev. 06/12) Summons in a Civil Action (Page 2}
Civil Action No,

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R, Civ. P, 4 (I}))

This summons for (mame of individual and tirle, if any)

was received by me on (datc) .

03 I personally served the summons on the individual at (ptace)

on (datc) ;or

O I left the summons at the individual’s residence or usual place of abode with (name)

, @ person of suitable age and discretion who resides there,
on (date) , and mailed a copy to the individual’s last known address; or

O I served the summons on (nane of individuat) ,who is

designated by law to accept service of process on behalf of (name of organization)

on (daic) yor
0 I returned the summons unexecuted because ;or
0 Other @pecify):
My fees are § for travel and § for services, for a total of § 0.00

I declare under penalty of perjury that this information is true.

Date:

Server's signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:



APPENDIX A

REGISTRY FOR .COM DOMAINS
Verisign Naming Services

21345 Ridgetop Circle

4th Floor

Dulles, Virginia 20166

United States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

CURRENTLY REGISTERED .COM DOMAINS
anxsmqyfy.com
campbrusderapp.com
jhghrlufoh.com
khllpmpmare.com
knpgxlxcwtlvgrdyhd.com
nvlyffua.com
ppyblaohb.com
riaaiysk.com
santabellasedra.com
tgjhvylf.com
vrndmdrdrjoff.com

DEFENDANTS JOHN DOES 1—3 CONTACT INFORMATION

vaewoodvdre uvinail.com

carmillereemail.com
redswoodsterd CNEINCCr.Com
sromsmoothee arcticmait.coin

UNREGISTERED .COM BACKUP DOMAINS GENERATED BY BOTNET

acuhjbadvnmhthwnlxv.com ayketyjlsaeu.com
advvpbrtyw.com bltolwbwychlyt.com
aflgqgddfi.com bmaucdrfpmnh.com
apbhwiohxgbvoxlumdh.com bmyjjksysowdwmoy.com
apkdwbwdpickk.com bmjvrxrqpkiwdrdv.com
aprocqhgmmkl.com bpiwebgqddyvgenjgh.com
asdldogoolcgm.com briujbxmkjeusvslrin.com
aufdloglxlqoxxlepp.com bseboouatanfddgbrdv.com

avxvatwmxwbyiepwmwo.com bvqdvfihwnaja.com



cbxyvrxewvinxhkadfg.com
ccylbelg.com
cgwootylkoyxe.com
cjagpjgd.com
ckgvnbwdywbxvink.com
clkcdjjmyylwib.com
cqvylephudwsugjhge.com
croxxnrtvrqt.com
cuhbjlgw.com
cyanlvwkuatvmw.com
dbygksqtu.com
dfalxqubjhl.com
dfvxuvljbykia.com
dhfejwhoj.com
dledwgrxiigspx.com
dnqjposxrclhgplwli.com
duhjqituiokycypi.com
dwbdecmppklvbevtjq.com
dwksmbrq.com
dxktegertgbgeeoi.com
dxxteubknwecsdutlp.com
ealxbraobohxb.com
ebrfoyrs.com
ecsgmpariu.com
edvxemrsvvycwt.com
egopuefrdsefc.com
eipvatwwexl.com
ejfrcfwdbsaahtdt.com
emlxeyirx.com
emxwjwdcb.com
ersbvvdxamjotwpm.com
etjdsnjpvb.com
euvyalbkwahxxjn.com
evrlsscrxvmd.com
exmfhgyv.com
eyvvpstmcwwysyjtif.com
facmttijedq.com
fagcdhggcdomle.com
fijdmkqvralmgorinic.com
fkefkcygpldjcr.com
fmdjnmskmjhjq.com
fmjboahxkasxdl.com
fmgegimr.com
fsxgwfwychumrgrmhwo.com
fuogcmhewqer.com
fvkercflhy.com

o

fxngienbgebck.com
fycecyuksgjfxy.com
gaqqerty.com
gbcpynphvropsyu.com
gdekatkjjihi.com
gmsxrgagrfgivh.com
gqnoupteuivrwte.com
grbfinxxej.com
gtiswnukb.com
guifymdmxj.com
gunqwxgyrl.com
gwmjxjuegme.com
gwnppapgwhntidegx.com
hajqfvvqjkkaejwi.com
hjahmduyebf.com
hjvlshecwshpfxwfl.com
hllcololi.com
hllnakmxmgoyh.com
hirsxjdakvl.com
hoeqosqeicddv.com
hgskceeltysbbnc.com
hvklxvhkmfsdgd.com
hvyfjjadiwhnlrpaa.com
hwruujnk.com
ibvtknxochoyjidm.com
icqxkusbfdwhy.com
ifbomanec.com
ijfwbyvcirepgd.com
ikkjjgbqgts.com
ilpvrpxwfaugaxyq.com
imvfakaudq.com
ighafgpvsrj.com
ixwnsfinyg.com
iylelocfjsj.com
jherkljjcsloepd.com
jhfykbugtthmdkgga.com
jhrqfnrlpyvo.com
Jjdvasey.com
jkgvbneenmrbklortr.com
jkyyolccxfy.com
jmesrbwtcjev.com
jmmurxyktxvegsxid.com
Jjnjjlojgnvxesr.com
Jjvmckcospyqedcsjny.com
Jjycxmcdof.com

jymqfxgwfhyns.com



kavkwpjdndsk.com nhedrawpsasnaar.com

kcilhmepervm.com nqgsmrbkwvnifdyost.com
kdjsnsre.com nqnyteqxqgqohvco.com
kdkdpwql.com ntikqcjtehpvih.com
kjpsjoxgsutgewlrah.com nvgmdyabspq.com
kuwkdgstblavept.com nwugfobauuwsyuppii.com
kvcovjrpsb.com nxhdmugxeiht.com
kvikfxakmqoof.com nxlakdliamyuejsss.com
kynknfyngikfno.com nxxuwtws.com
kyskhoopsmkbmenau.com ocvqcedhenkjs.com
labxpyvjtwuiijwghie.com odcenmfimwibhrfvxxy.com
lcqavndroo.com oexdjxjdoiplmxfybbm.com
lehmgspxp.com ogfavxwxus.com
liedjckipkehgqxwtdl.com ogmwrgryk.com
lignygbghv.com okfatclblpl.com
llurxdkpkbvjx.com ootuuujaep.com
lorwmtrf.com optiidevdabtlewjd.com
Ipivbuiq.com otdvlbjeucwygkfbn.com
Ipvdauemfexnvoyh.com ovhlfqcpfxoyjgjb.com
Isvnoumbaqcsjl.com ovtindng.com
Itrpfybf.com ovypjimjcnvwwooiamj.com
luvrqdhavhxcbtc.com owerubvhcinavarinm.com
lvqdhrqhfxlsglkf.com oyuqibrjowbfinvj.com
lvrjjmbdtfapwev.com oyxmxbsppuucbtiwm.com
lwnggpwijlvyagmu.com pacffcnx.com
lybfxrtkedkbbgr.com pbdisfkjrxclgjo.com
lyftposyknpigp.com penpuktvbnmrybjsv.com
lyvxrtpkchmddb.com pgtujjyovgffyfrn.com
lyxbotuappfreadkfk.com pnfnkahiocdseewyen.com
mbpnjenhxgcimx.com ppvrnfkbarbnlm.com
mchpmdywgs.com ptvaolhg.com
mfnaqngqorgbxbnsc.com pxjjwmhimptbsvhuq.com
mhuvivlyndmsx.com qdboaveuhwabhwik.com
mioghqvmdugqicvoey.com qglhlsyskvufb.com
mkdnthyiglq.com qhnhlgmfepeuelxtpkv.com
mktxegrucbkv.com qiisbgygkrokokwrbq.com
mlgdwljfmnkt.com qnyyirhtuautt.com
mqojcxmnnxy.com qpfrvbstn.com
muabyljiutasggjedl.com qtyvbditfgmkxqgjrik.com
mxgainbmtvariv.com qvberjspofgsxdnr.com
myhyfpuoh.com qwmgqyrcvkseynvrgdnv.com
myqenkelfk.com qxqkdvwayhengjqm.com
nbkqygsfvri.com qyuylvjwh.com
nfbodxdevgpjba.com repliinjqssbrf.com
nfghufvxyssyda.com rgrtvwsmalhmx.com
nglqogrh.com rijfxtotkuysyth.com



.oy "

rjbejalpcsghdm.com
rmdmagqetbpbpgpufthgl.com
rmjkunxkbcrsitbe.com
rrewytfucjjylju.com
rwedljyemxplouufjvd.com
sblbtuqgtiavvirkrn.com
sbpvpkuwoxevjiy.com
scfxvdimfbgf.com
sdjvmbngpgwnpdj.com
shnlojyteeocltymxe.com
slvmktdpxdd.com
smisifkrfkyccnlk.com
snpryjitnos.com
sijkrxvxmkugl.com
srvmkdeaerccaffs.com
ssclrhiimfeodm.com
sthspflawbhacxp.com
tbajypaiecloxihf.com
tjslktadkjklb.com
tnqtdfodepctna.com
todyennhm.com
twwrktawwgpito.com
typmyloijdcxtdxd.com
ucfenxbryboqwbmlxke.com
udiivoyrbugyfruq.com
uehhvrdnuc.com
ugkrxtjrifbxmakmt.com
uoidxmhugvidc.com
upnsdndflqokigybdr.com
uuofllced.com
uvkejdrigublblsst.com
vessgidghxkar.com
vdbtvdpujtthwa.com
vefgierywsov.com
veymnlvyoknk.com
vifamysgsfsodw.com
vfrpojablskkqgrx.com
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UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

NOTICE

CONSENT TO TRIAL 8Y MAGISTRATE JUDGE

Pursuant to Federal Rule of Civil Procedure 73 and 28 U.S.C. § 636(c) you have the right to have your case
conducted before a United States Magistrate Judge upon consent of all parties. In order to proceed before
the Magistrate Judge, a consent form must be filed with the Clerk's Office. it may be filed jointly or separately.
The consent form may be printed from the U.S. District Court website (listed below) or obtained from the
Clerk's Office. Please refer to the previously mentioned rule for further information.

FINANCIAL INTEREST DISCLOSURE STATEMENT

Pursuant to Local Rule 7.1, a financial interest disclosure statement must be filed by a “nongovernmental
corporation, partnership, trust, {or] other similar entity that is a party to, or that appears in, an action or
proceeding in this Court.” This statement should be filed with “the party's first appearance, pleading, petition,
motion, response, or other request addressed to the Court. The financial interest disclosure statement may
be printed from the U.S. District Court website {listed below) or obtained from the Clerk's Office. Please refer
to the previously mentioned rule for further information.

.

ALEXANDRIA DIVISION SPECIFIC INFORMATION

Information regarding Alexandria Chambers Copy, Civil and Criminal Motions Procedures, and Other Division-
Specific information can be found on the U.S. District Court website at:
http://www.vaed.uscourts.gov/ecf/documents/Alexandrialnformation-8-27-2012..pdf

WEBSITE AND CLERK'S OFFICES ADDRESSES

The website address for the U.S. District Court for the Eastern District of Virginia is www.vaed.uscourts.gov. If
you do not have access to a computer, contact one of the Clerk's Offices listed below to obtain either of these

forms:

Albert V. Bryan United States Courthouse Walter E. Hoffman United States Courthouse
401 Courthouse Square 600 Granby Street
Alexandria, VA 22314 Norfolk, VA 23510
(703) 299-2101 (757) 222-7201
Spotswood W. Robinson, il U.S Federal Courthouse
and Robert R. Merhige, Jr. Federal Courthouse 2400 West Avenue
701 East Broad Street Newport News, VA 23607
Suite 3000 (757) 247-0784
Richmond, VA 23219

(804) 916-2220
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UNITED STATES DISTRICT COURT

for the
Eastern District of Virginia

Microsoft Corporation and FS-ISAC, Inc.

)

)

)

)

Plaintifls) _ (ILD
v. ) Civil Action No. l - £ (’/‘/ >

John Does 1-3 ;
)

)

)

Defendant(s) )

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address)
John Doe 3

John Doe 3 can be contacted directly or through third-parties using the information set
forth in Appendix (attached).

A lawsuit has been filed against you.

Within 21 days afier service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:

David Smith

Orrick, Herrington & Sutcliffe, LLP

Columbia Center, 1152 15th Street N.W.

Washington, D.C. 20005-1706, United States Of America

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint.
You also must file your answer or motion with the court.

CLERK OF COURT

Date: 7 7/7 f-(

ignature o lerk or Deputy Clerk
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Civil Action No.

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (nume of individual and title, if any)

was received by me on (date)

O3 1 personally served the summons on the individual at (place)

on (datc) yor

3 1 left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

3 1 served the summons on (name of individual) , who is

designated by law to accept service of process on behalf of (name of organization)

on (date) ,or
3 1 returned the summons unexecuted because ;or
O Other ¢specify):
My fees are $ for travel and $ for services, for a total of $ .00

[ declare under penalty of perjury that this information is true.

Date:

Server's signature

Printed name and iitle

Server's address

Additional information regarding attempted service, etc:



APPENDIX A

REGISTRY FOR .COM DOMAINS
Verisign Naming Services

21345 Ridgetop Circle

4th Floor

Dulles, Virginia 20166

United States

Verisign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

CURRENTLY REGISTERED .COM DOMAINS
anxsmqyfy.com
campbrusderapp.com
jhghrlufoh.com
khilpmpmare.com
knpqxIxcwtlvgrdyhd.com
nvlyffua.com
ppyblaohb.com
riaaiysk.com
santabellasedra.com
tqjhvylf.com
vrndmdrdrjoff.com

DEFENDANTS JOHN DOES 1-3 CONTACT INFORMATION

UNREGISTERED .COM BACKUP DOMAINS GENERATED BY BOTNET

acuhjbadvnmhthwnlxv.com ayketyjlsaeu.com
advvpbrtyw.com bltolwbwychlyt.com
aflgqgddfi.com bmaucdrfpmnh.com
apbhwiohxqbvoxlumdh.com bmjjksysowdwmoy.com
apkdwbwdpickk.com bmjvrxrqpkiwdrdv.com
aprocqghgmmbkl.com bpiwebgqddyvgenjgh.com
asdldoqoolcgm.com briujbxmkjeusvslrin.com
aufdloglxlqoxxlepp.com bseboouatanfddgbrdv.com

avxvatwmxwbyiepwmwo.com bvqdvfihwnaja.com



cbxyvrxewvinxhkadfg.com
ccylbclg.com
cgwootylkoyxe.com
cjagpjgd.com
ckgvnbwdywbxvink.com
clkedjjmyylwib.com
cqvylephudwsugjhge.com
croxxnrtvrgt.com
cuhbjlgw.com
cyanlvwkuatvmw.com
dbygksqtu.com
dfalxqubjhl.com
dfvxuvljbykia.com
dhfejwhoj.com
dledwgrxiigspx.com
dngjposxrclhgplwli.com
duhjqituiokycypi.com
dwbdecmppklvbevtjq.com
dwksmbrq.com
dxktegertgbgeeoi.com
dxxteubknwecsdutlp.com
ealxbraobohxb.com
ebrfoyrs.com
ecsgmpariu.com
edvxemrsvvycwt.com
egopuefrdsefc.com
eipvatwwexl.com
ejfrcfwdbsaahtdt.com
emlxeyirx.com
emxwjwdcb.com
ersbvvdxamjotwpm.com
etjdsnjpvb.com
euvyalbkwahxxjn.com
evrlsscrxvmd.com
exmfhgyv.com
eyvvpstmcwwyvsyjtif.com
facmttijcdg.com
fgcdhqgedomle.com
fijdmkqvralmgorinlc.com
fkefkeygpldjcr.com
fmdjnmskmjhjq.com
fmjboahxkasxdl.com
fmgegimr.com
fsxgwifwychumrgrmhwo.com
fuogcmhewqger.com
fvkereflhy.com

[}

fxngienbgebck.com
fycecyuksgjfxy.com
gaqqerty.com
gbcpynphvropsyu.com
gdekatkjjihi.com
gmsxrgagrfgivh.com
gqnoupteuivrwie.com
grbfrnxxej.com
gtiswnukb.com
guifymdmxj.com
gunqwxgyrl.com
gwmjxjuegme.com
gwnppapgwhntidegx.com
hajqfvvgjkkaejwi.com
hjahmduyebf.com
hjvishecwshpfxwifl.com
hllcololi.com
hllnakmxmgoyh.com
hirsxjdakvl.com
hoeqosqeicddv.com
hgskceeltysbbne.com
hvklxvhkmfsdgd.com
hvyfjjqdiwhnlrpaa.com
hwruujnk.com
ibvtknxochoyjidm.com
icqxkusbfdwhy.com
ifbomanec.com
ijfwbyvcirepgd.com
ikkjjgbqgts.com
ilpvrpxwfauqaxyq.com
imvfakaudg.com
ighafgpvsrj.com
ixwnsfmyg.com
iylelocfjsj.com
jherkljjcsloepd.com
Jjhiykbugtthmdkgga.com
jhrgfnrlpyvo.com
jjdvasey.com
jkgvbneenmrbklortr.com
jkyyolcexfy.com
Jjmesrbwtcjev.com
jmmurxyktxvegsxid.com
jnjjlojgnvxesr.com
jvmckcospygedcsjny.com
jyexmcedof.com
jymgfxgwfhyns.com



kavkwpjdndsk.com
kecilhmepervm.com
kdjsnsre.com
kdkdpwql.com
kjpsjoxqsutgewlrah.com
kuwkdgstblavept.com
kvcovjrpsb.com
kvfkfxakmqoof.com
kynknfyngikfno.com
kyskhoopsmkbmenau.com
labxpyvjtwuiijwghie.com
lcqavndroo.com
lehmgspxp.com
liedjckipkehqxwtdl.com
Hgnygbghv.com
llurxdkpkbvjx.com
lorwmtrf.com
Ipivbutq.com
Ipvdauemfexnvoyh.com
Isvnoumbqcsjl.com
Itrpfybf.com
luvrqdhavhxcbtc.com
lvqdhrghfxlsglkf.com
lvrjjmbdtfapwev.com
lwnggpwijlvyagmu.com
lybfxrtkcdkbbqgr.com
lyftposyknpigp.com
lyvxrtpkchmddb.com
lyxbotuappfreadkfk.com
mbpnjenhxgcimx.com
mchpmdywgs.com
mfnagngqorgbxbnsc.com
mhuvivlyndmsx.com
mioghqvmdugicvoey.com
mkdnthyiglg.com
mktxegrucbkv.com
mlgdwljfmnkt.com
mqgojcxmnnxy.com
muabyljiutasggjedl.com
mxgainbmtvariv.com
myhyfpuoh.com
myqenkelfk.com
nbkqygsfvri.com
nfbodxdevgpjba.com
nfghufvxyssyda.com
nglqogrh.com

nhcdrmwpsasnaar.com
nqgsmrbkwvnifdyost.com
nqnytegxqgqohvco.com
ntikqcjtehpvih.com
nvgmdyabspq.com
nwugfobauuwsyuppii.com
nxhdmugxeiht.com
nxlakdliamyuejsss.com
nxxuwtws.com
ocvqccdhenkjs.com
odcenmfimwibhrfvxxy.com
oexdjxjdoiplmx fybbm.com
ogfavxwxus.com
ogmwrgryk.com
okfatclblpl.com
ootuuujaep.com
optiidevdabtlewjd.com
otdvlbjeucwyqgkfbn.com
ovhlfqcpfxoyjgjb.com
ovtindng.com
ovypjimjenvwwooiamj.com
owerubvhcinavarinm.com
oyuqibrjowbfmvj.com
oyxmxbsppuucbtiwm.com
pacffcnx.com
pbdlsfkjrxclgjo.com
pgnpuktvbnmrybjsv.com
pgtujjyovgftyfrn.com
pnfnkahiocdseewyen.com
ppvrnfkbarbnlm.com
ptvaolhg.com
pxjjwmhlmptbsvhuq.com
qdboaveuhwabhwik.com
qglhlsyskvufb.com
qhnhlgmfepeuelxtpkv.com
qiisbgyqkrokokwrbq.com
qnyyirhtuautt.com
gpfrvbstn.com
qtyvbditfgmkxgjrik.com
qvberjspofgsxdnr.com
qwmqyrcvkseynvrgdnv.com
qxgkdvwayhengjqm.com
qyuylvjwh.com
repliinjgssbrnf.com
rgrtvwsmalhmx.com
rijfxtotkuysyth.com



rjbejalpcsghdm.com
rmdmgqetbpbpgputhql.com
rmjkunxkbersltbe.com
rrewytfucjjylju.com
rwedljyemxplouufjvd.com
sblbtugtiavvtrkrn.com
sbpvpkuwoxevjiy.com
scfxvdlmfbgf.com
sdjvmbngpgwnpdj.com
shnlojyteeocltymxe.com
slvmktdpxdd.com
smisifkrfkyccnik.com
snpryjitnos.com
srjkrxvxmkuql.com
srvmkdeaerccaffs.com
sscirhiimfeodm.com
sthspflawbhacxp.com
tbajypaiecloxihf.com
tjslktadkjklb.com
tnqtdfodepctna.com
todyennhm.com
twwrktawwgpito.com
typmyloijdextdxd.com
ucfenxbryboqwbmlxke.com
udiivoyrbugyfruq.com
uehhvrdnuc.com
ugkrxtjrifbxmakmt.com
uoidxmhugvidc.com
upnsdndflqokigybdr.com
uuofllccd.com
uvkejdrigublblsst.com
vessgidghxkar.com
vdbtvdpujtfhwa.com
vefqierywsov.com
veymnlvyoknk.com
vifamysgsfsodw.com
virpojablskkqrx.com
vilapacdnnodhsehneh.com
viglwuyqoxjn.com
vpwxxqwenvdrxpc.com
vrvfonqdkfjo.com
vwlcnujosuovul.com
wacwpxgx.com
wehtwbqu.com
wgvmlfyygec.com
wjpsxawgxomokepfbw.com

wknfjeopkdj.com
wldlrwlygck.com
wnfixxhnwiugtvwyo.com
wvmmvpbkjrds.com
wxkeojjdshd.com
wxxnufbeacmrtdam.com
xbjersli.com
xcpvexsyqjsf.com
xdtfqohfbskcgxameg.com
xdyowsheht.com
xirmjlpllrcosfqsf.com
xktepjxakoyq.com
xlqaburwns.com
xmlonthptunynnxf.com
xnttexmtc.com
xoqxabgb.com
xrtggevawtlmulghjj.com
xsmympdmnacrqxkdb.com
xtbwxayxxvgpspo.com
xuajockq.com
ybgpdikdudmdfr.com
ycafyovxdnlsa.com
yemusvulvknohnbwhvp.com
yctgocejemh.com
yctkhjksne.com
ycvmwjae.com
ydgsadpgvne.com
yembvgbgmdipfwjmd.com
yovkoaxsana.com
yoxbjnpkmkjirj.com
yxiibnav.com
yxkhvhehtjfogrmedi.com
yytbonkxjwy.com



UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

NOTICE

CONSENT TO TRIAL BY MAGISTRATE JUDGE

Pursuant to l'ederal Rule of Civil Procedure 73 and 28 U.S.C. § 636(c) you have the right to have your case
conducted before a United States Magistrate Judge upon consent of all parties. In order Lo proceed before
the Magistrate Judge, a consent form must be filed with the Clerk's Office. It may be filed jointly or separately.
The consent form may be printed from the U.S. District Court website (listed below) or obtained from the
Clerk's Office. Please refer to the previously mentioned rule for further information.

FINANCIAL INTEREST DISCLOSURE STATEMENT

Pursuant to Local Rule 7.1, a financial interest disclosure statement must be filed by a “nongovernmental
corporation, partnership, trust, {or] other similar entity that is a party to, or that appears in, an action or
proceeding in this Court.” This statement should be filed with “the party's first appearance, pleading, petition,
motion, response, or other request addressed to the Court. The financial interest disclosure statement may
be printed from the U.S. District Court website {listed below) or obtained from the Clerk's Office. Please refer
to the previously mentioned rule for further information.

1

ALEXANDRIA DIVISION SPECIFIC INFORMATION

Information regarding Alexandria Chambers Copy, Civil and Criminal Motions Procedures, and Other Division-
Specific information can be found on the U.S. District Court website at:

http://www.vaed.uscourts.gov/ecf/documents/Alexandrialnformation-8-27-2012.pdFf

WEBSITE AND CLERK'S OFFICES ADDRESSES

The website address for the U.S. District Court for the Eastern District of Virginia is www.vaed.uscourts.gov. If
you do not have access to a computer, contact one of the Clerk's Offices listed below to obtain either of these

forms:

Albert V. Bryan United States Courthouse Walter E. Hoffman United States Courthouse
401. Courthouse Square 600 Granby Street
Alexandria, VA 22314 Norfoltk, VA 23510
(703) 299-2101 (757) 222-7201
Spotswood W. Robinson, {Il U.S Federal Courthouse
and Robert R. Merhige, Jr. Federal Courthouse 2400 West Avenue
701 East Broad Street Newport News, VA 23607
Suite 3000 (757) 247-0784

Richmond, VA 23219
(804) 916-2220



