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Plaintiffs Microsoft Corp. (“Microsoft”), the FS-ISAC, Inc. (Financial Servipes-
Information Sharing and Analysis Center) (“FS-ISAC”), and the National Automatéd Clearing
House Association (“NACHA”) (collectively, the “Plaintiffs”) filed a Complaint for injunctive
and other relief pursuant to, the Computer Fraud and Abuse Act (18 US.C. § 1030); the CAN-
SPAM Act (15 U.S.C. § 7704); the Electronic Communications Privacy Act (18 USC § 2701);
Trademark Infringement, Faiso Designation of Origin, and Trademark Dilution under the
Lanham Act (15U.8.C. §§ 1114 er seq); violations of the Racketeer Influenced andi Corrupt
Organizations Aet (18 U:S.C. § 1962); and the cotmon law of trespass, wnversion;% and unjust
enrichment. ‘OnMarch 19; 2012, the Court granited Plaintiffs” Application for an El‘fnergency
Temporary Restraining Order, Seizire Order and Ordér to'Show Cause Re ‘Preliminjaxy
Injunction. The Plaintiffs have executed that order. Plaintiff now moves for an Order for
Preliminary Injunction seeking to keep in place the relief granted by the March 19th Order, with

vationis; éxhibits, and memorandum filed n;n support
of Plaintiffs™ Application for an Emergency Tempiorary Restraining Ordér, Seizure f:i)rder,
and Order to Show Cause for Preliminary Injunction (“TRO Applicatior”), the Coult hereby
makes the following findings of fact and conclusion of law: ,
1. This Court hias jurisdiction over the subject matter of this case and there is
good cause to believe thit it will have jurisdistion over all parties heréto; the Cbmpia’int
states a'claim upon which relief may be granted against Defendants nnder the Ceméu‘ter
Fraud and Abuse Act (18'U.S.C. § 1030); the CAN-SPAM Act (15 U.S.C. § 7704);/the
Electronic Communications:Privacy Act (18 U.S.C. § 2701); Trademark Infﬁngemént,,F alse
Designation of Origin, and Trademark Dilution under the Lanham Act (15 US.C. §;§ 1114 e
seq.); the Racketeer Influenced and Corrupt Organizations Act (18 U.S.C. § 1962); sand the

common law of trespass, conversion, and unjust enrichment.
2. Microsoft owns the registered trademarks “Microsoft,” “Windows,” and
2
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“Qutlook” used in connection with its services, software, and products. FS-ISAC’s imembers
have invested in developing their brands, trademarks and trade names in.associationgwith the
financial services they offer. NACHA owns the registered trademark “NACHA” and the
NACHA logo used in conjunction with its serviees. .

2 There is good cause to believe that Defendants have engaged in and qre likely
to engage in acts or practices that violate the Computér Fraud and Abuse Act (18 U..?S.C.
§ 1030); the CAN-SPAM Act (15 US.C. § 7704);the Electronic Communications Brivacy
Act (18 US.C. § 2701); Trademark Infringement, False Designation of Orrigin, and |
Trademark Dilution under the Lanham Act (15U.8.C. §§ 1114 e seq.); the Racketegx
Influenced and Corript Organizations Act (18 U.8.€C: § 1962); and the common 1aw of
trespass, conversion, and unjust enrichment

4, There is good cause to believe that; unless Defendants are testramed and
enjoined by Order of this Court, immediate and irreparable harm will result from |
Defendants’ ongoing violations of the Computer Fraud and Abuse Act (18 U.S.C. §!1030)
the CAN-SPAM Act (15 U.S.C. § 7704); the Electiosiic Communications Pmraay A‘ct (18
U.S.C. § 2701); Trademark Infringement, False Designation of ongm, arid Tradcn'prk
Dilution under the Lanham Act (15 U.S.C. §§:1114:2¢seq.); the Racketeer Inﬂuenccd and
Corrupt Organizations Act (18 U.S.C, § 1962); and the commeon law of trespass, co;_;nverszon,
and unjust enrichment. The evidence set forth in Plaintiffs” TRO Application and ﬂ}c
accompanying declarations and exhibits, demonistrates that Plaintiffs are likely to prevail on
their claim that Defendants have engaged in violations of the foregoing laws by: (lé
fiware to the protected computers aéxxd

intentionally accessing and sending malicious §
operating systems of the customers or associated member organizations of Mierosoét, FS-
ISAC, and NACHA, without authorization, in orderto infect those computers and nj,iakc
them part of the Zeus Botnets; (2) sending malicious software to configure, deploy and
operate a botnet; (3) sending unsolicited spam e-mail to Microsoft’s Hbtmail:.accouéts; (C))]
sending unsolicited spam e-mails that falsely indicate that they are from or approveefi by

3
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Plaintiffs or their associated member organizations, the purpose of which is to deceiig‘ve
computer users into taking steps that will result in the infection of their computers véxth
botnet code and/or the disclosure of personal and financial account information; (5)§stealing
personal and financial account information from computer users; (6) using stolen
information to steal money from the financial accounts of those users; and (7) assoc?aﬁng
with one another in a commion enterprise engaged in these illegal acts. There isigo d cause
to believe that if sach conduct continues; irreparable harm will occur to Plaintiffs and the
public, incloding Plsintiffs’ custosasrs and associated metabér diganiztions. 'n’m;- is goiod
cause to believe:that the Defendants are engaging, and will continueto engage, in S\kh
unlawful actions if not immediately restrained from doing so by Order of this ,Courti

5. There is good cause to believe that immediate and irreparable damaé: to this
Court’s ability to grant effective final relief will result from the sale, transfét, or mhibr
disposition or concealment by Defendants of the botnet command and contrel soﬁwfare that
is hosted at and otherwise operates through the Iniemet domains listed in Appendix(A, the
Internet Protocol (TP) addresses listed in Appendix B, and the fle directories listed fn Exhibit
C, and from the destruction o concealment of other discoverable evidence of Deferidants’
misconduct available at those locations. Based on the evidence cited in Plaintiffs’ t:)l
Application and accompanying declarations and exhibits, Plaintiffs are likely to be %ble to
prove that: (1) Defendants are engaged in activities that directly violate U.S. law anfl harm

|
Plaintiffs-and the public, including Plaintiffs’ customers and member-organizations; (2)

Defendants have continued their untawful conduct despite the clear injury to the foriegoing
interests; (3) Defendants are likely to delete or relGeate the botnet command and cojixtrol
software at issue in Plaintiffs’ TRO Application and the harmful, malicious, and tra%:lemark
infringing software disseminated through these IP addresses and domains. i
6.  There is good cause to believe that Defendants have engaged in iflegal
activity using the data centers and/or Internet hosting providers identified in Appcnﬁlx Bto
host the command and control software and the malicious botnet code and content uscd to
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maintain and operate the botnet at computers, servers, electronic data storage dcviccés or
media at the IP addresses identified in Appendix B.

7. There is good cause to believe that to immediately halt the injury caused by
Defendants, data and evidence at Defendants” IP addresses identified in Appendix B must be
preserved and held in escrow pending further order of the court; Defendants’ compuiting,
resources related to such IP addresses must then be disconnected from the Internet,
Defendants must be prohibited from accessing Defendants’ computer resources relaied to
such IP addresses and the data and evidence located on those computer resources mpst be
secured and preserved.

8. There is good cause to-believe that Defendants have engaged in i]‘legéal
activity using the Internet domains identified in Appendix A to this order to host the;
command and control software and content used to maintain and operate the bome:t-.-‘é There is
good cause to bélieve that to immediately halt the injury caused by Defendants, eacl;l of
Defendants’ curtent and prospective domains set forth.in Appendix A must be‘immfediatcly
redirected to the Microsoft-secured TPaddress 199.2.137.141, using name servers
nsl.microsoftinternetsafety.net and ns2.:microsofiinternetsafety.net, or, altematively}, the
domain registries, registrars and/or registrants located or with a presence in the Umfed States
should take otler reasonable steps to work with Plaintiffs to ensure that Defendantslcannot
use the Appendix A domains to control the'botnét. Such reasonable assistance in the
implementation:of this Order and to prevent frustration of the implementation and purposes
of this Order, are authorized pursuant t0.28 U.S.C, § 1651(a) (the All Writs Act).

9, This Court respectfully requests, but-does not order, that foreign dorgain
registries and registrars take reasonable steps to work with Plaintiffs to ensure that |

Defendants cannet use the Appendix A domains to control the botnet. !

10.  Thereis good cause to perinit notice of the instant Order and servic‘ej of the
Complaint by formal and alternative means, given the exigency of the circumstam%s and the

|
need for prompt relief. The following means of service are authorized by law, satisfy Due
5 '
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Process, satisfy Fed. R. Civ. Pro. 4(f)(3), and are reasonably calculated to notify Defendants
of the instant order, the Preliminary Injunction hearing and of this action: (1) pérsox%aal
delivery upon Defendants who provided to the data centers and Internet hosting proxiriders
contact information in the U.S.; (2) personal delivery through the Hague Conventior; on
Service Abroad.or other treaties upon Defendants who provided contact informatio@ outside
the United States; (3) transmission by e-mail, electronic messaging addresses, facsnmllc, and
maif to the known email and messaging addresses. of Defendants and to their contact
information provided by Defendants to the domain registrars, registries, data centers, Internet
hosting providers, and website providers who host the software code associated with the IP
addresses in Appendix B, or through which domains in Appendix A are registered; and 4)
publishing notice to the Defendants on'a publicly available Internet website and in
newspapers in jurisdictions where Defendants are believed to reside. :'

11.  There is good cause to believe that the harm to Plaintiffs of denying the relief
requested in their requést for a Preliminary Injuriction outweighs any harnt to any- le%gitimaie
interests of Defendants and that there is no undue burden 1o any third party. |

PRELIMINARY INJUNCTION
IT IS THEREFORE ORDERED a5 follows:

A.  Defendants, their representatives and persons who are in active concert or
participation with thern aré témporarily restrained aiid enjoined from: ',Intenﬁonallyg
accessing and sending malicious software to Plaintffsad the protected computers and
operating systems of Plaintiffs’ customers” and associateéd member organizations, véiﬂmut
authorization, in order to infect those computers and make them part of the botnet; sendmg
malicious software to configure, deploy and operate a botnet; sending unsolicited s;;am e-
mail to Microsoft's Hotmail accounts; sending unsolicited spam e-mail that falsely indicate
that they are from or approved by Plaintiffs or Plaintiffs’ associated member or_gani%zations;
creating false websites that falsely indicate that they are associated with or approvec;l by
Plaintiffs or Plaintiffs’ member organizations; or stealing information, money or prc;perty
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from Plaintiffs, Plaintiffs’ customers or Plaintiffs’ member organizations, or undemiking any
similar activity that inflicts harm on Plaintiffs, or the public, including Plaintiffs’ customers

or associated member organizations.

B.  Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from configuring, déploying,
operating or otherwise participating in-or ficilitating the botnets described in the ‘TI%O
Application, including but not Emited to the comimand and ¢ontol software hosted ét and
operating through: the domains and IP-addresses set forth herein and through any other
component or element of the botets in any location. ,

C Defendants, their representatives and persons who are.in active conc%rt or
participation with them are temporarily réstrained and enjoined from using the traddmarks
“Microsoft,” “Windows,” “Outlook,” *NACHA,” the NACHA logo, trademarks of financial
institution members of FS-ISAC and/or other trademarks; trade names; service marks; or
Internet Domain addresses or names; ot acting in any other manner which suggests in any
way that Defenidants’ prodiscts ot serviees cortie frothor are somehow sponsored or|affiliated
with Plaintiffs or Plaintiffs’ associated memk
competing with: Plzintiffs, misappropristing that which rightfullybelongs to Plaintiffs or
Plaintiffs’ customers or Plaintiffs’ associated member organizations, or passing off their
goods or serviees gs Plaintiffs or Plaintiffs’ associated member organizations.

D.  Defendants, their répres
participation with them are témpotarily restrained and enjoined-from infringing Plaintiffs’
registered tradernarks, Registration Nos, 2872708, 85467641, 2463510, 3419145 and others.

aber organizations; and from otherwise unfau-ly

senitatives and persons who are in sctive coacfn or

E. Defendants, their representatives and persons who are in active concert or
participation with them are tempomly restrained and enjoinied from using in conndction
with Defendants’ activitics any false or deceptive designation, representation or dw!cri_ption
of Defendants’ or of their representatives’ activities, whether by symbols, words, designs or
statements, which-would damage or injure Plaintiffs or give Defendants an unfair

7
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competitive advantage or result in deception of consumers. ;
F. Defendants’ materials bearing infringing marks, the means of malcitié the
counterfeit marks, and records documenting the manufacture, sale, or receipt of thm&s
involved in such violation, in the possession of data centers operated by ContinuumData
Centers LLC and Burstnet Technologies; Inc., which have been'seized pursuant to 15 U.S.C.
§1116(d), shall be held in secure escrow by Stroz Friedberg, 1925 Century Park East, Suite
1350, Los Angeles, CA 90067, which will act as substitute custodian of any and all data and
properties seized and evidence preserved pursuant to this Order. Such materials shall be
stored securely and not accessed by any party until further erder of this Court,
G.  Theregistries of the domains identified in Exhibit A to this Order (the

“Registries”) shall implement the provisions of this order in the following fashion: |
1. For currently registered domains, the domain name reglstrarmi
information and point of contact shall not be changed and associated WHOIS inforration
shall not be changed,;
2. Domain names shall not be deleted or otherwise made available for
registration by any party, but rathier should rémain active and rédirected to IP addreis
199.2.137.141, using name servers ns1.microsoftinternetsafety.net and

ns2.microsoftinternetsafety.net.
3. Domains shall notbe transferred to anyother person or registrar,
pending further order of the court;

4. The Registries shall assume authority for name resolution of Homain

names to IP address 199.2.137.141, using the name scrvcr’s-nsl,—microsoﬁintemétsafay.net
and ns2.microsoftinternetsafety.net; ‘

5 Name resolution services shall not be suspended; f

6. The Registries and Plaintiffs shall otherwise work together m:( good
faith to take any other reasonable steps nécessary to prevent Defendants from ming%{'the

Appendix A domains. §
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H. Defendants are directed to permanently disable access to the file paﬂis
identified in Appendix C; permanently delete or otherwise disable the content at thoée file
paths; and take all necessary steps to ensure that such file paths are not re-enabled né;r the
content recreated. Pursuant to the All Writs Act, U.S. based free website hosting prfmders
of the domains set forth in Appendix C are directed to permanently delete or otherwise
disable the content at the file paths in Appendix C. _;

IT IS FURTHER ORDERED, that copies of this Order, notice of the Prehi:'nmary
Injunction hearing and service of the Complaint may be served by any means anthoéized by law,
including (1) by personal delivery upon defendants who provided contact in'fotmati(;m- in the
U.S.; (2) personal delivery through the Hague Convention on Service Abroad upon ?cfmdMs
who provided contact information outside the U.S.; (3) by transmission by e-mail, electronic
messaging addresses, facsimile and mail to the known contact information of Dcfenidams and to
such contact information provided by defendants to the data centers, Internet ;hostiné providers
and domain registrars whe hosted the software code associated with the IP address_e;' set forth at
Appendix B or through which domains in Appendix A are registered; and (4) by pu%)lishing
notice to Defendants: on a publicly available Internet website or-in newspapers in thé jurisdictions
where Defendants are believed to reside: ’

IT IS FURTHER ORDERED that Plaintiffs shall post bond in the amountiof
$300,000 as cash to be'paid into the Court registry. g

IT IS FURTHER ORDERED that Plaintiffs shall compensate the data cen;crs,
Internet hosting providers and/or domain registries and/or wébsite providers ’1denui¥ed in
Appendices A, B and C at prevailing rates for technical assistance rendered in impléi:menting
the Order. _

IT IS FURTHER ORDERED that this Order shall be implemented with the least
degree of interference with the normal operation of the data centers and Internet hosting
providers and/or domain registries and/or website providers identified in Appendic«%s A B
and C consistent with thorough and prompt implementation of this Order.

9
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IT IS FURTHER ORDERED, specifically with regard to the preserved Intgernet
traffic to and from the servers corresponding to the IP addresses listed in Exhibit B, that this
evidence shall be preserved, held in escrow and kept under seal by Stroz Friedberg, and not
accessed by any party, pending further order of this Court. |

IT IS FURTHER ORDERED, specifically with regard to the Internet traffic that is
redirected from the domains listed in Exhibit A to the Microsoft-secured IP address|
199.2.137.141, using name servers nsl.microsoftinternetsafety.net and
ns2.microsoftinternetsafety.net, that Microsoft shail not record more than the IP addresscs of
incoming connections. |

IT IS SO ORDERED

A .
Entered this Q9 _ day of March, 2012. =\
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