IN THE UNITED STATES DISTRICT COURT

FOR THE WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION

MICROSOFT CORPORATION, Civil Action No. 3:13-CV-00319-GCM
Plaintiff, ORDER GRANTING DEFAULT
JUDGMENT AND PERMANENT
V. INJUNCTION

JOHN DOES 1-82, CONTROLLING A
COMPUTER BOTNET THEREBY
INJURING MICROSOFT AND ITS
CUSTOMERS,

Defendant.

THIS MATTER came before the Court on Microsoft Corp.’s (“Microsoft” or
“Plaintiff””) Motion for Default Judgment and Permanent Injunction against Defendants John
Does 1-82 (“Defendants”).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

The Court has considered Microsoft’s motion, the brief and evidence submitted in
support of the motion and the other pleadings, papers and evidence filed in this action.
Based on the foregoing, the Court finds:

1. Defendants were properly served with Microsoft’s summons and Complaint
in this action. Defendants were properly served and adequate notice was provided through
means authorized by law, satisfying Due Process, satisfying Fed. R. Civ. P. 4(f)(3), and
reasonably calculated to notify Defendants of the Complaint and this action.

2. Defendants failed to appear, plead, or otherwise defend against Microsoft’s

action.
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3. The time for answering Microsoft’s Complaint was 21 days from service of
the summons and the Complaint, and more than 21 days have elapsed since Defendants were
served.

4. This Court has jurisdiction over the subject matter of this case and has
jurisdiction over all parties hereto; the Complaint states a claim upon which relief may be
granted against Defendants under the Computer Fraud and Abuse Act (18 U.S.C. § 1030);
the CAN-SPAM Act (15 U.S.C. § 7704); the Electronic Communications Privacy Act (18
U.S.C. 8 2701); Trademark Infringement, False Designation of Origin, and Trademark
Dilution under the Lanham Act (15 U.S.C. 8§88 1114 et seq.); the Racketeer Influenced and
Corrupt Organizations Act (18 U.S.C. § 1962); North Carolina General Statute § 14-458
(Computer Trespass); and the common law of conversion, unjust enrichment and nuisance.

5. Microsoft owns the registered trademarks “Microsoft,” “Windows,” and
“Internet Explorer,” used in connection with its services, software, and products.
Trademarks of third parties and other members of the public are also impacted by
Defendants’ activities.

6. Defendants have engaged in and are likely to engage in acts or practices that
violate the Computer Fraud and Abuse Act (18 U.S.C. 8 1030); the CAN-SPAM Act (15
U.S.C. § 7704); the Electronic Communications Privacy Act (18 U.S.C. § 2701); Trademark
Infringement, False Designation of Origin, and Trademark Dilution under the Lanham Act
(15 U.S.C. 88 1114 et seq.); the Racketeer Influenced and Corrupt Organizations Act (18
U.S.C. 8 1962); North Carolina General Statute § 14-458 (Computer Trespass); and the
common law of conversion, unjust enrichment and nuisance.

7. There is good cause to believe that, unless Defendants are restrained and
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enjoined by Order of this Court, immediate and irreparable harm will result from
Defendants’ ongoing violations of the Computer Fraud and Abuse Act (18 U.S.C. § 1030);
the CAN-SPAM Act (15 U.S.C. § 7704); the Electronic Communications Privacy Act (18
U.S.C. 8 2701); Trademark Infringement, False Designation of Origin, and Trademark
Dilution under the Lanham Act (15 U.S.C. 8§88 1114 et seq.); the Racketeer Influenced and
Corrupt Organizations Act (18 U.S.C. § 1962); North Carolina General Statutes § 14-458
(Computer Trespass); and the common law of conversion, unjust enrichment and nuisance.
Defendants have engaged in violations of the foregoing laws by:

a. Developing, commercializing, and supporting a Citadel botnet
development kit, with the purpose and effect of enabling other Defendants to create, deploy,
and operate, Citadel botnets with the purpose of stealing identification and personal security
information and money, intruding upon Microsoft’s software and its customers’ computers,
and intruding upon the protected computers of third parties, including banks and other
members of the public;

b. Providing a stolen version of Windows XP and a stolen Windows XP
product key with the sole purpose and effect of enabling other Defendants to create, deploy,
and operate, criminal botnets with the purpose of stealing identification and personal
security information and money, and intruding upon Microsoft’s software and its customers’
computers;

C. Creating, deploying, and operating criminal botnets with the purpose
and effect of stealing identification and personal security information and money through the
misuse of Plaintiff’s Windows operating system and Internet Explorer software;

d. Intentionally accessing and sending malicious software to Microsoft’s
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licensed Windows operating system and Internet Explorer software, the protected computers
of Microsoft’s customers and also the protected computers of third parties, including banks
and other members of the public, without authorization, in order to infect those computers

and make them part of the Citadel botnet;

e. Sending malicious software to configure, deploy and operate a botnet;
f. Sending unsolicited spam e-mail to Microsoft’s Hotmail accounts;
g. Sending unsolicited spam e-mails that falsely indicate that they are

from or approved by Plaintiff or third-parties, including banks, NACHA or other companies
or institutions, the purpose of which is to deceive computer users into taking steps that will
result in the infection of their computers with botnet code and/or the disclosure of personal
and financial account information;

h. Stealing personal and financial account information from users of
Microsoft’s Windows operating system and Internet Explorer software;

I Using stolen information to steal money from the financial accounts
of those users using Microsoft’s Windows operating system and Internet Explorer software;
and

J. Associating with one another in a common criminal enterprise
engaged in these illegal acts.

8. If such conduct continues, irreparable harm will occur to Plaintiff and the
public, including Plaintiff’s customers, financial institutions, NACHA and other members of
the public.

9. The Defendants are engaging, and will continue to engage, in such unlawful

actions if not immediately restrained from doing so by Order of this Court. Immediate and
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irreparable damage will result from Defendants’ control and use of the botnet command and
control software that is hosted at and otherwise operates through the Internet domains listed
in Appendix A.

10.  The pleadings and evidence adduced in this case show that: (1) Defendants
are engaged in activities that directly violate U.S. law and harm Plaintiff and the public,
including Plaintiff’s customers and third party financial institutions, NACHA and other
members of the public; (2) Defendants have continued their unlawful conduct despite the
clear injury to the foregoing interests; (3) Defendants are likely to delete or relocate the
botnet command and control software at the domains in Appendix A and the harmful,
malicious, and trademark infringing software disseminated through these domains.

11.  The Citadel malicious software code infecting end-user computers poses a
significant and present threat to those end-users as well as to Microsoft and third party
financial institutions with which those end-users maintain their financial accounts, and that
therefore, the end-users, Microsoft and the financial institutions victimized by the Citadel
malicious software would stand to benefit through the neutralization and removal of the
Citadel malicious software from the end-users’ computers.

12.  The Citadel malicious software code infecting end-user computers keeps
those computers from connecting to the websites of providers of anti-virus software and
updating the anti-virus software on their computer, thereby subjecting the computers to the
threat of repeated malware infections, unless steps are taken to alter the behavior of the
Citadel malicious software or remove it entirely.

13.  The Citadel malicious code infecting end-user computers will continue to

monitor the Internet browsing activities of those computers unless steps are taken to alter its
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behavior or remove it entirely.

14. Defendants have engaged in illegal activity using the Internet domains
identified in Appendix A to this order to host the command and control software and content
used to maintain and operate the botnet. To immediately halt the injury caused by
Defendants, each of Defendants’ domains set forth in Appendix A must be immediately
transferred to the ownership and control of Microsoft and redirected to the Microsoft-
secured name-servers named NS5.microsoftinternetsafety.net and
NS6.microsoftinternetsafety.net and thus made inaccessible to Defendants and used to clean
the Citadel malicious code from end-user computers.

15.  There is good cause to direct that third party Internet registries and registrars
in the United States to reasonably assist in the implementation of this Order and refrain from
frustrating the implementation and purposes of this Order, pursuant to 28 U.S.C. 8 1651(a)
(the Al Writs Act).

16.  There is good cause to believe that Defendants may attempt to move the
botnet infrastructure, allowing them to continue their misconduct and that they would
destroy, move, hide, conceal, or otherwise make inaccessible to the Court evidence of their
misconduct, the botnet’s activity, the infringing materials, the instrumentalities used to make
the infringing materials, and the records evidencing the manufacture and distributing of the
infringing materials.

17.  There is good cause to permit notice of the instant Order and service of the
Complaint by formal and alternative means, given the exigency of the circumstances and the
need for prompt relief. The following means of service are authorized by law, satisfy Due

Process, satisfy Fed. R. Civ. Pro. 4(f)(3), and are reasonably calculated to notify Defendants
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of the instant order: transmission by e-mail and electronic messaging addresses to the
known email and messaging addresses of Defendants and to their contact information
provided by Defendants to the domain registrars, registries, data centers and Internet hosting
providers, and by publishing notice to the Defendants on a publicly available Internet
website.

18.  There is good cause to believe that the harm to Plaintiff of denying the relief
requested outweighs any harm to any legitimate interests of Defendants and that there is no
undue burden to any third party.

IT IS THEREFORE ORDERED as follows:

A Microsoft’s Motion for Default Judgment and Permanent Injunction is
GRANTED.

B. Defendants are in default.

C. Microsoft is awarded judgment against Defendants.

D. Defendants, their representatives and persons who are in active concert or

participation with them are permanently restrained and enjoined from:

1. Developing, commercializing, and supporting a Citadel botnet
development kit, with the purpose and effect of enabling other Defendants to create, deploy,
and operate, Citadel botnets with the purpose of stealing identification and personal security
information and money, intruding upon Microsoft’s software and its customers’ computers,
and intruding upon the protected computers of third parties, including banks and other
members of the public;

2. Providing a stolen version of Windows XP and a stolen Windows XP

product key with the sole purpose and effect of enabling other Defendants to create, deploy,
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and operate, criminal botnets with the purpose of stealing identification and personal
security information and money, and intruding upon Microsoft’s software and its customers’
computers;

3. Creating, deploying, and operating criminal botnets with the purpose
and effect of stealing identification and personal security information and money through the
misuse of Plaintiff’s Windows operating system and Internet Explorer software;

4. Intentionally accessing and sending malicious software to Microsoft’s
licensed Windows operating system and Internet Explorer software, the protected computers
of Microsoft’s customers and also the protected computers of third parties, including banks
and other members of the public, without authorization, in order to infect those computers

and make them part of the Citadel botnet;

5. Sending malicious software to configure, deploy and operate a botnet;
6. Sending unsolicited spam e-mail to Microsoft’s Hotmail accounts;
7. Sending unsolicited spam e-mails that falsely indicate that they are

from or approved by Plaintiff or third-parties, including banks, NACHA or other companies
or institutions, the purpose of which is to deceive computer users into taking steps that will
result in the infection of their computers with botnet code and/or the disclosure of personal
and financial account information;

8. Stealing personal and financial account information from users of
Microsoft’s Windows operating system and Internet Explorer software;

9. Using stolen information to steal money from the financial accounts of
those users using Microsoft’s Windows operating system and Internet Explorer software; and

10.  Associating with one another in a common criminal enterprise
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engaged in these illegal acts.

E. Defendants, their representatives and persons who are in active concert or
participation with them are permanently restrained and enjoined from configuring,
deploying, operating or otherwise participating in or facilitating the Citadel botnets described
in the Complaint, including but not limited to the command and control software hosted at
and operating through the domains set forth in Appendix A to this order and through any
other component or element of the botnet in any location.

F. Defendants shall forfeit ownership and control of the domains identified in
Appendix A to this order to Microsoft.

G. Pursuant to the All Writs Act (28 U.S.C. § 1651), the domain registries and
domain registrars of the Citadel botnet domains identified in Appendix A to this Order
(collectively the “Domain Providers”) shall implement the provisions of this order in the
following fashion:

1. Transfer the domains to the control of Microsoft, such that Microsoft
is the registrant with control over hosting and administration of the domains. Domains
should be transferred to Microsoft’s account at the sponsoring registrar MarkMonitor or such
other registrar and account details specified by Microsoft.

2. The WHOIS registrant, administrative, billing and technical contact
and identifying information should be the following, or other information as may be
specified by Microsoft:

Domain Administrator
Microsoft Corporation
One Microsoft Way

Redmond, WA 98052

United States
Phone: +1.4258828080
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Facsimile: +1.4259367329
domains@microsoft.com

3. The domains shall be made active and shall resolve in the manner set
forth in this order, or as otherwise be specified by Microsoft, upon its taking control of the
domains.

4. The domains shall be assigned the authoritative name servers

ns5.microsoftinternetsafety.net and ns6.microsoftinternetsafety.net and, as may be necessary,
the IP address associated with name server or taking other reasonable steps to work with
Microsoft to ensure that the domains are put within Microsoft’s control, and to ensure that
Defendants cannot use them to control the botnet.

5. The domains shall remain active and continue to resolve in the manner
set forth in this Order.

6. The Domain Providers shall prevent transfer or modification of the
domains by Defendants and shall prevent transfer or control of the domains to the account of
any party other than Microsoft.

7. The Domain Providers shall take all steps required to propagate the
foregoing changes through the DNS, including domain registrars.

8. Non-U.S. Domain Providers are respectfully requested, but are not
ordered, to comply with the foregoing steps, in order to protect the integrity and security of
the Internet, to protect end-user victims of the Citadel botnet in all countries, to advance the
public interest and to protect Microsoft and its customers from the Citadel botnet.

9. Third-party The Internet Corporation for Assigned Names and
Numbers (“ICANN”), 12025 Waterfront Dr., Suite 300, Los Angeles, California, 90094, is
respectfully requested, but is not ordered, to use its best efforts to assist and facilitate the

transfer of U.S.-based domains set forth in Appendix A, to Microsoft.
H. To fully neutralize the Citadel botnet malicious software that has taken

control of Microsoft’s property, including its Windows operating system and Internet
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Explorer browser, and associated files, to return control of that property to Microsoft, to end
the irreparable harm to Microsoft and its customers, to abate the nuisance caused by
Defendants’ conduct, and to notify customers of acts they may take to permanently remove
the Citadel malicious code from those computers, consistent with the terms of Microsoft’s
license to its Windows operating system, Microsoft shall be permitted to do the following:

1. Through Microsoft’s control over the domains listed in Appendix A,
to cause all Citadel-infected end-user computers attempting to connect to any Citadel
Command and Control server to instead connect to one or more servers under the control of
Microsoft (“the Microsoft Curative Servers”);

2. To stage on the Microsoft Curative Server a first curative
configuration file (the “First Curative Configuration File”) that is known to be requested by
the Citadel botnet malicious software running on end-user computers, such that upon
connecting to the Microsoft Curative Server, the Citadel botnet malicious software shall
download, decrypt, and thereafter follow the instructions in the First Curative Configuration
File;

3. To permit Microsoft to prepare the First Curative Configuration File
such that it (a) stops the harmful acts of the Citadel botnet malicious software; (b) permits
the infected computer to connect to antivirus websites from which assistance and tools may
be obtained for removing the Citadel infection from the computer, and which are currently
blocked by the Citadel botnet software; and (c) keeps the Citadel malicious software on the
computer from communicating with any known Citadel Command and Control servers, and

instead causes it to communicate with the Microsoft Curative Servers.
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4. To permit Microsoft to stage on the Microsoft Curative Server a
second curative configuration file (the “Second Curative File”) that is known to be requested
by the Citadel malicious software;

5. To permit Microsoft to prepare the Second Curative Configuration
File such that, when an end-user of an infected computer attempts to connect to any website
on the Internet other than an antivirus website, through Internet Explorer, Google Chrome,
or Mozilla Firefox web browsers, a notice (the “Curative Notice™), will be displayed to the
user through their browser, and that such notice shall be displayed in the user’s browser for
approximately twenty minutes, during which time the user will be able only to browse to the
Microsoft Curative Servers or to an antivirus website;

6. To permit Microsoft, should it be necessary and prudent in
Microsoft’s estimation to promote further disinfection of computers currently infected with
Citadel, to alternate staging of the First and Second Curative Configuration files on the
Curative Servers such that the Curative Notice shall be displayed to the users of computers
infected with Citadel botnet malicious software for up to one twenty minute period every
five hours for one twenty-four hour period once per week, until such time as Microsoft
deems it no longer necessary to prompt the owners of such infected end-user computers to
take the steps necessary to cleanse them of the Citadel botnet infection.

IT 1S SO ORDERED

Signed: November 21, 2013

Lbon 0 1M

Graham C. Mullen
United States District Judge
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Appendix A — List of Domain Names by Registry

.COM, .NET, .CC, NAME

Verisign Naming Services
21345 Ridgetop Circle
4th Floor

Dulles, Virginia 20166
United States

129viagameft.net
adobeupdateservice.net
adreserv.net
adsdomain.net
adsnote.net
advertgoogle.net
agentur-site.net
analytics-av.net
analytics-checkupdate.net
vivaspace2013.com
analyticsretail.net
applefreesoftware.net
approvehost.net
asdjj224jx.net
asdkasdasasdasdi324.net
asicserbvjenvjrfnrhvbnrfhrfnvfjrnfjvnf
.net

aul-config.net
aul-gate.net

aurellrp.net

aurellrp2.net
autosecure.net
avtotime.net
b2c47236487v2346vbb.net
billgate4.net

bjurok.net

blvn.net
busandsoccertimeonl.net
busandsoccertimeonls.net
bylooking.net
caliberthe.net
cantstOpmel1124never2287.net
capablechromakey.net
carambmaining3.net
carambmaining36.net
carambmaining5.net
carambmaining56.net
carambmainings.net
carmagedon.net
casamadriderbon.net
causaronline.net
chanbary.net
checkbox12.adaccounts.net
checkbox9.adaccounts.net

VeriSign Global Registry Services
12061 Bluemont Way
Reston Virginia 20190

United States

chrome-adwords-updates-serverl.net
compactwinse.net
confprojet2.net
customer89.emergeads.net
czmpioneri.net
db.deepnod.net
demgneso.net
diet4youhaha.net
directsecurty.net
djlfcc21sdf.net
dvbnetpointersnowers.net
edge03.net

elebara.net
eric2002qwqg.net
eric2004bb.net
ewruma.net
fastbussineslife.net
fastcheckgrd.net
fastforumin.net
fastnetonline.net
filefails.net
firsttravelcompany.net
fonemicrosupsus.net
freepornfaces.net
freepreps.net
gapegfikleiret.net
gardenspalace.net
gasparweb.net

ggmt.net
ghbdtnghbdtn.net
ghv43345547552444.net
go6po.net

goldboat.net
google.ymilog.net
google-it-server-secure.net
googletotal.net
google-updates-stats.net
goopywilsp92.net
gremlindefault.net
hlifter.net
homelinuxinside2.net
homelinuxoutside2.net
homemarcet.net
honeyseller.net

-14 -

hostocean.net
intelegentbotl.net
intelhostcdn.net
irelandpeople.net
itsuricano.net
ivmarbe.net

javainc.net
jkuniversepoolz.net
jkuniversepoolz3.net
jkuniversepoolz435.net
jkuniversepoolz4356.net
jagscripts.net
jumperbartons54.net
kfdfjh6fkhbrk76vgjjh76seddsv78.net
licencesoftwareuppd.net
listblank.net
lorshimelsworld20.com
lowcostsoap.net
massmain.net
mirvinstalero.net
mobileindexstats.net
monthlyplays.com
mssq.net
muenopcrepair.net
mybk2upside.net
netbridgesolutions.net
network-apl-check.net
network-status-check.net
newowen.net
noporods.net
oklpdfmmm.net
oleoletrollollo.net
onlinestatuschecker.net
organizingsupporting.net
personalinjurylawyerssandiego.net
pingfong.net
piosilatinujustaca.net
platformfactors.net
polyadnichicka.net
porkystory.net
posgoma.net
postalavoro.net
poulu.net
powermechtech.net
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projectswandive.net
prowebstatistics.net
redog.net

regainet.net
reghostn.net
registrybrownies.net
reklamad.net
remainarchitect.net
reswelcad.net
ritualprom.net
roamingadvertising.net
rockpearl.net
sadhs3ahsd4hahsd2hadh4.net
saiyoischool.net
salacom.net
saleadvertise.net
sauninixl.net
savalabina.net
secureconnected.net
security-google-updates-serverl.net
securityintensive.net
seedfeeds.net

werbreklame.net
wuptiecome.net
infohoster.net
lazer-lipoliz.net
michaelkors-onsale.net
xcomment.net
onlineproductes.net
accredreg.net

yalimeta.net
netautosport.name
divesupported.name
galactic-ice.name
money-transfer.name
streaming-live.name
taged-info.name
typel.name
namerolapip.cc
1securestorage.com
2udfl24adfbpfcppkjd.com
2udf125adfbpfgppkjd.com
2udf223adfbpfcppkjd.com

bereqwel.com
bertoilsdf243.com
bestchoiceininvest.com
bopekvideo10.com
bopekvideo30.com
bopekvideo98.com
botelxvideo1l0.com
botelxvideo20.com
brbnre67dbvhfdbv-
hvbreuirhbguré.com
bulkstoragereserv.com
bvwerfsdffe.com
canonpowershotg10.com
capucchinopayments.com
cenestpasbien.com
ceramvenl5.com
ceramven55.com
ceramven93.com
ceravenl6.com
ceraven97.com
chachamocha.com

334fbvdsfuoibvc478gffd.com chatapas.com
45gvvrfre665gbffbdtrtee.com chavrege3.com
50sx-v-b-f-r-we-4543-7767-4443.com | civilpride.com

server-gmail-security-updates.net
servicewintechsup.net

sheetfinalize.net
shippinglost.net
shyuratay.net
sinbadadvanguard.net
someadstart.net
spajava.net
springless.net
standartone.net
stilnoe.net
styerw450rk9.net
swiedst911.net
tOr0fOn.net
takevalid.net
titanoviy.net
trendjava.net
trikolorhostonliner.net
trodirect.net
trollollo.net
trucolorcfgdeo.net
trustconnected.net
ultimapp.net
unitedcollegeforum.net
uredasqopjerl.net
v34b26364423v32344v.net
vihale.net
vxalopergrandmix.net
webchatadv.net
webliveup.net
webwelcome.net
welcomead.net
werbadvsrvpoints.net

aaaaaaaaaaaaaaaaaa.com
aderege.com
adesertorrc.com
adiumflux.com
adspath.com
adventuresanimate.com
afardiuscourse.com
aheronl.com
akamaiservers.com
alcoholnotgood.com
alexaworldserver.com
almshotixpo.com
annesdeusserts.com
appletips4u.com
approvaldesignteam.com
approvaldesignteaml.com
apre-delfud1-225.com
apredelldelpport.com
aramaribo.com
arrokookwlIp.com
arrvrokwlp.com
asafehomepage.com
authzones.com
autoupdatepuermitted.com
avangardstilo.com
bajfaik.com
bankingv3.com
bano44eval.com
baraxolkino.com
bargorando.com
bdsfkgjdfhlkj5436.com

- 15 -

cnetgroove.com
colegiobilinguecuitlahuac.com
coopsterdog32.com
coopsterdog54.com
crosssecured.com
cubinosbest.com
customer-account-services.com
customer-account-services-55.com
customer-account-services-88.com
db-support-update-5.com

df76kkjewj09908998vmkdnjk123eeq

wfvgf.com

dfvgwerg876sghethejevvbrbvrrer.com

dfvgwerg876sgvvbrbvrrer.com
domainname77.com
domaingwerty.com
domainreservedwe.com
domexvideo98.com
drugsnotgood.com
e3u8eed8ud.com
elektroknt.com
eryryweryuerndsfsfw.com
exactsixservice.com
exercisemausses.com
fast-food-price.com
fehwurweyuddsmfnbznds.com
ferencbujdoso.com
ffbsdfsdbfhdsfhsdbfsdjhf.com
fghgng42fgj182309dfg82df.com

fgjgrjgrébv87urgwerigbw678g8iwvbi.

com
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fhb7654568768877dhfdbdjdeek67756
7433.com
finalupdatebase.com
finanslcompany.com
fishertisaskynet.com
fkmultidevicel.com
flipcable.com
flynhnthor.com
fogorieort.com
fokokfernfuei.com
fomexphoto98.com
forchpock.com
ftasshists.com
galox29serv77.com
general-verifier.com
getgluedeluxe.com
gewf5792340fn8p9.com
gf97891mmm93.com
gidw379vkwjvlk.com
giferfe9tk34r.com
giliminfobluster.com
ginasorenoseu30.com
girdiocolocai.com
giuw79tk34fff.com
giuww379tk23rf.com
givwelruo2342f.com
gomexvideo98.com
goodstatsserver.com
googlebarcorp.com
googlechrome-update.com
googlesafebrowsing-stats888.com
goowew.com
gopexvideo98.com
graserverns.com
grbdiscountsdb.com
grebeshkompriglazhuxvostik.com
gwedsssd234rf2.com
gzffre79tk31r.com
h5d5¢77.com
hararepretoria.com
hardestglobalstream.com
hatefujews.com
hetisar.com
hft2bnmkosdfgfgb03.com
hogost.com
holliwoodmachetgar.com
homexphoto98.com
hudicnaodndozoengoxna.com
ipOss13dvhherain.com
italiamorebusiness.com
itismybestsite443262.com
ittlefadskoner.com
janhylamuhaxyerikata.com
jomexvideo98.com
julaksufueoaxnauejulaki.com

kemebrremewernrewroi43b3b3b3.com
kemebrremewrewroi43b3b3b3.com
kemeremewernrewroi43b3b3b3.com
kepoxphoto30.com
kepoxvideo98.com
klasowik.com
kommanyaki.com
kopolenatser.com
kulanustarikamistalama.com
kuniplasticopravakinorama.com
lamedno.com

latenixserv.com
launteskpointer.com
lenkasa.com

likenstendarts.com

lio-lop.com

logisticanalyze.com
lomebvideol0.com
lomebvideo30.com
lomebvideo98.com

lowhad.com
managerlockpc.com
managerlockpcl.com
manamanatutu2.com
mandarinovisadier.com
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microbrasseries.org
msrpcaf.org
mullyfonner383.org
mygreentree.org
newactionforbn.org
nonowcoode.org
notaksolidor.org
openyoureyeandkickhisass.org
performschronicle.org
pervasivefootage.org
planningscout.org
ratexvenl5.org
ratexven55.org
ratexven93.org
save-pandas.org
scroooodgemacdacklorg.org
secure-3d.org
spynet-au.org
stabilizedreply.org
stopwell.org
studiedblackberry.org
timetestedplan.org
unremarkablemono.org
v45543455433455Kjk.org
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v87265236578236583.0rg
verif-auth.org
waxshmax.org
writemebmory.org
zxrainbow.org
32v235235n645645435.0rg
adoption2013.org
advprioritet.org
afrtichoketribenet.org
agriolamy.org
agroprimas.org
airtravelers.org
alabama4ung.org
aloyfundsinvest.org
analytics-av.org
animatedservlets.org
anothersaydenies.org
arabicmigrated.org
aurellrp.org
autocontrolxl.org
blegdt63233.0rg
bbaOlavs.org
bba0O4avs.org
beer-reviews.org
bettafacks.org
bifoolsday.org
bitloolscym.org
bizserviceszero.org
black-cables.org
bollinsmitxor.org
botumvideo18.org
botumvideo30.0rg
buysomeshugarforyoursmomanddadex
change.org
centerpiecesophistication.org
cheap-papers.org
checkboxfstina.org
checkspot.org
check-update.org
chillydirect.org
chjodulagna.org
climaoluhip.org
cloxvkonia.org
collermasterhouseworkandtravelrecordi
ng.org
combinationcents.org
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comminl.org
commin2.org
commin3.org
computershop2013.org
coxinfonote.org
createout.org
cryingcompetitionfirefox.org
cutetyclub.org
d4you.org
dancing-camel.org
datetimefandango.org
dfgs453t.org
dinamostartikombatilkasima.org
discoverssixteenbut.org
diskeepereagles.org
docxnorb.org
dolemxvideol18.org
dolemxvideo30.org
dopexvideo10.org
dopexvideo18.org
dopexvideo20.org
dopexvideo30.org
doremifas.org

dgpo.org
drillingrootkit.org
earnv.org
ecosystemnn.org
education-light.org
emphasissmartlists.org
equalsmultiplier.org
explorationsmessage.org
extensivebizarre.org
f1top500pix.org
fixbop.org

flisofta.org
foldersmodify.org
forestforums.org
formatinterim.org
fourthgenrelay.org
freedom-discount.org
fritcomres.org
games4win.org
gapthbillsserv.org
gatewaysmalloffice.org
gbijopools.org
geodatamobile.org
get-sharbet.org
ghostskora.org
giopfritcom.org
gloriacoxmog.org
gold12773.org
goldonikastranikamulatax.org

googlesafebrowsingabuse-report.org

googlesafebrowsingstats-report.org
gorgonzola-gnocchil.org

grandmotherwhip.org
graviminifield.org
gridsdiscover.org
happy2013.org

happy-sales.org

hireits.org

hitvols52s.org
hjdfhjpghf41vzskdjuil23123.org
hjdfhjpghf43vzskdjuil23123.org
hjdfhjpghf44vzskdjuil23123.org
hjdfhjpghf4vzskdjuil23123.org
hjdfhjpghf51vzskdjuil231232.0rg
hjdfhjpghf5vzskdjuil23123.org
hotelsommultiply.org
hotels2013.org
hululinknomadic.org
icanhascheezburgerslimmer.org
ideal-vacations.org
ignoreconsfistent.org
ikspat2me.org

imgshack.org

imgshacks.org
indiesillumination.org
instructedrepackages.org
inventedvibrant.org
ionconnection.org
ispsplaying.org
italian-pizza.org
iusxojizenhulamyilasikgqws.org
jumpforareallyniceheadshotandwingam
e.org
jylokujvanuhondaruyha.org
killdebil.org

kirpodd5.org

koopbertanoh.org
lettheimmoralityrule.org
lijopsda09.org
lokanukamokahylanustara.org
lostpassqiue.org
lovelypictures.org
lowerpricedrehearse.org
lvssystemsinfos.org
marginalcourses.org
mbeyroan.org

mexikodirect.org
miclominestar.org
mistergaoulander.org
mixerwatergate.org
molockportis.org
montyganja.org

mornside.org

multiculturen.org
musicloveee.org

nabilams.org
neverupsideonwntoya2ou.org
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newstarter.org
ng-stauswet.org
noclpstic.org
nonrealtimeulyssess.org
notchesexpired.org
notemansdoke.org
onlinesmicrosoft.org
on-stat.org
oprajemmy.org
panamadirect.org
pcdftruk.org

peekdas.org
pervasivefootage.org
predecessorstaying.org
prijokpool.org
propellerheadcollin.org
publicintel.org
publicnationstate.org
ratevenl6.org
rateven97.org
reliantscrambled.org
religionlife.org
repliescountry.org
requestmaintainability.org
restaurantlocator.org
rikomajuseldatrixonisterika.org
roketlauncherskiy.org
romoviebabenki.org
ryainsol.org

salecorp.org
salesadmin.org
scroooodgemacdackl.org
sdb347m85634445n4.org
secure-2.0rg
secure-listing.org
seorandomlygenerated.org
sherlocksearch.org
shogunmalaya.org
signalsherself.org
sim-cards-shop.org
skifooter.org
skilledinput.org
smartsts.org
smivloknet.org
snukoscenes.org
softtwareupdate.org
solitaryc.org
stop-men.org
subscribergolds.org
techinformationgate.com
thesecurityinfo.org
thisisspartaaargh.org
tiredevolving.org
topiclegs76.org
transfors.org

Case 3:13-cv-00319-GCM Document 22 Filed 11/21/13 Page 28 of 58



trassingm.org

trassingn.org

trassingo.org

trassingx.org

trassingy.org

trust-service.org
ulamostrabisecalumasteiabi.org
updateosfirewall.org

upppppp123.0rg

visioblaster.org
vkoamma.org
waxuisloa.org
westsearch.org
white-teeth2012.0rg
wiricell.org
wowteammy113.org
online-analytics.org
smartsts.org
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Xenasite.org
xhtmlmapblast.org
yelwopans.org
hronologqq33.org
surefootingministry.org
askd4h45rgfsgdfga.org
bestgoogles.org
grilkoncomdf.org
itismybestsite443262.0rg
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ANFO, .MOBI

Afilias Limited

C/O Afilias USA, Inc.

300 Welsh Road, Building 3
Suite 105

Horsham, PA 19044

United States

ecogroup.mobi
e-sky.mobi
meetafriend.mobi
sportlab.mobi
anotherstagenet.info
asrwermtksilp.info
australil23antest43new2333s.info
australil23antestnew2333s.info
australiantestnew2333s.info
axelvideos18.info
axelvideos98.info
badfolar88.info
badfolos91.info
badfosta91.info
balancinglotion.info
batevenl6.info
bateven97.info
batexven15.info
batexven55.info
batexven93.info
bee-well-aware.info
beforeunhook.info
bigafoodar14.info
bitboxer.info
bitworkat.info
blastgood?2.info
blastgoom6.info
blenphotol8.info
blenphoto98.info
bulkstoragereserv.info
buttonbackwindows.info
campaigndirectx.info
catevenl6.info
cateven97.info
catexvenl15.info
catexven93.info
ceramven93.info
ceramvenals.info
ceramvena93.info
ceramvenb55.info
ceramvenb93.info
ceravenl6.info
ceraven97.info
ceravenal6.info
ceravena97.info

ceravenbl16.info
ceravenb97.info
datevenl6.info
dateven97.info
datexvenl5.info
datexven55.info
datexven93.info
deltiwarl8.info
deltiwar98.info
dirtymonk.info
dockslucky.info
dualglobalwave.info
fatevenl6.info
fateven97.info
fatexvenl15.info
fatexven55.info
fatexven93.info
feravenl6.info
feraven97.info
flashjorasta2.info
flashlogsbase3.info
flashmango4.info
funkvideol8.info
funkvideo98.info
gatevenl6.info
gateven97.info
gatexvenl15.info
gatexven93.info
getman.info
glexvideo18.info
glexvide098.info
gojargoopa3.info
google-info-updates-server2.info
itismybestsite443262.info
katevenl16.info
kateven97.info
katexven15.info
katexven55.info
katexven93.info
katexworld18.info
katexworld98.info
lateven16.info
lateven97.info
latexvenl5.info
latexven93.info
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leramven15.info
leramven55.info
leramven93.info
leramvenalb.info
leramvena93.info
leramvenb15.info
leramvenb93.info
leravenl6.info
leraven97.info
leravenal6.info
leravena97.info
leravenb16.info
leravenb97.info
Imj7hngf.info
marketman18.info
marketman98.info
matevenl16.info
mateven97.info
matexven15.info
matexven55.info
matexven93.info
meramvenl5.info
meramven55.info
meramven93.info
meravenl6.info
meraven97.info
merchantinhousel.info
merchantinhouse2.info
mps-home.info
natevenl6.info
nateven97.info
natexven15.info
natexven55.info
natexven93.info
neramvenl15.info
neramven55.info
neramven93.info
neravenl6.info
neraven97.info

networkgrowingfastserver.info

oceanworld18.info
oceanworld98.info
olgixvideo18.info
olgixvideo98.info
osrwersilp.info
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patevenl6.info
pateven97.info
patexvenl5.info
patexven55.info
patexven93.info
poplobok.info
pudsvideol8.info
pudsvideo98.info
quittsaagges3ies3.info
ramsvideol18.info
ramsvideo98.info
reactablesplexwriter.info
regshopwall.info
rijiy.info
security-yahoo-updates-server.info
serverogisoft.info
skiesswipe.info
solmvideo18.info
sotovideo18.info
sotovide098.info
starshowresidential.info
tankphoto18.info
tankphoto98.info
testsrunningcheckmark.info
traff4sell.info
ultimaresource.info
ultimaresources.info
uplvimassreserv.info
uplvimassreserves.info
vacationspointandclick.info
vernexworld18.info
vernexworld98.info
voipfeedback.info
wellmeters.info
westlivesource.info
actualwildlist.info
agentsimagination.info
alemandat.info
allaustraliantestl.info
almanixl.info
almanix12.info
ambitionconsent.info
analytics-googles.info
arithmeticpurged.info
armiesboxes.info
asduihdgkbnbmzcvhgasd.info
australiantestcorp.info
australiantestnews.info
avtodatov?7.info
axelvideos10.info
axelvideos20.info
axelvideos30.info
backseasonclassic.info
baliphoto16.info
baliphoto97.info

balivideo18.info
balivide098.info
balixphotol5.info
balixphoto93.info
balixvideo27.info
balixvideo37.info
balixvideo97.info
bilbodron.info
billboardcitadel.info
billingsmultitouch.info
bitchicks.info
bitcoxeat.info
bitfoxtrot.info
bitlistit.info
bitnetwork.info
bitsixfon.info
bitstepno.info
bitstunt.info
blastblack.info
blendedbeckons.info
blenphotol0.info
blenphoto20.info
blenphoto30.info
bmovighvolum.info
bucketdelivering.info
bugfindingreport.info
buildyourownwholelacks.info
bundlingmindstretchers.info
businesscommercialfree.info
caliphotol6.info
caliphoto18.info
caliphoto97.info
caliphoto98.info
calivideol18.info
calivide098.info
calixphotol5.info
calixphoto27.info
calixphoto37.info
calixphoto55.info
calixphoto93.info
calixphoto97.info
calixvideo27.info
calixvideo37.info
calixvideo97.info
camareserqw?2.info
camareservl.info
catexven55.info
ceramven15.info
ceramvena55.info
ceramvenbl5.info
chickoregon.info
chitodrit.info
chrome2update.info
chrome-update.info
closepaint.info
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cloudsfigs.info
consumeassistant.info
contactedouter.info
cookiepoints.info
crossfadegeared.info
customtrer.info
custom-t-rer.info
daliphotol18.info
daliphoto98.info
dalivideo18.info
dalivideo98.info
dalixphoto27.info
dalixphoto37.info
dalixphoto97.info
dalixvideo27.info
dalixvideo37.info
dalixvideo97.info
darkroomimageport.info
deltixwarl0.info
deltixwar30.info
dervaaak.info
designedjungleports.info
devicesusingpccillins.info
dfg54fe3.info
dnsslavemgr.info
dog.hackedcams.info
doubleibx.info
drawsbacklit.info
drudgeryicebergs.info
ebbli.info
e-trustuplevel.info
eurostuff.info
everythingsimilarlypriced.info
executionsfaxers.info
exitmynot.info
faggyppverss.info
feramven15.info
feramven93.info
fifteenrootkitspecific.info
firsconcert.info
fkopxogusjl.info
fnimoonasky?2.info
forgeformal.info
foundnetworkstate.info
freefallharry.info
fulllengthunderdahl.info
fungocreat4.info
funkvideol0.info
funkvideo20.info
funkvideo30.info
funnytrer.info
geowildsite.info
getdnscheck.info
glexvideo10.info
glexvideo20.info

Case 3:13-cv-00319-GCM Document 22 Filed 11/21/13 Page 31 of 58



glexvideo30.info
gojaros600.info
gramercybefore.info
grbupdate.com
grovohousecall.info
gueststat.info
hardglobalstream.info
heftynoise.info
hello.hackedcams.info
highflyingmotivates.info
honestlyreassess.info
indastypestosoliaoi.info
infraredsignup.info
ingwater.info
itismybestsite333.info
katexworld10.info
katexworld30.info
kernet77.info
kovoxfilm.info
labelhere.info
lettheimmoralityrule.info
marketman10.info
marketman20.info
marketman30.info
merchantinhouse.info
merchantinhouse3.info
modscout.info
motddingcolw.info
motorasta.info
msdospurposes.info
multicultoop.info
mygeomapstore.info
ndalazy.info
networkattacheddecided.info
neweggportalstyle.info
notelibreblog.info
oceanworld10.info
oceanworld20.info

oceanworld30.info
olgixvideo10.info
olgixvideo20.info
olgixvideo30.info
otheralterhost.info
partfunchecklist.info
pcsnaming.info
platinumxpthe.info
ploh.info

poslobok.info
posterizetouchpads.info
privilegesldf.info
proseshow.info
pudsvideo10.info
pudsvideo30.info
quittsaagges3ies.info
ramsvideol10.info
ramsvideo20.info
ramsvideo30.info
receivedwidely.info
relegatevalidity.info
resistavailability.info
robertokarlosskiy.info
robohoste.info
royalbankofcanada.info
rvtposlevel.info
safetrer.info
safe-t-rer.info
sandgood3.info
serviceanonpc.info
smileinducingfonts.info
smixfilespro.info
softwarehighgroup.info
solmvideo10.info
solmvideo20.info
solmvideo30.info
solmvideo98.info
sotovideo10.info
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sotovideo20.info
sotovideo30.info
stargotas.info
starratingforce.info
stoppedcam.info
supplementingdubbed.info
suuntokind.info
tankphoto10.info
tankphoto20.info
tankphoto30.info
termmuchanticipated.info
toolbarpcmag.info
topinfosale.info

t-rer.info
triplexstreamwave.info
unequaledasphalt.info
uniconicoverpacked.info
updatenonsense.info
uplvistorereserv.info
userexapinexteywuuc.info
vernexworld10.info
vernexworld20.info
vernexworld30.info
verytrophy.info
videogamearcade.info
vilaperdose.info
virgilio-server-updates.info
vita-jogyrt.info
vixnetfat.info
wildresource.info
withlinkd.info
firsconcert.info
scatteredavtestorg.info
yourrookie.info
bbvcgh.info
bbxxcitadnnsd12.info
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.PRO

Registry Services Corporation
dba RegistryPro

425 West Randolph

8th Floor

Chicago Illinois 60606
United States

pixelperfectcrudd.pro
solokovogon.pro
56guS6wwev4t.pro
75t45444t4.pro
adelement.pro
afraidwordprocessing.pro
almostanykindersleys.pro
androiddefect.pro
attachedweekly.pro
blacktiedoesnt.pro
broaderscalelayman.pro
buttonsprofessions.pro
cocolovingcompany.pro
collaboratereassembles.pro
coloredfixwizard.pro
commaslimitations.pro
continuingrevision.pro
Cors.pro
countdowndefers.pro
crapsmydvds.pro
deals4you.pro
defineassist.pro
designiscrystalclear.pro
ds93.pro
dvscareware.pro
eric2003sa.pro
escapecloth.pro
executionscommunities.pro
fifteencycore.pro
flatpanelbarefoot.pro
funhouseexpiration.pro
gnidagnidskaya.pro
gnidagnidskayaa.pro
gorevaressdllc.pro
hedred.pro
homosolcale.pro
hoopsvibrate.pro

Afilias Limited

C/O Afilias USA, Inc.

300 Welsh Road, Building 3
Suite 105

Horsham, PA 19044

United States

huge4floorhouse.pro
ignitionsremover.pro
isddgfdtrt.pro

itllrd.pro

kbpsskillful.pro
kinhumble.pro
labyrinthyoubut.pro
mazda434.pro
methodspeskiest.pro
motionspeedest.pro
nothingtolosetoday.pro
odbcec.pro
pageoncesskill.pro
peekingdress.pro
quittin124fasies.pro
quittingconfsoraries.pro
radiosityimpermanent.pro
recordersaols.pro
rssatomodbccompliant.pro
sltopcrimefor.pro
sansan.pro
schadenfreudeorphan.pro
sdonetimetruerimtm.pro
signupsetupapplies.pro
simulationsdeleting.pro
statspastes.pro
stop2crimepeople.pro
surfcontrolkit.pro
tabnonuml.pro
twinmoodbased.pro
ubergeekauguste.pro
uninstalldownloadless.pro
upperrightnetmotions.pro
vsfreetrial.pro
warezzone.pro
wavsstacking.pro
whereactionable.pro
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zaplightboxa.pro
zdnetclinker.pro
zeroknowledgeirrelevant.pro
34rdewqas32.pro
amazed3faces.pro
azpromo0Q7.pro
azpromo008.pro
azpromo009.pro
cascadingchicagobased.pro
cdromscomplex.pro
eric2006best.pro
fordam.pro

g35gregdf.pro
gtsearchaddress.pro
iaudio.pro

iu652ds.pro

live-art.pro

live-art-2.pro
logoformypappet.pro
monchepashec.pro
monster68family.pro
mozzlilsfugreporter5521455525.pro
MSreconover.pro
normallycompetitionfirefox.pro
quitfsasfthd14.pro
quittingfsa4.pro
repeatingdrives.pro
rescheduletiff.pro
sandboxingsarc.pro
solotrakingsd.pro
st3artrecords.pro
symbain.pro

traff4you.pro

trhfrefe5.pro
verifyingpaid.pro
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BlZ, .US

NeusStar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

bulkstoragemass.us
chippersimpresses.us
cybershotz.us
dreampass.us
e-trustbaselevel.us
fenstid.us

feelsogooda.us
fresh-shop.us
google-info-server-updates.us
highleveldns.us
hinterlands.us
karambajobz.us
matedphoto10.us
matedphoto20.us
matedphoto30.us
mikedeloggy.us
natixpvideo10.us
natixpvideo20.us
natixpvideo30.us
newposlevel.us
notebookjobs.us
roketlauncherskiy.us
sendreceivemediastudio.us
tomixvideo18.us
tomixvideo98.us
travelbux.us
volixphoto98.us
website-usadvertisingbars.biz
analcumshoter.biz
androidsoftstoree.biz
angaraenabledandroidspecific.biz
asterixobelix.biz
badfolar.biz
channelriding.biz
darkdeepblue.biz
excellentlyelemental.biz
expensespcbackup.biz
fingerdevicespecific.biz
floydmayweathergay.biz
gayoportunity.biz
gaypromotionz.biz
global-php-server.hiz
hecked-by-brain-krebs.biz
hitmantor.biz
jailbrokenmegasites.biz
lawsuitlecturers.biz

NeusStar, Inc.

Loudoun Tech Center
46000 Center Oak Plaza
Sterling Virginia 20166
United States

man-critic.biz
memocloses.biz
nissan350z.biz
guantumportscan.biz

sixcharacterspecialpurpose.biz

solitairenoirlike.biz
sunoboostark2.biz
sunobowttteek?2.biz
sunogofvfsvswe3.biz
tristan-express.biz
trust-relations-21.biz
variousmore.hiz
water-travel-2.biz
webminn.biz
cybershota.us
ivaserg.us
karambajobs.us
westlivesource.us
1gazxsw23edc.biz
activitydownload.biz
advicebuilder.biz
armygaysfront.biz
azpims.hiz
barafost.biz
baseringtones.biz
beginnerheaded.biz
bellspreinstalled.biz
bestwent.biz
bigmailfox.biz
cambullet.biz

contentbasedgeekbench.biz

coolward.biz
daystarhotel.biz
destrds.biz
dominoforsale.biz
enginewreck.biz
ensutringpresumes.biz
ericases.biz

etgergergergergergergergergergeg.biz

experts-exchanger.biz
flices.biz

frimeet.biz
frogsmokers.biz
funcolour.biz
gandlog.com
gaypidorsaw.biz
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gloom.biz

golester.biz

goloters.biz
gtvvwtew0ax65.biz
gtwtjOax65.hiz
heavybrainz.biz
homemarcet.biz

hoplet.biz

horlasznet.biz

ifak.biz

importping.biz
interracialsexxx.biz
kloz.biz

lInp.biz

moneybase.biz
moneybase55.biz
nightupc.biz
numberssayappin.biz
omnipresentoverpacked.biz
promocia.biz
rtbcompany.biz
saleseurope.hiz
salesmarketing.biz
simpletolearnscaling.biz
sixcharacterspecialpurpose43.biz
sixcharacterspecialpurpose44.biz
steadybrainz.biz
stewres.biz
streamingvideofare.biz
sunodigostal.biz
sunogafersta2.biz
sunogovavdwe3.biz
talliedsmasheeed.biz
traffsite.biz
trust-relations.biz
trust-relations-98.biz
twoprocessordates.biz
update-windows.biz
visualizingfeaturerich.biz
voip-sales.biz
water-travel.biz
jOd6fX5453453%izQXSTLUE.biz
jOd6fX X Xyp54354645xSTLUE.biz
threatwalkthrough.biz
vimeosseeing.biz
yourdrizzle.biz
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matedphoto18.us
matedphoto98.us
natixpvideol8.us
natixpvideo98.us
potexdvideol10.us
potexdvideol18.us
potexdvideo20.us
potexdvideo30.us
potexdvideo98.us
romasxphoto10.us
romasxphoto18.us
romasxphoto20.us

romasxphoto30.us
romasxphoto98.us
satemxvideol10.us
satemxvideol18.us
satemxvideo20.us
satemxvideo30.us
satemxvideo98.us
Spensopsensor.us
tomixvideo10.us
tomixvideo20.us
tomixvideo30.us
volixphoto10.us

volixphoto18.us
volixphoto20.us
usregistrdomains.us
coolitzool.biz
coolstaff.biz
hinchinpri.biz
lettheimmoralityrule.biz
smartfdgh67546s.biz
sunogafer5456.biz
govnoloads.biz

AE

Telecommunication Regulatory Authority (TRA)
P.O. Box 116688

Dubai

United Arab Emirates

xtramix.ae

Al

Director of Public Utilities

Government of Anguilla

Ministry of Infrastructure, Communications and Utilities

DataHaven.Net Ltd.
949 Shoal Bay

Coronation Avenue, P.O. Box 60 The Valley
Anguilla Anguilla
j3zzxcvedx22.cc.ai mfg46dvhch22.cc.ai
j3zzxcvedy.cc.ai mfg46dvhcy.cc.ai

AR

Presidencia de la Nacién — Secretaria Legal y Técnica
Balcarce N°50 — Planta Baja

Buenos Aires C1064AAB

Argentina

hobbiesyactividades.com.ar

ASIA

DotAsia Organisation Ltd.
15/F, 6 Knutsford Terrace
Tsim Sha Tsui Kowloon
Hong Kong
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widebdj2ndsl88a.asia
bibbleexact.asia
cardingworld.asia
colonnotemaking.asia
bibbleexact.asia
cardingworld.asia

AT

colonnotemaking.asia
grandd.asia
guycritic.asia
invalidblowing.asia
setget.asia
eric2002qwqg22.asia

Internet Verwaltungs-und Betriebsgesellschaft m.b.H.

Jakob-Haringer-Strale 8/V
5020 Salzburg
Austria

esponsivenessc.at
euroscientists.at
red-camoney.at
roobihhooerses.at
salespeoplemel.at
solla.at
tunnelsrelease.at
bigcamoney.at
camoneydir.at
dotdomper.at
flobnubers.at
forestesto.at

AU

.au Domain Administration (auDA)
114 Cardigan Street

Carlton VIC 3053

Australia

1msg.com.au

.BE

DNS BE vzw/asbl

Ubicenter, Philipssite 5, bus 13
Leuven 3001

Belgium

fsafsab46644.be
quittl2ffsraries.be
gojarest.be

holasgojest.at
kambo-net.at
migojester.at
miniexchange.at
optiker-gramm.at
unicy.at
victordelarosa.at
bobcamets.at
bobcamets2.at
bobcamets3.at
boltcamet.at
fast-camoney.at

|  malingroad.com.au

gojarest500.be

gomastero.be

quittifsaf21raries.be
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eric2007asia.asia
eric2007asial.asia
sheepykradasadeepzzz.asia
sheepykreepzzz.asia

food-camoney.at
food-camoney?2.at
food-camoney3.at
gromforest.at
holasgojest2.at
koopetgojest.at
lettheimmoralityrule.at
moostagoja.at
red-camoney?2.at
red-camoney3.at
res-camoney.at

thaifest.com.au

tech-new.be
verisign-bank.be
businesss.be
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flsafsal4534.be fsafs421524.be
fs21sa643664.be fsafs4215254.be
fs2afsal43664.be fsafsa241524.be
fs535a64364.be fsafsa465664.be
fs56fsab46644.be fsafsa54564.be
fsa3fsal643624.be fsafsa65464.be
fsadad46364.be fsafsa6546424.be
.BR

Comite Gestor da Internet no Brasil

Av. das NagOes Unidas, 11541, 7° andar
Sao Paulo SP 04578-000

Brazil

nickhost.com.br wamo.com.br

BY

The Operative Analytical Center of the Republic of
Belarus

49 Kirova Str.

Minsk 220030

Belarus

ATiepaTeIyHa-aHATI TEIYHBI IPHTP TpsI [IpazigsHie
Pacny6uniki benapycn
220030, bemapycs, r. Minck, Byin. Kipasa, 49

resetsoftware.by
crmengines.by
denisova.by

fre.by
gfe.by
ivyegkh.by

CA

Canadian Internet Registration Authority (CIRA)
350 Sparks Street

Suite 306

Ottawa Ontario K1R 7S8

Canada

cusecure.ca

.CH

SWITCH The Swiss Education & Research Network
Werdstrasse 2

Zurich CH-8021

Case 3:13-cv-00319-GCM Document 22 Filed 11/21/13
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fsf2424.be
gojarest800.be
itahcgnjhr.be
justtakethis.be
quittingfsafl14.be
quittsagges3ies.be

Reliable Software Inc.

1A Khoruzhey Str., 6th Floor
Minsk 220005

Belarus

VII «Hanzeitnsis nparpamen» (hoster.by®)
220005, benapycs, r. Minck, Byn. B. Xapyxaii, la, 6
naBepx

fort-ip.by
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Switzerland

gartenbahn-staufen.ch

herbergeff.ch

.CN

liebfrauenhof.ch
nsz.ch

China Internet Network Information Center
4, South 4th Street, Zhongguancun,

Haidian district,

Beijing 100190, China

crown-home.cn
mercer.cn

shwkt.cn
smart-rfid.cn

nepaxek-domain.cn camarts.cn

.CO

.CO Internet S.A.S.
Calle 1008 A - 49

Torre B of 507
Bogota
Colombia

2modulatfion.co
alrekahanti.co
alvernanah.co
arraffeynics.co
axiagearie.co
axillertyke.co
bandtophold.co
basingtalw.co
beccampentu.co
boninession.co
bovingensout.co
brandbuchem.co
briatimerame.co
careffixeno.co
carestaris.co
censkevise.co
COercesessm.co
coltrandata.co
cyclemiast.co
datapptorks.co
delplastig.co
devasimicred.co
diagonstafil.co
diatorkswe.co
dogcalierac.co
drivapinxte.co
eldatativini.co

emmaybossel.co
emptarmini.co
entopleywac.co
ermgamenerg.co
escuafoxwax.co
extraftwirr.co
fanymplydata.co
firmrantech.co
fitchootheo.co
galinkelis.co
garninersay.co
gayattocred.co
globellerke.co
globertesli.co
gotrancentax.co
grotherwell.co
guinductor.co
handclonica.co
harreetsou.co
headlegesoft.co
hopedristvo.co
iconortheum.co
idedialify.co
inesburystam.co
inestailcoma.co
infinciitech.co
innnobjeni.co
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shoeshineservice.ch

563fdd345t35es.cn

intectrigni.co
interbirster.co
intertionot.co
kabolgopickh.co
kingnajerley.co
kotwardonom.co
labcenseaccu.co

lettheimmoralityrule.co

lordererryte.co
loredmanneca.co
lutizenbrows.co
magnexwaxia.co
materworatis.co
matilerized.co
minessiati.co
mixersaperj.co
montriuman.co
neurosourea.co
nextatingha.co
oderexcometr.co
pacesriksen.co
parablynner.co
partsmairie.co
petellight.co
placedicarl.co
plationnela.co
posummersher.co
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primeresteo.co
promerganny.co
samuestvera.co
schoominews.co
selightvote.co
sitomicalth.co

.CZ

CZ.NIC, z.s.p.0
Americka 23
Prague 2 120 00
Czech Republic

Kippertech.cz

.DE

DENIC eG

Kaiserstrasse 75-77
Frankfurt am Main 60329
Germany

las-mixtas.de
asv-lehrteam.de
autoteile-lichtenberg.de
billardweb.de
computer-data-klinik.de
expert-wallraff.de
gebirgsjaeger-verberg.de
grichnikweb.de
h-baeumchen.de

DK

Dansk Internet Forum
Kalvebod Brygge 45, 3rd Floor
Copenhagen V DK-1560
Denmark

countersnipe.dk

EC

NIC.EC (NICEC) S.A.
Av. 9 de Octubre 100
Piso 22

Guayaquil Guayas

smandlambi.co
specinauter.co
sproulencel.co
susleyesth.co
synbrivestep.co
terborksha.co

upswiftedet.co
usageotegyo.co
vertlefini.co
vistomyrton.co
wiseizedourt.co
zycusermask.co

it-raum.de team-coc.de
kg-contacter.de team-suchti.de
lihs-online.de bbk-joeckel.de
moneytrax.de digital-eon.de
motorradfreaks-steinberg.de jd-itv.de

patrickserafin.de
pclean.de
pseudo-skill.de
seiz.de
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kbw-raesfeld.de
lettheimmoralityrule.de
videcampro.de
y-sitede.de

DK Hostmaster A/S

Kalvebod Brygge 45, 3rd Floor
Copenhagen V DK-1560
Denmark
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Ecuador

hojaverde.com.ec

.ES

Red.es

Edificio Bronce

Plaza Manuel Gomez Moreno
Madrid 28020

Spain

clicwow.es | estudiodavinci.es

.EU

EURIid vzw/asbl

Parkstation

Woluwelaan 150

Diegem Vlaams Brabant 1831

Belgium

vom-bat.eu onlinebank2.eu
1121viagameft.eu pearon.eu
2441viagameft.eu pineappleon.eu
delar.eu sitovetrina.eu
federlein.eu wercity.eu
gingeron.eu windows.msupdate.eu
luxavie.eu xoogle.eu
FR, . TF, YT

AFNIC (NIC France) - Immeuble International
2 rue Stephenson - Montigny-le-Bretonneux
Saint-Quentin-en-Yvelines CEDEX

78181

France

cash-men.tf les-optimistes.fr
le-clan-vsdm.fr sham-soft.fr
HK

Hong Kong Internet Registration Corporation Ltd.
Unit 2002-2005, 20/F, ING Tower

308 Des Voeux Road Central

Sheung Wan

Hong Kong

-40 -

| tankat.es

43734292985371223234367124i2
443455.eu

f45f34f4.eu
lettheimmoralityrule.eu

20-2.eu

sameads.yt
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rtgy46dewryte.hk

HR

CARNEet - Croatian Academic and Research Network
Josipa Marohnica 5

Zagreb 10000

Croatia

Registered Domain(s):

lab-elektromontaza.hr

HU

Internet Szolgaltatok Tanacsa
Victor Hug6 utca 18/22

1132 Budapest
Magyarorszag

kevinsbutor.hu | caroflex.hu

AL

Internet Society of Israel
Bareket 6, POB 7210
Petach Tikva 49517
Israel

shoa-survivor.co.il

AN

National Internet Exchange of India

5th Floor, Incube Business Centre, 18, Nehru Place
New Delhi Delhi 110 019

India

accountcollection.in
alburecante.in
allotusual.in
bank-secure.in
bank-signature.in
bank-verisign.in

beautyfulmoments.in
callmemaybe.in
cassettesjust.in
checkincheckoutdoodling.in
considerationembraces.in
domennoeima.in

Council of Hungarian Internet Providers (CHIP)
Victor Hugo u. 18-22.

Budapest H-1132

Hungary

| safehaven.hu

dsu2ids8.in

dsuits.in
englishmaninny.in
exampleanddocked.in
fagijok.in
fsafsa241524.in
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fsafsa521524.in
fsafsa64364.in
itismybestsite555.in
itismybestsite777.in
iuyhksde.in
kudrizaial.in
luccimaniacs.in
maindomainauto.in
metagent16.in
metaxserv15.in
metaxserv55.in
michellesogood.in
monotrackhe.in
newmarkedsour.in
newoubouhbolihbi.in
notepoormans.in

numberslevinmymostfavoritefilm.in

ohreuse.in
openworkers.in
oubouhbolihbiblog.in
primaryaccounts.in
protectonjusr.in
ratedomains.in
realfirmvare.in
safebrower-google.in
secure-bank.in
showmewhatsuwanname.in
simplynamedgritty.in
sixteensdozen.in
uaister.in
verisign-bank.in
videogramsnonpc.in
wsehinah.in
45944vg3434gf.in
99problems.in
addpoker.in
advalshops.in
animalsking.in
api-analytics-google.in
arhwacklsg.in
autouppdates2012.in
barrington2.in
barrington3.in
baxmanex45.in
baxmanex96.in
bemixtel93.in
bemixven15.in
bemixzerl5.in
bemixzer93.in
bemixzera93.in
bemizerl6.in
bemizer97.in
bemizera97.in
betagent16.in
betagent97.in

betaxserv15.in
betaxserv55.in
betaxserv93.in
bravelyboeing.in
chibanking.in

cetrix.in

cim-italia.in
colbysoftware.in
collapserca.in
computercontrolledhanker.in
contractordouble.org.in
defisjob.in
defraggerbroadcast.in
dorogovato.in
driver-microsoft-check.org.in
dsuids8.in

fikosvb.in
fsafsal643624.in
generalbc.in
haxmanex96.in
haxmarin120.in
haxmarin250.in
hdmlwebzines.in
helikopterz1922.in
homatch.in
httpservice-check.in
intelegentbot.in
itismybestsite43262.in
itismybestsite443262.in
itismybestsite666.in
kabada.in

keksostan.in
kelagenb16.in
kelagenb97.in
kelagenc16.in
kelagenc97.in
kelaxserb12.in
kelaxserb98.in
kelaxserd98.in
kelaxserel2.in
kelaxsere98.in
kelaxserg98.in
kulanustarikamistalama.in
laxmanex23.in
laxmanex45.in
letagent16.in
letagent97.in
letaxservl15.in
letaxserv93.in
lof8ytfgt3424.in
lolotchina.in
mainconnector.in
master-class.in
mediaicons.in
metagent97.in
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metaxserv93.in
minimatch.in
mionic.in
mngrg2g743.in
musclefordomain.in
mybeautyfulmoments.in
nemigent16.in
nemigent97.in
nemixservs5.in
netagent16.in
netaxservs5.in
nodespipeline.in
paymentdomains.in
petaxserv15.in
php-transfer.in
pieperclaudia.in
ponapoker.in
realfirmvarell14.in
reno45321.in
replacementfloor.in
romanticcollection.in
r-trolling-contentl.in
r-trolling-content3.in
samboil.in
sdalmanix1.in
sdalmanix37.in
security-connection-control.in
security-connections.in
semigent16.in
semigent97.in
semixservl15.in
semixserv93.in
sexmanex23.in
sexmanex45.in
sexmanex96.in
sidestepconcerns.in
skywar.in
skyward.in

snilpas.in
snsbhanking.in
s0jh67.in
spycenter.in

statdr.in
stats-banca.in
stokfilm.in
teamtrimtrym.in
tenbandelists.in
tgy56fd3fj.firm.in
travar.in
trolling-contentl.in
trolling-content2.in
unicreditt.in
update-msn-information.org.in
urbanuus.in
urbanx.in
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urbit.in
vaxmanex45.in
vemigent16.in
vemigent97.in
vemigental6.in
vemigenta97.in
vemigentcl16.in
vemigentc97.in
vemixserv15.in
vemixservs5.in
vemixserv93.in
vemixservals.in
vemixserva93.in
vemixservb93.in
vemixservcls.in
vemixserve93.in
vetagent16.in
vetaxserv93.in
vetaxservals.in
vetaxservabb.in
vetaxserva93.in
warmerinbox.org.in
welagent97.in
welaxserv12.in
welaxserv98.in
wertigosam.in
wifigeroper.in
JOd6TXXXypxizQxSTLUE.in
swipebasedhiphop.gen.in
autorelax228.in
bemitel16.in
bemitel97.in
bemixtel15.in
bemixzeral5.in
caxmanex23.in
caxmanex96.in
farhiabast.in
haxmanex23.in
kelagenel6.in
kelagene97.in
kelagenf16.in
kelagenf97.in
kelaxserfl12.in
kelaxserf98.in
kelaxsergl12.in
lemigent16.in
lemigent97.in
lemixserv15.in
lemixserv93.in
netagent97.in
netaxserv1s.in
netaxserv93.in
pelaxserv56.in
petagent16.in
petagent97.in

petaxserv93.in
r-trolling-content2.in
sdenters34.in
sdenters57.in
sellshookings.net.in
semixservbs5.in
service-updater852.org.in
sexmarinl2.in
sexmarin25.in
shamatra?.in
terminationfixes.in
updateservice-drivers.org.in
vemigentb16.in
vemigentb97.in
vemixservb15.in
vemixservb55.in
vetaxservl5.in
vetaxservbs5.in
viplobbyr.in
visitospa.in
vspolotay.in
welagent16.in
welaxserv56.in
xalmanixZl.in
xalmanix37.in
xenters34.in
zalmanix1.in
zalmanix37.in
zenters34.in
zenters57.in
2wdddd2.in
Anmrjtyjttgf.in
5e6yr435ter.org.in
5yby5y5yee63.in
acisamboil.in
admyanas.in
andervfee63.in
andoe4ed763.in
audi54353.in
augr789rters521425.org.in
baxmanex23.in
baxmarin120.in
baxmarin250.in
bemivenb16.in
bemivenb97.in
bemixven55.in
bemixvenals.in
bemixvena55.in
bemixvenb15.in
bemixvenb55.in
bemixvenb93.in
bemizeral6.in
bigredhat.in
biolatomia.in
bmw099393.in
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bmw999999.in
browserprotectionbeforeafter.in
caxmarinl2.in
caxmarin25.in
cisamboil.in
clicnettor.in
cpuswildly.co.in
cpuswildlynelhui.co.in
dakiserv18.in
dalmabh.in
dalmatin.in
dalnie-dachi.in
deramvenl5.in
deramvenb5.in
deramven93.in
deravenl6.in
deraven97.in
dfgsdfa55sd.in
dfre34ppe.in
diicisamboil.in
diknm78.in
dinamokievuefa.in
domesticpits.in
dwedwwdwekew66.in
erftedrdse.gen.in
erthrehvrr55.in
erthrtehvrr55.in
ertkareerf.in
ertkawe909.in
eshopwow.in
evfe3fre498k.in
fdgw34545.in
ferfegk06.in

finhjj.in
footbal-news-2.in
forumblueaudi777.in
forumredbaron.in
fringsdesencrypted.in
fsafs421524.in
fsafsal43664.in
fsafsal4534.in
fsafsa643664.in
ftrgdser.org.in
g34tg4gdwsse.in
05995g5g54d.in
galatasaraiuefa.in
gerferfk87.in
getocifpo.in
gratifyingencompasses.in
gsrtgredw.gen.in
gtatdtgdckfvv.in
gurwerfchok66.in
gusehok.in
gusehok06.in
gusehok2.in
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gusehok23.in
gusehok233.in
gusehok43.in
gusehok432.in
gusehok4432.in
gusehok55.in
gusehok66.in
gusehok87.in
gusehokdd.in
gusehokew.in
gusehokew66.in
gusehokfvv.in
gusehokgt3t.in
gusehoks.in
gusehoks45.in
gusehoksse.in
gusehokwwww.in
gvbxcok43.in
gvby56y543.in
gvby56ybh543.in
helpindownb.in
helpindownw.in
helpindowny.in
herhrthytk06.in
hnrjnégrg.in
hrthrthbrfk87.in
intalego.co.in
itismybestsite4432621.in
itismybestsite4432622.in
itouchunobtrusive.in
kelageng16.in
kelageng97.in
kelaxserc12.in
kelaxserc56.in
kelaxserc98.in
kelaxserd12.in
kelaxserd56.in
Idvddrffrefe.in
lemixserv55.in
letaxserv55.in
livesoonic.in
Ilisamboil.in
lodinashed.in
mairijad85.in
manymanufactor.in
margarin412.in
master-wawe.in
miopatia.in

AR

miotai.in

mnglrqg743.in
mngrqg743.in
mozzlilsfugreporter5521425.0rg.in
nemixserv15.in
nemixserva3.in
newdomainregister.in
nofillerdo.in
noramsodkackled.in
onwtjgjxfy.in
opel54322.in
oubouhbolihbidyou.in
oubouhbolihbihome.in
oubouhbolihbi-lite.in
oubouhbolihbishop.in
oubouhbolihbisite.in
oubouhbolihbistyle.in
pelaxserv12.in
povar-sprashivaet-povara-povar-
kakova-tvoja-professija.in
praztost.in

retyuk90.in
rfA4rqrtr54g432.in
runnersadvance.in
rxserverl.in

rxserver2.in

rxserver3.in

rxserver4.in
s56dsrgtow.in

sbetport.in

sdfli7sj8ew.in
security-addonsl.in
service88bugr789rter5521425.0rg.in
siinb6.in

skysammuer.in
skywebpp.in

sky-wood.in
softwareupdat3r.in
sortignbagox.in
swerwolf.in
t334t5esehokgt3t.in
t4r4gggg564g5.in
targetedwmf.in
tewfdgevrfg.firm.in
tkkosmo.in

tk-mebel.in
updater8bugr789rter5521425.org.in
urbexx.in

Institute for Research in Fundamental Sciences

Shahid Bahonar (Niavaran) Square
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urbik.in
vaxmanex23.in
vaxmanex96.in
vaxmarinl8.in
vaxmarin77.in
vemixservabb.in
versionitsfinalize.firm.in
vetagent97.in
vetagental6.in
vetagenta97.in
vetagentb16.in
vetagentb97.in
vetaxservb15.in
vetaxservb93.in
vfcvrrs5.in
vW2222222.in
vw9406433.in
wabbgtyuod763.in
wabj66457u543.in
wabj6645u543.in
wandoed763.in
wardaystore.in
weg442r333wwww.in
werthasdl.in
wiwwfwffs45.in
windows2013.in
wmoneysux.in
wreg354g3.in
ww32134.in
www4333wh550kdd.in
xenters57.in
y5656yddd2.in
y5656yddhrd2.in
yththtfchok66.in
zakiserv15.in
zamok®6.in
zbtrecxfok?23.in
zbtrhrtecxfok23.in
zlatamebel.in
zvexfok?23.in
zvonit.in
zxfvzxf33.in
zxhrtehber33.in
zxhrteher33.in
zxmariner21.in
zxmariner3.in
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Tehran 1954851167

Islamic Republic Of Iran

eddyephksl.ir

AT

Registro .it

Istituto di Informatica e Telematica del CNR

CNR - AREA DELLA RICERCA
Via Giuseppe Moruzzi, 1

1-56124 PISA
Italy

ciappeletta.it
fddesign.it
bonuscasinogratis.it
dentalrotorexpress.it

KZ

satine.it
greyhoundpets.it
villairone.it
localtime2.it

Association of IT Companies of Kazakhstan

6/5 Kabanbai Batyra

Office 3
Astana AST 010000
Kazakhstan

actress.kz
advia.kz
amola.kz
autumn.kz
eric.kz
glasses.kz
kyle.kz
silky.kz
volcano.kz
wet.kz
zena.kz
elektrokomplekt.kz
eric2010.kz

L1

kyle2010.kz
lizey8.kz
mikhailov.kz
peru.kz
pictopay.kz
shymtour.kz
urimtal.kz
proftehlicei-13.kz
zazemlenie.kz
7brown.kz
eric05.kz
eric09.kz
ericl2.kz

SWITCH The Swiss Education & Research Network

=45 -

Werdstrasse 2

profcappello-napoli.it
roncaftp.it
mgm-collection.it

eric2002.kz
eric2003.kz
eric2004.kz
eric2005.kz
eric2006.kz
eric2007.kz
eric2008.kz
eric2009.kz
eric2012.kz
ericpedik.kz
kyle2012.kz
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Zurich CH-8004
Switzerland

Universitaet Liechtenstein
Registered Domain(s):

badboy.li

LK

Council for Information Technology
LK Domain Registrar

9 Clifford Avenue

Colombo 00300

Sri Lanka

54dt6ydsf4545rtj.1k

LT

Kaunas University of Technology

Information Technology Development Institute
Studentu 48a

Kaunas LT-51367

Lithuania

kempiniukas.It

LV

University of Latvia

Institute of Mathematics and Computer Science
Department of Network Solutions (DNS)
Rainis Boulevard 29

Riga LV-1459
Latvia

profinet.lv

.MD

MoldData S.E.
Armeneasca str.37/1
Chisinau Moldova 2012
Moldova, Republic Of

Case 3:13-cv-00319-GCM

Fuerst-Franz-Josef-Strasse
Vaduz LI1-9490
Liechtenstein

Department of Computer Science and Engineering
University of Moratuwa

Moratuwa 10400

Sri Lanka
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angels.md
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.ME

Government of Montenegro
Rimski trg 46

Podgorica 81000
Montenegro

autocars.me klatgo.uni.me stewartmonkey.me

benzepolo92.uni.me
benzepupo92.uni.me
helikopterz1922.uni.me

klatgobor.uni.me
krebsmudak.uni.me
pro-net.uni.me

systemssertos.uni.me
group-mx.me

NL

SIDN SIDN

PO Box 5022 Meander 501

6802 EA Arnhem 6825 MD Arnhem

The Netherlands The Netherlands

6t6.nl knutselopdrachten.nl brinkenhoes.nl

afrikaansemaskers.nl
aldobramlage.nl
allzenses.nl
a-riksten.nl
bedrijfzorg.nl
bizzhub.nl
bloemwerklydia.nl
cgsupport.nl
denhaagprofiel.nl
elisawest.nl
footzo.nl
fresh-art.nl
fundivers.nl
galeriedis.nl
geerdinkhof.nl
ijskopen.nl
janros.nl

NO

UNINETT Norid A/S
Abelsgate 5
Trondheim N-7465
Norway

eyupsultan.no
hallonen-data.no

laptopbeeldschermen.nl

lekkerlerenindepraktijk.nl

marcelhorsten.nl
omgaanmetangst.nl
pandjeshuisxxl.nl
quicherie.nl
rodekuif.nl
salamanderbooks.nl
securitydefense.nl
stada.nl

stadobv.nl
stalpantarhei.nl
team101.nl
uniekmedia.nl
warungindonesia.nl
arsyl.nl
bedrijfshalverlichting.nl

hemnesceneforum.no
lykre.no

-48 -

jurod.nl
justpatricia.nl
leijer.nl
mooibywynanda.nl
habculemborg.nl
primesoft.nl
studiolifes.nl
trimsalonlebeauchien.nl
twinschaats.nl
viva-la-bella.nl
yourprints.nl
godeneiland.nl
gtgwyysrnm.nl
teaml.nl
ads.ugo.nl
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NR
CENPAC NET
Civic Centre
Aiwo District
Nauru

langmik.de.nr

NU

The IUSN Foundation

P.O. Box 91
Alofi 1010
Niue

quittifsaafl4.nu

NZ

InternetNZ
Level 9

Grand Arcade Tower

16 Willis Street
Wellington 6011
New Zealand

catererstauranga.co.nz

PL

tandemfg.co.nz

Research and Academic Computer Network - NASK

Wawozowa 18
Warsaw 02-796
Poland

aesssbhacktrack.pl
autentycznoscs.pl
belief.pl
blacklistorta.pl
boxtralsurvisv.pl
chinapolandfu.pl
dnturiongarbag.pl
ecoalt.pl
fitoteafclope.pl
fruno.pl

incatel.pl
infocyber.pl
iogansthrausf.pl
itracrions.pl

jibertytciako.pl
joncarterlope.pl
kosco.pl
liberofexchan.pl
loongroadgebo.pl
mariaandthesof.pl
milkcooferootr.pl
mousefoxeblue.pl
ntrolingwhitel.pl
oldfolk.pl
pianogunatare.pl
ponom.pl
redrain.pl
secblog.pl

=49 -

securityday.pl

sessionid014723904782957834957

8239077.pl
simsapprentice.pl
sminiviolatede.pl
sopspurchasesd.pl
sputtersmorele.pl
theirspentawar.pl
vitamingraphic.pl
vulnerabilitie.pl
washanddrinker.pl
zcomputervideo.pl
antifraud.pl
billablelisten.pl
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constellationa.pl
corela.pl
czpornavanie.pl
dertel.pl
ealthinnesfone.pl
encounterkaspe.pl
globalmix.pl
korova.pl
lajogrodushope.pl

liberomonkeysd.pl
nextbestjacker.pl
nonethelesscul.pl
pencils.pl
polyandienka.pl
rolino.pl

rovo.pl
security-checking.pl
slowmotiontran.pl

soper.pl
therebyknowled.pl
trainyardscree.pl
wififreedreas.pl
zukkoholsresv.pl
imaginationnuo.pl
polandzinofer.pl
vritegeenroot.pl
motopoint.com.pl

PT

Fundacdo para a Computacdo Cientifica Nacional
Av. do Brasil 101

Lisboa 1700-066

Portugal

8797543r5dger.pt

PW

Micronesia Investment and Development Corporation
P.O. Box 1256

Koror 96940

Palau

api-jquery-script.pw | chess-player.pw

.RO

National Institute for R&D in Informatics
Bd. Averescu 8-10

Sector 1

Bucharest 011454

Romania

f45£34f4.ro | uyft345td643.ro

RU. .SU, .P®

Coordination Center for TLD RU
8, Zoologicheskaya str.

Moscow 123242

Russian Federation

YCTaHOBUM-KOHIUITOHEPHL. P

KypHaI-TpeHI.pd
4dfgaed3.ru

contonskovkiys.ru
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condalinaradushko.ru

controlnieprognoz.ru

.pw Admin Contact

PW Registry Corporation
P.O. Box 1106

Koror 96940

Palau

|  doberpessobaka.pw

Coordination Center for TLD RU
Bolshoy Golovin, 23

107045 Moscow,

Russian Federation

curilkofskie.ru
inutesnetworks.su
sbliteratedtum.su
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smurfberrieswd.su
solidlettersiz.su
6432updates.ru
8bochek.ru
9988070.ru
admlipky.ru
adobedownloads.ru
adobesecurity.ru
adobeupdate.ru
adobeupdates.ru
advarcheskiedela.ru
agency-dream.ru
aklz.ru

aldio.ru
arhangelpetrov.ru
arosmana.ru
arthurlatypov.ru
atfood.ru

atkit.ru
bangofango2.ru
banklbank.ru
belmandoandco.ru
bestpethouse.ru
biggamestoday.ru
biritlomencom.ru
bobebvideo10.ru
bobebvideo18.ru
bobebvideo20.ru
bobebvideo30.ru
bobebvideo98.ru
botumxvideol10.ru
botumxvideol18.ru
botumxvideo20.ru
botumxvideo30.ru
btyoper.ru
capitoliygonov.ru
catmeo.ru
central-stations.ru
certifiedswipe.ru
cflyon.ru
chirkita.ru
cipriotdilingel.ru
cipriotelingvel.ru
cloudposts.ru
cloudstoreservice.ru
cloudsyncservice.ru
cobebphotol10.ru
cobebphoto18.ru
cobebphoto20.ru
cobebphoto30.ru
cobebphoto98.ru
colexphotol0.ru
colexphotol8.ru
colexphoto20.ru
colexphoto30.ru

comunityhost.ru
comunity-second.ru
conficinskiy.ru
confloken.ru
cormoviesutki.ru
decembraz.ru
demutilupdate.ru
designbuildingforyou.ru
dirkavprobirke.ru
ditexmlonadsecup.ru
ditromprompix.ru
domainforru.ru
domishkovberlin.ru
dopexvideol10.ru
dopexvideol18.ru
dopexvideo20.ru
dopexvideo30.ru
downloadadobe.ru
downloadlastupdate.ru
downloadupdatetv.ru
dgnouce.ru
ehalgreka.ru
electricityrobot.ru
emexymotsectrans.ru
encryptedgoogle.ru
enetworksetx.ru
eurosequiritya.ru
expop.ru
fepoxphoto10.ru
fepoxphoto18.ru
fepoxphoto20.ru
fepoxphoto30.ru
ferrariboyz.ru
fiaviation.ru
fixsecitupd.ru
freshcoca.ru
ftzstst.ru
fullupdates.ru
gendalfurod.ru
getwinupdates.ru
gniloiiphone.ru
gopexvideol10.ru
gopexvideol8.ru
gopexvideo20.ru
gopexvideo30.ru
hatepolicena.ru
helloseclaborber.ru
hhddhfjsasjjdfhj.ru
hluyujgygj.ru
holloseculabor.ru
hollosecurity.ru
hostingposting.ru
hottinaghs.ru
huengu.ru
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11198srjsz281jesui9lfasi62hasd78chin
ese.ru
11198sui91fajsz281jsi62hasd78chinese
res.ru

ingastrah.ru
instanttranslate.ru
instantupdatetoday.ru
iprosecupdtex.ru
isecnixprotechx.ru
itzotnice.ru
jaebug33k.ru

jcnet.ru
jshelpers6001.ru
kavabangastudio.ru
kikimorarok.ru
kissthesunthereone.ru
krotnanebe.ru
krugvkube.ru
kvaskirogas.ru
lamboboyz.ru
light-moon.ru
likesystem.ru
liveupdates.ru
logicaltrading.ru
lokaltriper.ru
lorensazd.ru
loshadivokeane.ru
luckymoment.ru
mancritic.ru
maroontrese.ru
maseratiboyz.ru
medelf.ru

mfstroi.ru
mgdooling.ru
microsoftupdate.ru
microsoftupdates.ru
miklixupdate.ru
minishoptoday.ru
mishkazaichishka.ru
mostlyclassicalmusic.ru
mrskidkin.ru
msndownload.ru
mtsdns.ru
muchbetter.ru
murenogrltdpls-coos.ru
myshoptoday.ru
mytasktoday.ru
narilskiyeberog.ru
neocol.ru
netfixsetsdrive.ru
netreverseram.ru
nopoliceqwe.ru
nowlab.ru

nutim.ru
ochengorit.ru
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oeemamama.ru

opaopailoerkoni-unity.ru

openlocalsnet.ru
oraclestud.ru
organicheskiedela.ru
ortodoxin.ru
outtranssecupdate.ru
paranormalsouls.ru
passiverobots.ru
pauknavolnah.ru
phone-shopping.ru
pianilovert.ru
piramidazs.ru
piramidazsz.ru
piramidazsza.ru
pizdecnujzno.ru
polekolbasy.ru
porftechasgorupd.ru
potolok-23.ru
programcam.ru
quittl2ffsraries.ru
quittingfsafl4.ru
quliner.ru
radostbelki.ru
radugavmore.ru
ramblertoday.ru
rentfamily.ru
rezervniy-domain.ru
rinmotnetwork.ru
rmlakel.ru
rockrecept.ru
romoviebabenki.ru
rotoxy.ru
sadertokenupd.ru
sales-softwares.ru
sawlexmicroupdates.ru
seantit.ru
secmicroupdate.ru
secondsequencerls.ru
secshopping.ru
securenetsolutions.ru
secureserfingnet.ru

servl.cloudstoreservice.ru

shurs.ru
sksecure.ru
sn3jf3kk.ru
sonen.ru
speed-tests.ru
stadionservisecheck.ru
stoleranavole.ru
stupaperestupa.ru
sundors.ru
szbests.ru
tarelkasupa.ru
thenewsun2013.ru

travokurrr.ru
trust-resellers.ru
ubtlwiiaty.ru
updatenotepad.ru
updatesadobe.ru
updatewebcams.ru
updatewinrar.ru
uronilimishku.ru
vbarabane.ru
vetll.ru
vg-update.ru
videomaxhistory.ru
videxprosecupdate.ru
vokhrane.ru
wagwanfam.ru
waststadast.ru
watchtourist.ru
weyergansural.ru
widexsecconnect.ru
winsectransnet.ru
worldmails.ru
adeur.ru
banklbank.ru
deepanalyse.ru
demoserviceout.ru
hilix.ru
jshelpers6001.ru
rosove.ru
samuipamui.ru
secondsequencerls.ru
yandexresearch.ru
ygsecured.ru
z281jesuiii9lfasi62has198sr8commun
ism.ru
z281jesuiii91fasi62has198srjsd78chin
ese.ru

zelmuz.ru

zeplus.ru
zz.bermude.ru
addon.su
affectioncnets.su
annedcertified.su
antifraud.su
appropriatenew.su
assumedwhacked.su
bagsburgstorez.su
beveragerefine.su
bookinghostera.su
bookingsejegia.su
boolsgroupstre.su
breakthoughmid.su
brunobigg.su
canto.su
casadopertyhdee.su
casdpogeryhdker.su
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chardoneslotsa.su
claire.su
consistentkeha.su
counterstatiko.su
digitalvideozs.su
dublegardianok.su
dugsextremesda.su
establishingwi.su
everywherepass.su
fatalitixxx.su
fearedembracin.su
figuraitedmonk.su
flowdocumentat.su
fragstrialsmar.su
garbagethiever.su
geoipstoragerh.su
globusbusworld.su
googlecomand.su
grapes.su
grozver.su
hazjournallist.su
hedidploerudys.su
htimemanagemen.su
hyopwerodermon.su
icecewwamsandi.su
indecentvideoe.su
jaklinestrodaf.su
jordanpowelove.su
justinkit.su
kitanukeyaboar.su
lanternpcbased.su
listofmyfederg.su
litllemousesas.su
lordoftheloark.su
marketofgrizmo.su
mifirst25.su
mixedstorybase.su
monitoreddream.su
motorlevelingz.su
msecure.su
netcarrots.su
newsforum.su
norvaystormsfe.su
owhibernationt.su
percomputertas.su
peryearparticl.su
photobeat.su
popelin.su
prgpowertoolse.su
purchasingdril.su
rnconfidential.su
robertokarlosskiy.su
rocks.su
routerchaneles.su
rtbasedtappeds.su
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samplersdissip.su
satisfactorily.su
secrettransfer.su
silencexll.su
spacingtheinsi.su
spread.su
srichkeylogger.su
supplyingsubsc.su
tarafon.su
tionscomputers.su
undergogngsoon.su
variousbeginer.su
verdonikvampir.su
winsofthewarsg.su
www.gergerger001.su
xchangemerlout.su
zetreblumbergs.su
zitualgeroidxam.su
20z0.su

emibors.ru
noisel.ru
07tqggwem.ru
43y3sdyjo7.ru
9609469.ru
969696.ru
actionhd.ru
autodom-kovrov.ru
balusizo.ru
botumxvideo98.ru
colexphoto98.ru
crazysaturdaynights.ru
dgfrt243.ru
dopexvideo98.ru
ecopromconsalting.ru
eryfetde.ru
fepoxphoto98.ru
filesziso.ru
fr7g5645ft5rt.ru
fraud-checking.ru
fsagehr246f.ru

SE

The Internet Infrastructure Foundation

Box 7399
Stockholm SE-103 91
Sweden

vildavastra.se

SG

gogocrusty2012.ru
gogocrusty2013.ru
gopexvideo98.ru
gtyew4354.ru
hhhfjasjjdfhj.ru
hluyujjkgygj.ru
hnrjnégrg.ru
ieis327ss3.ru
ilpatiocher.ru
indigo-blesk.ru
indyware.ru
itsatruestory.ru
kansound.ru
kerios-nuke-post-co.ru
kissthesunthere.ru
kissthesuntheretwo.ru
lana-ross.ru
luckeverywhere.ru
luckymoments.ru
Ivt-comp.ru
mitxlicnetc.ru
mozzlilsfugreporter5521455525.ru
onlineupdatetv.ru
0sd1i65sfeg7.ru
osdi65sfeg7.ru
oven-master.ru
polycache.ru
poonstop.ru
queryselection.ru
quifsafsafl4.ru
quitti42sages.ru
quittingfsaf145.ru
rftdert4.ru
rndshina.ru
rolabork.ru
salesalesalesale.ru
sapesapesape.ru
serchance.ru
Sexy-rose.ru
shkedarruins.ru

Singapore Network Information Centre (SGNIC) Pte Ltd
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shop-adult.ru
slavimmir.ru
soundssza.ru
spaceorient.ru
sxlake2.ru
thirdysequencerls.ru
trust-resellers12.ru
trust-resellers35.ru
tvrwimchhf.ru
vagari.ru

vasyapupkinzdesbilda.ru

winimevosecproxe.ru
promeshok.ru
sapesapesape.ru
standarthell.ru
zsokmeur.ru
zxlake3.ru
65fyrt54.su
above.su
alonestaloneer.su
aspiridegilogi.su
cdfilmcounderw.su
competitionsil.su
czhemcyzina.su
dfgs453t.su
hernundoakalad.su
itparankoys.su
ividlyopenencr.su
jondientaicana.su
lessonplaybook.su
libulionstreet.su
livingexponete.su
mifirst.su
monitorwethera.su
optimizessaber.su
pereddomoms.su
pokusayiu.su
prior.su
repackagesquiv.su
sorvanking24.su

Case 3:13-cv-00319-GCM Document 22 Filed 11/21/13 Page 53 of 58



8 Temasek Boulevard
#14-00 Sunctec Tower Three
038988

Singapore

365979079piufd.sg

SK

SK-NIC, a.s.
Borska 6
Bratislava 84104
Slovakia

moja.tatrabanka.sk

SX

SX Registry SAB.V.
Cruise Terminal Building
Suite 1

Pointe Blanche

Sint Maarten

certificates.sx

1J

Information Technology Center
Rudaki 80

Dushanbe 734023

Tajikistan

8U9767g6ye56.1j

TK

| fdgw34545.s5g

Ministry of Finance of the Slovak Republic

Stefanovicova 5
Bratislava 81782

Slovakia

| certificates1.sx

Telecommunication Tokelau Corporation (Teletok)

Fenuafala
Fakaofo
Tokelau

giw87k7kocwww379.tk
gzffwdsfocfre79.tk
bsdkjfhgkhjsdfgh5453.tk
dfjksghdflkgjh564634.tk
dfsghklsdfjhg34968.tk
gidwfsfsfsw379.tk
giud3g355479.tk
giudeloc222.tk
giudeloc333.tk

giudeloc379.tk
giudeloc979.tk
giujt99iu09.tk
gixxxxxwew379.tk
gj056u34gda.tk
gntje4h54hde.tk
ifghslkdfjghlk54365.tk
intessabiz.tk
kjhkjehklhjlwerte32534.tk
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neumruya.tk

roydong.tk
sdlkgjhdsflkjgh34653.tk
windows2012-seven777.tk
cwveverere.tk
dfsgrdferfe.tk
facedarmor123.tk
facedarmor36.tk
fbbbwbefefre379.tk
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feerefefre379.tk
gefeelocwww379.tk
gewf5t4gww379.tk
gffdvtesww379.tk
ggeegeefwefwgjkuii4.tk
ggeeuiid2klbljbl.tk
gi3f33f3ww996.tk
giege5fwyyi7ddd.tk
giegeddd9482hflkw.tk
gifwsdffferfe9.tk
gigeegewefcniyuy8.tk
gigeey8kcej892.tk
gintntww379.tk
gireocfre79.tk
giudcve5cwww379.tk
giudefefeq79.tk
giudefwefcniyuy8.tk
giudefwefwewww379.tk
giudefwefwgjkuii4.tk
giudehuuigg9.tk
giudeloc343.tk

TV

Ministry of Finance and Tourism

2 Vaiaku Rd
Vaiaku Funafuti
Tuvalu

lookusonthe.tv

TW

giudelocwwferfe9.tk
giudelocwww996.tk
giudev4349.tk
giudewfwwO0Ouuhh.tk
giudewfwwww379.tk
giudewfwyyi7ddd.tk
giudwfg4379.tk
giuedgewg9p238nf2lk.tk
giuedgewgwO0Ouuhh.tk
giufeeglocwww379.tk
giufeqgfocwww379.tk
giufrefefecwww379.tk
giuvvzzd342.tk
giuwfredsfsww379.tk
giuwsdfsdfdsfeq79.tk
giuxxxx4454.tk
giuyyy3r333.tk
giwud7923p9c2n8.tk
giwudk7k57www379.tk
giwudntww3790n28u92.tk
giwudntyereefwcwww379.tk

promoitaliane.tv

Taiwan Network Information Center (TWNIC)

4F-2, No. 9, Roosevelt Road, Section 2

Taipei 100
Taiwan

blackmarket.tw

UA

000 "Xoctmactep"
04053, r. Kues, a/s1 23
VYkpanHa

darker.in.ua
dutch-press.in.ua
orangephoto.com.ua
rafshtora.com.ua

security-protection.com.tw

Hostmaster Ltd.
P.0.Box 89
Kiev-136, 04136
Ukraine

real-life2013.in.ua
sad.flw.com.ua
stop-faer.com.ua
uata.org.ua
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giwudvvdvocwww379.tk
gntjevrr334e.tk
grbrrocwww379.tk
grccccewwww379.tk
gweccwww379.tk
gwewcfdsssd.tk
iasuke.tk
j3zzxcvedauni22.tk
j3zzxcvedauny.tk
mandupasupa23.tk
mfg46dvhchuni22.tk
mfg46dvhchuny.tk
sdekhglkjrheg7098.tk
solfa222.tk
v33333wewww379.tk
vawvereeav.tk
vgrvrocwww379.tk
victoryrush21.tk
vtbbbweocwww379.tk
virvrreocwww379.tk

csdntsle.tv

voip-offices.in.ua
vovinam.in.ua
oldbaku.com.ua
persten.com.ua
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UK

Nominet UK
Minerva House
Edmund Halley Road
Oxford Science Park
Oxford OX4 4DQ
United Kingdom

begsyvideol0.co.uk
begsyvideo18.co.uk
begsyvideo20.co.uk
begsyvideo30.co.uk
galixbvideo10.co.uk
galixbvideo20.co.uk
galixbvideo30.co.uk
katelvideo10.co.uk
katelvideo18.co.uk
katelvideo30.co.uk
katemphoto10.co.uk
katemphoto20.co.uk
katemphoto30.co.uk
kostexphoto10.co.uk
kostexphoto30.co.uk
labzphotol0.co.uk
labzphoto18.co.uk
labzphoto30.co.uk
lampvideo10.co.uk
lampvideo18.co.uk
lampvideo30.co.uk
litalvideo10.co.uk
litalvideo30.co.uk
mapolsphotol0.co.uk
mapolsphoto18.co.uk
mapolsphoto30.co.uk
meposphoto10.co.uk
meposphoto20.co.uk
meposphoto30.co.uk
nebusvideol0.co.uk
nebusvideo20.co.uk
nebusvideo30.co.uk
pebkvideo10.co.uk

VN

pebkvideo20.co.uk
pebkvideo30.co.uk
persxvideol10.co.uk
persxvideo20.co.uk
persxvideo30.co.uk
pobexphoto10.co.uk
pobexphoto20.co.uk
pobexphoto30.co.uk
quittafs1412.me.uk
quittafs14126.me.uk
resotxphoto10.co.uk
resotxphoto30.co.uk
sapemxphotol0.co.uk
sapemxphoto20.co.uk
sapemxphoto30.co.uk
sapuxvideol10.co.uk
sapuxvideo30.co.uk
skemvideol0.co.uk
skemvideo20.co.uk
tanixpvideo10.co.uk
tanixpvideo20.co.uk
tanixpvideo30.co.uk
tanxphotol10.co.uk
tanxphoto20.co.uk
tanxphoto30.co.uk
begsyvideo98.co.uk
galixbvideo18.co.uk
galixbvide098.co.uk
gpkhyjaywt.me.uk
ggnuccduhj.me.uk
katelvideo20.co.uk
katelvide098.co.uk
katemphoto18.co.uk

Ministry of Information and Communications of

Socialist Republic of Viet Nam
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18 Nguyen Du
Hanoi 10000

katemphoto98.co.uk
kostexphoto18.co.uk
kostexphoto20.co.uk
kostexphoto98.co.uk
labzphoto20.co.uk
labzphoto98.co.uk
lampvideo20.co.uk
lampvide098.co.uk
litalvideo18.co.uk
litalvideo20.co.uk
litalvideo98.co.uk
mapolsphoto20.co.uk
mapolsphoto98.co.uk
meposphoto18.co.uk
meposphoto98.co.uk
nebusvideol8.co.uk
nebusvideo98.co.uk
persxvideol8.co.uk
persxvide098.co.uk
pobexphotol8.co.uk
pobexphoto98.co.uk
quittingconfasfl2.me.uk
resotxphotol8.co.uk
resotxphoto98.co.uk
sapuxvideol18.co.uk
sapuxvideo98.co.uk
tanixpvideo18.co.uk
tanixpvideo98.co.uk
tanxphoto18.co.uk
tanxphoto98.co.uk
xedgatlhng.me.uk
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Viet Nam 18 Nguyen Du
Hanoi 10000
Vietnam Internet Network Information Center (VNNIC) Viet Nam
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