Appendix C —List of John Doe & Contact | nfor mation

John Doe 2

d.b.a Citadel Key(s): 0267059A08C6332E15A OESF56036CA 6A
operating botnet(s): andro, anyhome, CIT, imsr, newbtn, newold, wiys
and contactable at the following domain registration information:

Manuegl Gordon

237 Oglethorpe Circle
Moncks Corner
Cdifornia

29461

United States
meliscrook @yahoo.com
Stacey Slush

5969 Jenkins Ave
Cocoa

Forida

32927

United States
slushstacey@yahoo.com



John Doe 3
d.b.a Citadel Key(s): 028087C1E98BE85951E8FES881C56AE27

operating botnet(s): BANK, BASE, BINS, BULK, DOOM, MASS, NEW, NOVA, POS, UPLD,
UPLV, UPLZ, WEST, WILD

and contactable at the following domain registration information:

Ivan Dorohov
Kadasevast. 72-15
Tveri

Tverskaya obl
578973

Russia
ivdorh@gmail.com
Alex Clark

208 Ernest St

Ville Platte
Louisiana

70586

United States
Victor Kadiev
ul.Proletarskaya 33-12
Perm

Permskaya obl.
614066

Russia
dualwave@gmail.com
Ray Jones

5224 Lake Grove Dr
Grand Prairie

Texas

75052

United States



John Doe 4

d.b.a. Citadel Key(s): 0572B935111981976776758D79BA6GE9S
operating botnet(s): CIT

and contactable at the following domain registration information:

N/A
contact@privacyprotect.or

g



John Doe 5

d.b.a Citadel Key(s): 08B40E82496D1CCOAB296E2915C37913

operating botnet(s): second

and contactable at the following domain registration information:

Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@aderege.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@aramaribo.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@trestnetreste.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@domainqwerty.co
m

Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

Moscow

M oscovskaya oblast
109837

Russia
admin@drugsnotgood.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@hararepretoria.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@hatefujews.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@manamanatutu2.c
om

Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

Moscow

M oscovskaya oblast
109837

Russia
admin@ocicinaka.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

Moscow

M oscovskaya obl ast
109837

Russia
admin@paramaribo2.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@qgwelll.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@tregoliepoli.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@trewertl.com
Konstantin Muchnick

Ul. Zatonnaya, dom 2, kv.
139

M oscow

M oscovskaya obl ast
109837

Russia
admin@cenestpashien.com



John Doe 6
d.b.a. Citadel Key(s): 0C3CFE4C95BE7AB74F975D47D91118BC,
577524E42456169D8531C6DC834E9720, 79E434457F70100951D94AB5D1A736F7

operating botnet(s): CIT, CIT1, 20121211, 20121218, 20130117, 20130211, 20130402,
20130415, 20130507, 20130515, CIT, pizdecvsem, trtr, trtrt3, 504, 505, CIT

and contactable at the following domain registration information:

N/A

Citadel-
domain.com@privacy.abo
ve.com
gmvjcxkxhs@whoisservic
es.cn

N/A
balloondudetravis.com@d
omainsbyproxy.com

erkan ardlan

Umraniye

| stanbul

81510

Turkey
exrxkxaxn@yahoo.com



John Doe 7
d.b.a. Citadel Key(s): OFBEACCF21540D6CA9610A4577D8C213

operating botnet(s): al, asd, awe, cs21, c¢s32, ¢s34, ¢s36, ¢s39, ¢s49, ¢s52, ¢s55, ¢sh6, ¢sH7, dl,
di10, d12, d13, d16, d17, d18, d2, d20, d21, d22, d26, d29, d3, d30, d31, d32, d34, d35, d4, d5, d6,
d7, d8, d9, del8, del9, de21, de22, de25, de26, de27, de28, de29, de30, de31, de32, de33, deel,
deelO, deel?, deel3, deeld, deel5, deel?, dee2, dee3, deeb, deeb, dee7, dee8, dee9, ehl0, ehll,
ehl2, ehl3, ehl4, ehl5, ehl7, ehl8, ehl9, eh2, eh20, eh21, eh22, eh23, en24, eh25, eh28, enh29,
eh3, eh30, eh31, eh32, eh33, eh34, eh35, eh36, eh37, eh38, eh39, eh4, eh41l, eh5, eh6, eh7, eh8,
eh9, erw, eul, eul0, eull, eul?, euld, euls, eul6, eul8, eu2, eu2l, eu22, eu25, eu27, eu28, eu3,
eu30, eu3l, eu32, eu33, eu34, eu36, eu37, eud, eud3, eud9, eus, eus3, eus6, eus7, euss, eub,
eu60, eu6l, eu62, eu63, eud4d, euce, eucs, euc9, eu7, eu70, eu7l, eu73, eu74, eurs, eu7o, eur?,
eu78, eu79, eu8, eu80, eu81, eu83, eu85, eu87, eu88, eu9, eu90, ewq, fde, feu, g1, g3, gem, ges,
orl, grl0, grll, grl2, grl4, grl6, grl8, gr2, gr21, gr23, gr24, gr25, gr28, gr29, gr3, gr4, grS, gr6,
gr7, ar9, gs2, gs3, gx1, gx10, gx11, gx14, gx17, gx18, gx19, gx2, gx20, gx21, gx22, gx24, gx25,
ox3, gx30, gx32, gx33, gx34, gx35, gx36, gx37, gx39, gx4, gx40, gx42, gx46, gx47, gx5, gx55,
gx58, gx59, gx6, gx60, gx61, gx64, gx66, gx7, gx9, gz1, gz10, gz3, gz4, gz5, h10, h1l, h12, hl4,
h15, h2, h3, h4, h5, h6, h7, h8, h9, hds, hrw, imr, jhg, ked, nl70, nlu, pil, pi2, pi3, pi4, piu, red,
sl, s10, s14, s16, s17, S3, $4, 5, s6, s7, S8, sel, sel2, sel4, sel5, se2, sed, sna, stl, uer, usl, uslo,
usll, us3, us4, usb, usb, us’, us8, us9, usz, zbn, zI1, zI3, zI4, zI5, zI6

and contactable at the following domain registration information:

Cono Valles Brazil
Rua Rubem Berta 1894
Salvador

Bahia

41810-045

Brazil
katner@punymail.com
Angela Buchanan

38 Watts Road

North East Valley
Australia

Hudson Rowan

83 Leichhardt Street
Brisbane

Australia

N/A
ing@sbliteratedtum.su
N/A
kumar@smurfberrieswd.su
Stephanie Castellanos
Rua Serradas Araras 1756
Itapevi

06657-430




John Doe 8

d.b.a Citadel Key(s): 1145F8F36720EBB5A 8F8FF93A3863D36
operating botnet(s): CIT, defalut, homemain

and contactable at the following domain registration information:

N/A
50256h9462q090ks@t02c
duv4f7f99a255f64.private
whois.net

N/A
50256b94dkv1ijus@t02cd
uv4f7f99a255f64.privatew
hois.net

N/A
50256b94w5nba3rq@t02c
duv4f7f99a255f64.private
whois.net



John Doe 9

d.b.a Citadel Key(s): 11A9F4ABCFC62CEE0466D335BF1F7748
operating botnet(s): btnl, KRA, spirit, StatS, XAk, XAm, XXX

and contactable at the following domain registration information:

Murtaza Hussain

900 Legacy Park Drive
Lawrenceville

Georgia

30043

United States
murtaza@mosak.net

Jason Thomas

3617 Frazier St # B2
Pittsburgh

Pennsylvania

15213

United States
jasonthomas@qui cklyfood
.com

Tejas Gosai

71 hillcrest dr.

Charleroi

Pennsylvania

15022

United States

tejasgosal @gmail.com
N/A
BABBLEMOBILEMARK
ETING.COM @domainsby
proxy.com

N/A
46efd98dd6694defb1665da
e5cab29c8.protect@whois
guard.com



John Doe 10

d.b.a Citadel Key(s): 13848FB885A C32D12CDEEB5FD78D1CB9
operating botnet(s): CIT, main

and contactable at the following domain registration information:

Ilgor Medvedev

Pushkina 54/13

Moskow

Moskow

117623

Russia
egolstdefault@gmail.com



John Doe 11
d.b.a. Citadel Key(s): 15C035744112F8D3D696B638CAFOE4D3,
D13BD90340B64BE3877E4AOE10BBC80A

operating botnet(s): a, chl, ch2, ch3, CIT, it1, na, nb, nc, ne2, new, tr3, vip, bankhead, CIT, CIT2,
hardrock, mice, shylock, skiddit, skidie, version2, version3, version4, version6, Xoxo

and contactable at the following domain registration information:

Richard Houser
Richard.Hauser@gmail.co
m

Julita Sawicka

Al. JanaPawlall 28
Kedzierzyn-Kozle
Kedzierzyn-Kozle

47-220

Poland
mcnully@managerlockpc.c
om

Claudette Moquin

16 cours Jean Jaures
Bordeaux

Bordeaux

33300

France

info@microsdb-
support.com

10



John Doe 12

d.b.a Citadel Key(s): 169DC95C18F2BBAAD91298B77FD32133
operating botnet(s): CA, CIT, DE, DEU, FIP, lom, NOFINL, sdlltrafiic
and contactable at the following domain registration information:

Vasia Pupkin
Shliuhen Strasse
Berlin

32311

Germany
vasia@narod.ru
Christy Pattinson
66 Pine Road
Cricklewood
London
NW26SA

United Kingdom
nigel humphries@ymail .co
m

11



John Doe 13

d.b.a Citadel Key(s): 19A8D9AB37F82AAF26EOFB3E02774CD5
operating botnet(s): 01

and contactable at the following domain registration information:

Kholevich Maksim
Kommunisticheskaya 22
kv 9

Tolyatti

445012

Russia
Araceli_Norlinjtia@yahoo.
com

Petrov Evgeniy

7 mikrorayon 9/22
Tobolsk

626157

Russia

Shelly _Odonkgdh@yahoo.
com

12



John Doe 14

d.b.a Citadel Key(s): 1DAOBCEF39270EC94AAB4264A47B9537
operating botnet(s): CIT

and contactable at the following domain registration information:
N/A

gmvjcxkxhs@whoisservic
es.cn

13



John Doe 15
d.b.a. Citadel Key(s): 20038735198F82BC8495A2C1B01A9210

operating botnet(s): alfabeta, AUSAUS, axlogax, axxaaxxa, bh, both, BoX, brand_new, caca rf,
caca_sky, CIT, CITI, CITIx, COCOX, crappy_new, crappyx, d0g, DOWN, dust,
epic_new_new_new, epicness, epicness updated, facebook, far_away, far_far_above, fbfb,
fbsky?2, fresh, gosu, gotomy, GSPOT, haha, justme, Igm, LLLLL, logmein, logmein_logmein,
menu2, new_crap, newnew, NEWNEWNEW, omega, POS, pulaxpulaxpulax, rafy, RBC, recoon,
rf, ROYALBANK, seby crap, sky, sky_c, sky2, skynewsky?2, skys, test, testing_a, testing_b,
testing_c, testrf, text_corn, UPD, updatati, update, upppp, USA, users, v1, weasel, weasel _new,
weasy, Wwwl1, xarfxa, xaskyxa, xax, xaxaxaxaxa, Xxxaaxxaaxx, zz1

and contactable at the following domain registration information:

Cordelie Riggsbee New York

808 Tendey Trl New York

Austin 10024

Texas United States

78748 jodine_stastny74@Ilovemai
United States l.com

cordelie _riggsbee8625@vr Brian Davis

9.com 2970 Richards Avenue
Betty Kuehnle San Jose

PO Box 61359 Cdlifornia

Sunnyvale 95376

Cdlifornia United States

94088 info@save-pandas.org
United States

Chang Xaong

Rua Quatro, 1903
Campinas

Sao Paulo

13105-112

Brazil

webmaster @appl etips4u.c
om

Xiong Sing

Rua Quatro 1903
Campinas

Sao Paulo

13105-112

Brazil

webmaster @mygreentree.o
rg

Jodine Satstny

225 Central Park W

14



John Doe 16

d.b.a Citadel Key(s): 2003BA35A24F7E7B767D2837037E8E11
operating botnet(s): CIPAL, CIT, CIT1, CIT2, CIT3, FINAL, love, rio
and contactable at the following domain registration information:

Vadim lvanov

Ul. Centralnaya, dom 6, kv.
38

Dubna

M oscovskaya obl ast
141983

Russia
admin@wtfrpfm.com
Sashok Westcoast

130 7th ave apt 20

New Y ork

New Y ork

10011

United States
transitnik@hotmail.com
Dmitrij Anekin

27 Tverskaya, d. 62 kv.12
Moskva

Moskva

232000

Russia
lumegrp@gmail.com

15



John Doe 17

d.b.a Citadel Key(s): 22742ED054632FB58EE40AB59AEC7815
operating botnet(s): BA1, BA2, CIT1

and contactable at the following domain registration information:

Ben Born

12 Chapel Creek Ct
Atlanta

[llinois

30094-3342

United States
Born.Ben28@yahoo.com

16



John Doe 18

d.b.a Citadel Key(s): 24894C3A6907B1DEE773050D2E54AE54
operating botnet(s): CIT, ID1, postbug, test

and contactable at the following domain registration information:
N/A

gmvjcxkxhs@whoisservic
es.cn

17



John Doe 19
d.b.a. Citadel Key(s): 24C7A012C683814DCC50D9BD959E502B,
77A91BA96A 35F60885A E19A 205EDA40C, C2B0OF85072B8114490CCESDC72BCDF36

operating botnet(s): CIT, DENL, ftp, general, genera 1351, KASSNL, kassyl, NL_DE, NLDE,
OPLEXNL, quark, CIT

and contactable at the following domain registration information:

Michagl Brown
Vestliveien 71

Odo

Oslo

0750

Norway

michael brown@tel eworm.
com

Michael Brown
Vestliveien 71

Odlo

Oslo

0750

Norway

loginoff @epase.com
Kurt Nutj
Vanhankirkonkatu 21
Rauma

Central Finland
26100

Finland
knutju@yahoo.com
Michagl Brown
Vestliveien 71

Odlo

Oslo

0750

Norway
admin@transservx.com

18



John Doe 20
d.b.a. Citadel Key(s): 2C4F2579B0C1F2015252BED777D4B82D

operating botnet(s): 26APR, 29APR, 4MAY, !collega, NOVIY3APR, WIZ, WIZ64
and contactable at the following domain registration information:
Mark Sherman

dunnivanry5047@yahoo.c
om

19



John Doe 21

d.b.a Citadel Key(s): 2D5523342D4A CB20ES5CABB46C86C339
operating botnet(s): au, aul, AU10, au2, au3, AU4, AU5, AU6, AU7, gbl
and contactable at the following domain registration information:

Matt Turner

35 Wyomee Ave
Sydney

New South Wales
2073

Austraia
mattpfpl@gmail.com

20



John Doe 22

d.b.a Citadel Key(s): 2FOCD491C23C02060430D652EF472BCO
operating botnet(s): AU, CIT2, CIT3, CITAKIM, de, netl, no, second
and contactable at the following domain registration information:

Ivan Ivanovich
ustral

yoshkar ola

mari e

424000

Russia

katiya 21@mail.ru
Salina Derti
vialopeti 92-11
NAPOLI

97100

Italy

salinaderti @yahoo.com

21



John Doe 23

d.b.a Citadel Key(s): 32C0114273D1C5C5527F32A00F8AF2E7
operating botnet(s): CIT

and contactable at the following domain registration information:

Nikolay P Olegovich
Varshavskaya 21
Sankt-Petersburg
Leningradskaya obl asti
3145

Russia
nikolayb42@gmail.com

22



John Doe 24

d.b.a Citadel Key(s): 33C1F6D0ADF95197F001268FE10E1331
operating botnet(s): CIT

and contactable at the following domain registration information:
N/A

https://client.naunet.ru/c/w
hoi scontact

23



John Doe 25

d.b.a. Citadel Key(s): 36EE84D2FE332BCOD7118FADF4AC5A3C,

54A AE23D5937B695F30B43426B854339, 5890097472D3FA536BADFBAO3BD68ADO,
A14B6EOD 78C5495E46A207D5B4C32E6B, B30E5300457A2E212ECB0536DA44EE99,
B4919DB768CA6D8A2DD461841CFDB7BD,BAF3AE2080FC4346836F38869779392D,
C1F20D2340B519056A 7D89B7DFABOFFF, CA3AAA9454EDE395CAFAA9AB2C17F4AD,
DB552789F7E5D16A 372E643433B4D833

operating botnet(s): MYNET _1, MYNET 10, MYNET_3, MYNET 4, MYNET 5, MYNET 7,
MYNET_8, MYNET _FIX, MYNET3, MYNET4, CIT_01, CIT_1345, CIT, CIT2, ANEW,
ANEW?2, AU, CD, CDUPD, CIT, CITNEW, CITZ, X5NEW, X5NEWBR, X5NEWLU, CIT,
gwegwegwe, gwegwegwe2, qweqweqwe222222, gwegwegwe321321, CIT, CIT1, CIT2, default,
1337, BADMAN, Best, BTN1, BUILD2, BULL, CADEDE, CAMNET, camoney, cash, china,
CIT, CITOO, CITO1, CITO2, CITO3, CIT1, CITA, CITALOGS, CMAX, daarkarcitabO, DNB,
FLASH, forest, GIRLS, GOJEST, HOGOST, Leo, lola, mimosa, NL, second, seto4dka, SMART,
Storm, Stormwar, StS, SUN3, sw-Gz, switest, test, TST, vmtest, CIT

and contactable at the following domain registration information:

Konstantin Kamenski admin@2safespot.com g.marione34@gmail.com
Kutuzovsky Prospekt, 25 Zhong Si Shosh Min

building 5/3, 138 Huixindongjie 15 2 todaynicdomains@yahoo.c
M oscow Beijing om

M oscow Chaoyang N/A

121151 101402 vpszakaz@online.ua
Russia China Andrew Ramirez
louisewhite@teleworm.us Zhongguancun@yahoo.co 1236 Ocean Ave
Giovanni Marione m Tampa

123 6th Street Michael Moore Florida

Pittsburgh admin@jagerz.net United States
Pennsylvania Hadd Tomphson admin@mozillasafebrowsi
64433 todayni cdomains@yahoo.c ng.com

United States om Giovanni Marione
admin@2lsecurestorage.co Joseph Driskop 123 6th Street

m admin@macro-store.com Pittsburgh

Alex Boulin Giovanni Marione Pennsylvania

123 6th Street 123 6th Street 64433

Pittsburgh Pittsburgh United States
Pennsylvania Pennsylvania admin@netadviser.net
64433 64433 Margeret Polmi

United States United States

24




admin@adminstatcounter.
com

N/A
b884b6ccl77b4ec6a338€e3
abe2121cd3.protect@whoi
sguard.com

Seb Briatte

s.briatte@l aposte.net

N/A
7a0941bedfch47ea927992c
b03fca67a.protect@whois
guard.com

N/A
803015f91e2c4c1f84eabec
00f59d9ba.protect@whois
guard.com

N/A

ef 2dec4528ff42fearecbc7b
5aba9cc3.protect@whoisg
uard.com

Jan Horak

Borivojova 35

Prague 3

13000

Czech Republic
info@gransy.com

Ethan Hall

1441 S. Paso Real Avenue
#13

Kainuu

250386

Finland

ethanhall @dayrep.com
N/A
d66308bb7e4044cc98a36¢
5b8490fd71.protect@whoi
sguard.com

N/A
€99c1f2a8017424db19848
cb9920fb38.protect@whoi
sguard.com

N/A
f455206bb4de4c15b09bc5
6116c5fae0.protect@whoi
sguard.com

N/A

6f749938bacd40a0ad314d
8da8f5cceb.protect@whois
guard.com

Alexandre Wilson

24 Gatewood Crescent
Toronto

Ontario

M9A4L9

Canada
alexwilson0076@gmail.co
m

Peter Cassidy

37 Boise Ave SW
Birmingham

Alabama

35221

United States
peter.cassidy23@aol.com
Konstantin Kamenski
Kutuzovsky Prospekt, 25
building 5/3, 138

Moscow

M oscow

121151

Russia
h105090@rtrtr.com
Aleksandr Kropotov
Shirokaya str, 25/24, 377
M oscow

Moscow

127221

Russia

N/A

VASIJOKMOZ6E5ETV SSA
T123.COM @domainsbypr
oxy.com

25



John Doe 26
d.b.a. Citadel Key(s): 4540176117A581DE8SA 1D9D57C8135A6A

operating botnet(s): 313, 24 4, CIT1, CIT11112, CITFACE, joker, joker4l, prox, PROX252, test

and contactable at the following domain registration information:

Aleksg Elin

675000, Blagoveschensk,
Ostrovskogo, 65, 3
Blagoveschensk

675000

Russia
kapany3y@mail.com

26



John Doe 27
d.b.a. Citadel Key(s): 49564AFFFA57E4ABB4EA2B5CCCBA3CI7A

operating botnet(s): BITO, BIT1, BIT2, BIT3, CIT14, CIT2, CIT20, CIT6, CIT8, CJ1, FITO,
GITO, GITZ, GIT3, LITO, LITL, LIT2, LIT4, MITO, MIT1, POTO, POT1, POTZ2, SITO, SIT2,
SIT3,YITO, ZZZ1

and contactable at the following domain registration information:

Ming-Ming Colagrosso
4201 Churchill Downs Dr
Austin

Texas

78746

United States

ming-
ming_colagrosso890@gurl
mail.com

27



John Doe 28
d.b.a. Citadel Key(s): 4CD7A452CF9AF2D6F35D0D28DAED 7375,
B2EB727CF1C59A3EBOSE1A211BFFFAFO

operating botnet(s): careerl, CP1, del-1, del-3, de2-1, de2-3, AVR, AVRPL, CIT, GEO, ITA,
NLM, NLM2, SE, UK

and contactable at the following domain registration information:

Fernande Mg ek

30 W 90th St #3A

NewY ork

New York

10024

United States
fernande_majek43@canad
a.com

Kost Ruben
rubcost@yandex.ru

N/A
FGHGNGA42FGJIL82309D
FG83DF.COM @domainsb
yproxy.com

Hudjakov Igor Sergeevich
donkain@mail.ru
Miwenkov Vladimir
Vladimirovich

dorinedai sepk @yahoo.com
Michagl Brown
corp@online-web-
stats.com

Konnov Aleksandr
Nikolaevich
sherisevltr@yahoo.com
Michagl Brown
admin@approvaldesigntea
ml.com

28



John Doe 29

d.b.a Citadel Key(s): 4AD09C466F6ED9AADS59DF417BB919EAE
operating botnet(s): CIT

and contactable at the following domain registration information:

Adam Petty

4900 May Street
Lexington
Kentucky

40507

United States
adamp@chocol ate-
candies.org

29



John Doe 30
d.b.a. Citadel Key(s): 4DF156722347C195696567442125ACE3

operating botnet(s): jan7, janl0, janl3, janl6, janl8, 21jan, jan28, febl, feb4, febll, febl2,
febl13, 14feb, febl5, feb20, 21feb, feb22, feb26, marl, mar4, Smar, mar6, 6mar, marl2, marl8,
mar19, 20mar, mar21, mar22, mar27, mar29, apr3, apr8, aprl0, aprl6, aprl9, apr23, apr26,
apr30, may2, may3, may6, may8, mayl12, mayl4, mayl9, junel, june2, june7, june9, julyl, july2,
july3, augl, aug2, aug3, augb, sepl, sep3, sep4, sepb, sep8, oct25, oct29, oct31, novl, novs,
nov6, nov12, nov19, nov26, nov29, dec4, dec6, decl0, decl2, decl4, decl?, decl8, dec20, dec27,
101212, 121212, 131212, B521, c1, c2, c3, c4, citl, cit2, cit3, cit4, cit5, cit6, cit7, cit8, m2,
newinJ, rl, r2, r3, sl1, s12, s15, s16, s18, s19, s20, zip

and contactable at the following domain registration information:

Svetlana Churkina United Kingdom
Teodoradraizera15a21 paulmarsden475@yahoo.c
Kiev 0.uk

Troenschina Ferenc Bujdoso

03115 74 Grove Avenue
Ukraine London
dolche@post.com W7 3ES

Olav Lucas United Kingdom
Tiengemeten 181 bferiko@gmail.com
Amstelveen
Noord-Holland 1181 CT
Netherlands
olucas@xs4dll.nl
Christian Ninacuri
Moralesy 10 de agosto
Portovigo

23234

Ecuador
tecnicompucn@hotmail.co
m

Giovanni Martemucci
VIA PASSARELLI, 99
MATERA

Matera

75100

Italy
info@officinae.com
Paul Marsden

278 High Rd 1a
London

Greater London

N2 9AG

30



John Doe 31

d.b.a Citadel Key(s): 4F3C29099820ECBA2DB9AB8CA4A127DE
operating botnet(s): CIT

and contactable at the following domain registration information:

James Cameron

201 Sands Avenue

Las Vegas

Nevada

89101

United States
aleksanderwillern@yahoo.
de
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John Doe 32

d.b.a Citadel Key(s): 51FAC53BC64DB47D55C84BD1726ECECD
operating botnet(s): azazel, moon

and contactable at the following domain registration information:

Michael Sheen
Dimitriu Sarbau
Bucharest

024201

Romania
admin@aheronl.com
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John Doe 33
d.b.a. Citadel Key(s): 57BESE6B586F55BDDFC32DCB1CD1904F

operating botnet(s): 0x0002, 0x0003, 0x0004, CIT, plitfi

and contactable at the following domain registration information:

Alexandr Berezovsky

Y lica Neftjanikov dom 23,
kv 16

Surgut

421414

Russia
whiteketchup@yahoo.com
Boris Moiseev

Ylica Neftjanikov dom 23,
kv 16

Surgut

421414

Russia

adinasai nciuc@yahoo.com
Balahonov Jurij
Evgenevich
kirovogradskaja 8 -39
Perm

Permskaya oblast

614122

Russia
ramigo883883@mail.ru
Porozov Aleksel
Vladimirovich

50 let oktiabrya

Perm

Permskaya oblast

614017

Russia
mebybreesee@mail.ru
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John Doe 34
d.b.a. Citadel Key(s): 5B9C2248CDA32E8DBCB1A352D3DEB42C,
9F5222DE1C800860100FDCEA6C3F467D

operating botnet(s): ural, 23A, 24M, 26A, 3MA, 4JT, 7AT, CIT1, D10, DED, F05, J20, JA6,
OKT

and contactable at the following domain registration information:

Alexander Kupalo

ul 3-Proletarskayad 201
kv 1

Slavyansk-na-Kubani
353560

Russia

alexander2kupal o@yahoo.
com

N/A
emgcl8b4fcb992fb7564 @t
02cduv4f7f99a255f64.priv
atewhois.net

N/A
50360c7cuvk3ml52@t02c
duv4f7f99a255f64.private
whois.net



John Doe 35
d.b.a Citadel Key(s): 5BFC136C923EFFF56F85105F6413CB1D

operating botnet(s): Junl12, 2nnbnl, 3nnbnl, 3nnbn2, 3nnbn3, 4nnbnl, 4nnbnlres, 4nnbn2,
4nnbn3, 4nnbnewlr, 4nnbnew2up, 4nnbnew3up, 4nnbnew4lo, 4nnbnew5lo, Snnbnew1,
5nnbnew?2Po, Snnbnew3Po, 5nnbnew4Po, Snnbnew5Po, 5nnbnew7Po, 6nnbnewl, 7_nn_new1,
7_nn_new2, 7_nn_new3e, cibnt2upd, cibnt3, cibnt4, cibnt6, cidntl, cidnt2, cifbntl, cifbnt10upde,
cifbnt10updf, cifbntl1teNew, cifbnt2, cifbnt5C, cifbnt6, cifbnt7, cifbnt8, cifbntOmyC, CIT2,
CIT2-01, CIT3-01, CIT3-SU, CITNEWUS, CITNEWUS-01, FAT, gbntl, jal, mal_new, mjal,
mr_4, nL1_bn, nnlbn, nn5bn, PsyStorm, ShadowStorm, Steel Storm

and contactable at the following domain registration information:

Longo Franco
viaINDEPENDENZA 33
Spoltore

Pescara

65010

Italy
longofranco789@yahoo.it

35



John Doe 36

d.b.a Citadel Key(s): 5CDF775D68BABD5C52F1FAES9ADDOB3D
operating botnet(s): CIT

and contactable at the following domain registration information:

Irina Uchaykina

Ul. Ryazanskiy Prospekt,
dom 27, kv. 89

M oscow

M oscovskaya obl ast
103928

Russia
admin@saintsrobots.com
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John Doe 37
d.b.a. Citadel Key(s): 5SEOD8BOA1FA3AE9146BCD092E58A 316E

operating botnet(s): adt2, adt3, adt4, adt7, adt8, AU1, bfl, bizau3, BLW1, bw2, cbul, ex, ftp,
good, goodl, lel, LY, ly1l, LY2, LYY, LYY2, lyy6, lyy7, mark, nl, nand2, nand4, nand5,
NEW1, NEW2, ngl, notrl, notrack, notrack2, notrack3, ntadtl, nttr2, OLD, Qsgl, s2, snewl,
p5, spnew, spnew3, st2, stimoral, t3, t6, t7, testl, ttAUL, TUPD3, upd, update, usl, vOx, v4, ver,
verle, verL3, VOX1, vupd, www, Zvox1

and contactable at the following domain registration information:

Coriss Wakefield

413 Grand St #1202

New Y ork

New Y ork

10002

United States

coriss wakefieldOl@footb
almail.com

Jason Backem

1425 W. Lincoln Hwy.
Dekab

[llinois

60115-2821

United States
1e64c08dcda9a04c35b156
ccl67a92cd-

15491 75@contact.gandi.ne
t
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John Doe 38

d.b.a Citadel Key(s): 6577AC52A 1301B6F282DF6F6550D5F9F

operating botnet(s): AE4, CIT_AU, CIT_DE, CIT_FLNOCH, CIT_NL, CIT_UK, CIT_v1, v2
and contactable at the following domain registration information:

Robert A Albright

3309 Lindale Avenue
Concord

Cdlifornia

94520

United States
coreylambert26@yahoo.co
m

Brittany Horton

3710 Keyser Ridge Road
Mebane

North Carolina

27302

United States
support@janhylamuhaxyer
ikata.com

Monte Sanderson

315 Oak Ridge Drive
Rolla

Missouri

65401

United States
support@ylamixambistari
mbasi col asta.com
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John Doe 39

d.b.a Citadel Key(s): 6BD5F014DB4980841A712EE06DD02B4E
operating botnet(s): CIT, sky1l, sky3, sky4

and contactable at the following domain registration information:

Sergey

Povarskaya street 28
M oscow

M oscow

129047

Russia

39



John Doe 40

d.b.a Citadel Key(s): 7114B0C95C94D1BD7E3E2CCO9B6BFABDE
operating botnet(s): CIT

and contactable at the following domain registration information:

Robert Williams

2821 Farland Street
Chicago

[llinois

60609

United States
admin@goosebumbsetomo
row.com

Jacqueline Jenkins

4889 Nicholas street

St. Francis

Kansas

67756

United States
admin@supremotrevely.co
m

40



John Doe 41
d.b.a. Citadel Key(s): 72276DE3DB6C4C394ABA83C216B60093

operating botnet(s): 01_11 2012, FRTR, IT, New PLN 151, One, PL_20120929, PL_new, PLN,
Spy, TTTT, UEU_CC

and contactable at the following domain registration information:

Indalecia Dominguez Quebec

Rua Sao Paulo 726 Quebec

Paulista GIR 1R5
Pernambuco Canada

53443-160 hostmaster @secures-
Brazil check.com

ginrich@toldia.com
Ilana Ballesteros

Av. Federico Lacroze 4016
Buenos Aires
Buenos Aires

1427

Argentina

Nusi Hegyi

Csabai kapu 39
Budapest

Budapest

1012

Hungary

wetzler @megasuperzx.co
m

James Macias

3549 Millbrook Road
Bensenville

[llinois

60106

United States
info@cubinosbest.com
August Jespersen
Radhuspladsen 57
Copenhagen
Copenhagen

1550

Denmark
support@general-
verifier.com

Astrid Savard

972 rue Saint-Jean
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John Doe 42

d.b.a Citadel Key(s): 75E63F7BF816D3AE1778DF52B5434E22
operating botnet(s): CIT

and contactable at the following domain registration information:
N/A

gmvjcxkxhs@whoisservic
es.cn

42



John Doe 43

d.b.a Citadel Key(s): 77AB6E2293D4417C90F92DC051A C9696
operating botnet(s): CIT, usa

and contactable at the following domain registration information:

Barbe Kassissia

1605 Barney Dr

Austin

Texas

78734

United States

barbe kassissia36@raging
bull.com
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John Doe 44

d.b.a Citadel Key(s): 79B194D261FBD4BE3591802621C7EO8SE

operating botnet(s): lex1, lex2, lex3, lex6, lex7, rasl, rasll, ras3, rasb, rasb, ras/, stex10, stex12,
stex13, stex15, stex18, stex19, stex20, stex21, stex23, stex25, stex26, stex31, stex32, stex33,
stex34, stex35, stex6, stex7, stex8, stex9, venl?, venl8, venl9, ven23, ven24, ven25, ven26,
ven27, ven29, ven30, ven3l, ven35, ven36, ven37, ven38, ven60, venbl, venb2, vene3, veneb,
veneo, venb’, venb9, ven’0, ven72, ven73, ven74, ven75, ven’6, ven’7, ven’8, ven’9

and contactable at the following domain registration information:

Svetlana Solovieva
Prospekt mira72

M oscow

M oscow

129080

Russia
syndex@exchangezones.ne
t

Sergey Smirnov

Prospekt mira 90

Moscow

M oscow

129085

Russia

vernex96@mail.ru

N/A
b68e8b4471f0417ea24eeca?
4dal126030.protect@whois
guard.com

N/A
8ch7751d33f247a997e64c
5e61655f02.protect@whoi
sguard.com

N/A

c4549af 7285245338072€5
3c59b7a079.protect@whoi
sguard.com

N/A
€525c34993fedc78arccf40
11316abfd.protect@whois
guard.com

N/A
18f55ch29c6f4fch81ar312
70853b5f2.protect@whois
guard.com

N/A
aredad0851fd4ea2bddalfc
5ab4calO4.protect@whois
guard.com

N/A

8c572bledf 334583a2cdchf
dc86c07c9.protect@whois
guard.com

N/A
8b652fb2d6984685ae6af 9c
b0170b549.protect@whois
guard.com

N/A
495ca0cel0234eh8ae72a8¢
64d020537.protect@whois
guard.com

N/A
aa908bedf2634b5596b65a
c4b49d7c4a.protect@whoi
sguard.com

N/A
13d01ed295b04a92908767
bacdc944f4.protect@whoi
sguard.com

N/A

12fcabbedaef 45bebd9ee26
ae05cel02.protect@whois
guard.com

N/A
6b77b0be003e40ffbbcd2eb
fb405e90a.protect@whois
guard.com

N/A

287c2a5fbh6674203978258
fOb7c0e8ec.protect@whois
guard.com

N/A
9240c7f85d3f497aaalbcle
bbb7e7696.protect@whois
guard.com

N/A
7b719bf30cac41509888b6f
c0f 7852d8.protect@whois
guard.com

N/A
b6bd94chceab4ae2931fce3
b35ffc432. protect@whoisg
uard.com

N/A
9655593735e34bb88dbce2
ed44fbcea2. protect@whoi
sguard.com

N/A
3829f4a30a9c4b5ch6210a
0cc8e3890c.protect@whoi
sguard.com

N/A

c7ab398afbaad6328f 2bbe7
135a20ebc.protect@whois
guard.com

N/A

840186840f 7744899e04c4
b708635a7d.protect@whoi
sguard.com

N/A
6210e7aadae640bch7b2da
€ab118b601.protect@whoi
sguard.com



N/A

61cc36755c1ad 7dead7f16¢
c4ca2eal3.protect@whois
guard.com

N/A
1ae38a28a077458f86512c1
58are6fee.protect@whoisg
uard.com

Sergey Alemonin
Suharevskaya street 54

M oscow

Moscow

128075

Russia

N/A
a030dc9f0a3f409ch1683b7
289657€e3Db.protect@whois
guard.com

N/A
86e3891746¢ch4ebcad5045
7408c5b82a.protect@whoi
sguard.com

N/A

12fcabbedaef 45bebd9ec26
ae05cel02.protect@whois
guard.com

N/A
6403ee774aea47€199d33d
94283f7a80.protect@whoi
sguard.com

N/A
655f879b02f04345b37589
85f5albcf 1. protect@whois
guard.com

N/A
3416ce027f6b4f7395af cd9
79ab43f38.protect@whois
guard.com

N/A
287c2a5fb6674203978258
fOb7c0e8ec.protect@whois
guard.com

N/A
abccl7a3874342d5a37779
6d5611d3e3.protect@whoi
sguard.com

N/A
898cd4f480254f5893f9d3d
9560dddc1l.protect@whois
guard.com

N/A
8b652fh2d6984685ae6af 9c
b0170b549.protect@whois
guard.com

N/A
ad75929bc065471b92170f
1a3bd82b8e.protect@whoi
sguard.com

N/A
74d772cdba014abdb4b983
32b62d8ffa.protect@whois
guard.com

N/A
dc669e38458a4d3ead 7469
6ef 36feeda.protect@whois
guard.com

N/A
70e47d5a95024479935d10
2eb240f860.protect@whoi
sguard.com

N/A
ca414dddd4c7405983b6f3
16c0b3aaa8. protect@whoi
sguard.com

N/A
6a15e98eb85e40168d7f16
0c6e10f819.protect@whoi
sguard.com

N/A
7084f6c769e84cd5a6e934
537df29131. protect@whoi
sguard.com

N/A
50a08e431a254e429bh4ddd
0219280020.protect@whoi
sguard.com

N/A
3bab0f45812d406da3357b
d7e4c73727.protect@whoi
sguard.com

N/A

45

833326h60ac34d7fb3e945
46a7ar2110.protect@whoi
sguard.com

N/A
9240c7f85d3f497aaalbcle
bbb7e7696.protect@whois
guard.com

N/A
a9c0cbad98d544cfab59b1c
€9f649b92. protect@whois
guard.com

N/A
0938755c5e364d7dab2614
c40c899282.protect@whoi
sguard.com

N/A
0790a4cfebd140b5b5e9c7
2bcle6alzf.protect@whoi
sguard.com

N/A
b6bd94chceab4ae2931fce3
b35ffc432. protect@whoisg
uard.com

N/A
2c317bd9fb9544d3ae74ed
€8c8ed5539. protect@whoi
sguard.com

N/A
17610229166c4e6daal2d4
aar9580955.protect@whoi
sguard.com

N/A
00c6b62a363c4900984b22
b4e504a686.protect @whoi
sguard.com

N/A
0a0067351f3347638c007d
97a82592b8.protect@whoi
sguard.com

N/A
dc576111ccff4dc688f0ff86
5cd6a37e.protect@whoisg
uard.com

N/A



d8906f48d03a4f5dba07e25
8444626f 3.protect@whois
guard.com

N/A
024610ff54334e46bel5elf
54975a3b8.protect@whois
guard.com

N/A
b8729efd764b4b7aa8e2eal
b2ada7429.protect@whois
guard.com

N/A
4b08919da5d54edd90618c
12905al16e.protect@whoi
sguard.com

N/A
aa908bedf2634b5596b65a
c4b49d7c4a.protect@whoi
sguard.com

N/A
0579b270c3624440a800b5
9455f364b2. protect@whoi
sguard.com

N/A
336c686370154d1abb7135
b50f 7dc43d. protect@whoi
sguard.com

N/A
9283h4665e304fff8fbd566
3997f 3eb8.protect@whois
guard.com

N/A
708d32213e0b492980ad31
1574b295d9.protect@whoi
sguard.com

N/A
8c95cfIffeed4773bbof 74a
44232bad7.protect@whois
guard.com

N/A
aredad0851fd4ea2bddalfc
5ab4calO4.protect@whois
guard.com

N/A

3c715ac73abd4h9299a5¢5
88d18bf8b2.protect@whoi
sguard.com

N/A
d8e7a395fb1d46b7b57155
9c0988026a.protect@whoi
sguard.com

N/A
4bfabd2ebb30480ab46eff7
95894991 7.protect@whois
guard.com

N/A
76ebe0e1082a45c38b359fc
251¢d8272.protect@whois
guard.com

N/A
caB81de7161c74d388cf686¢
8264df2e8.protect@whois
guard.com

N/A
51b51c79e3a746¢1923fdca
18fd0f548.protect@whois
guard.com

N/A
50224f8ca3f441d3b4bf56¢
01481caca.protect@whois
guard.com

N/A
c133777b42e94a52bad33a
€570b1b766.protect@whoi
sguard.com

N/A
bd1ae60193c941ec943c22
2afdfc8771.protect@whois
guard.com

N/A
a0c4147d9223435ba49112
4b00630el7.protect@whoi
sguard.com

N/A

ef 5d0b14969d46e68160ec
1772c812ad.protect@whoi
sguard.com

N/A

46

2b1126150396431382belf
€13b3c250e. protect@whoi
sguard.com

N/A
1d120620d81b48488264da
56f00cc15b.protect@whoi
sguard.com

N/A
3829f4a30a9c4b5¢ch6210a
0cc8e3890c.protect@whoi
sguard.com

N/A
589d08a2b4984096b63030
ddcdb459ae. protect@whoi
sguard.com

N/A
8ch7751d33f247a997e64c
5e61655f02.protect@whoi
sguard.com

N/A
039b716d01334e6f989chf
09ba2194el.protect@whoi
sguard.com

N/A

dd96e3e720384baf 8e75fch
ed4eacd9a.protect@whois
guard.com

N/A
58a48c207c37451caf0633c
8f524fda2.protect@whoisg
uard.com

N/A
4dca96be70004€e768fb86af
194ba991a.protect@whois
guard.com

N/A
3e63c7ceb3eedcdbadd723a
c435f8b4c.protect@whois
guard.com

N/A

840186840f 7744899e04c4
b708635a7d.protect@whoi
sguard.com

N/A



4a6¢cfb635d864b68854c8h
71de628f4c.protect@whoi
sguard.com

N/A
€525c34993fedc78arccf40
11316abfd.protect@whois
guard.com

N/A
6ed05dd9fac341509771ad
22697e7e9e.protect@whoi
sguard.com

N/A
ffe33ef48802404f af 1fabdb
157595b3.protect@whoisg
uard.com

N/A
a27826baladf4eb89ad124
82e9eldead.protect@whoi
sguard.com

N/A
0e77ff0fbe634b7fa2e6d94
c1b194a32.protect@whois
guard.com

N/A

b43482ed57f944a29f aQabf
46d9dab2b. protect@whois
guard.com

N/A
61cc36755c1ad7dead7f16¢
c4ca2eal3.protect@whois
guard.com

N/A
58a98156chd8458eh930d2
ed190e64d8.protect@whoi
sguard.com

a7



John Doe 45

d.b.a Citadel Key(s): 7TED0O8D5439BEDES6D 77DFD164EAF10C6
operating botnet(s): ClI

and contactable at the following domain registration information:

Wai-Leung Colpitts
Ridgeview

Austin

Texas

78737

United States

wai-
leung_colpittsO5@prontom
ail.com

Mukund Buchan

77 Reade St #6C

New York

New York

10007

United States
mukund_buchan8831@tru
ckers.com

48



John Doe 46

d.b.a Citadel Key(s): 8151120FA52194F7932F481B4CCC0924
operating botnet(s): CIT32, ex1

and contactable at the following domain registration information:

Donna Luigi

viacamon 4

napoli

80100

Italy

donnal uigi240@yahoo.co
m

Abdul Haydari

Vestre Skjoldlien 109
Radal

7989

Norway

abdul.haydari @yahoo.com
Judyta Macig ewska

ul. Botewa Christa 37
Warszawa

Warszawa

03-127

Poland
belney@kopildents.com

49



John Doe 47

d.b.a Citadel Key(s): 87C7990D8144EF5A875F8953BA45A7C3
operating botnet(s): 5, 6, AE4, march, maza, NEW, walls

and contactable at the following domain registration information:
N/A

https://client.naunet.ru/c/w
hoi scontact

50



John Doe 48

d.b.a Citadel Key(s): 8A055496EA 7209590CA6B204EES78ADDS,

E3851B7BA755000CD095F903205BA ESS

operating botnet(s): 02, 03, 7, 181, 5n, 6d, 6n, 6nn, 7n, 7s, 7test, adv, advl, adv2, adv3, adver,
agriman, apdl, apd4, BT1, BTP1, c1, CIT, CIT2, CIT3, doom, freet, hehe, hehel, hehe2, hehe3,
land, lend, n1, n2, nlsp2-mega, sael, selen, shk, skx, spin, spm, spml, spm2, spnl, traff, ZA1,
BT1, BT3, BT4, farsh, newage, rukamoynik, ZZZ

and contactable at the following domain registration information:

Michail Mochaov
Lininskii pr-t 17 92
Balashiha

Moskovskaja Oblast
143912

Russia

donal breen456@yahoo.co
m

N/A
8b050de234dadcabal83730
08b7c8493f.protect@whoi
sguard.com

Reginald Crockett
14647 Greenwood Road
Dolton

[llinois

60419

United States
rcrockett36@yahoo.com
Maurizio Nicol etti

P.zza capitani dlla
Montagna,20

Vergato

Bologna

40038

Italy

burmistrov-
ryss@rambler.ru

Karena Poston

8902 Buena Place #532
Windermere

Florida

34786

United States

kritikosniko@yahoo.com
Karena Harrison

8902 Buena Place #1204
Windermere

Florida

34786

United States
naruto22211@gmail.com
Rodrigo Cisneros Orduna
Libertad #264

Zapopan

Jalisco

45100

Mexico
disenaweb_servicio@yaho
0.com.mx

Brian Kenyon

PO Box 304

Randolph Center
Vermont

05061

United States
brianjkenyon@gmail.com

51



John Doe 49

d.b.a Citadel Key(s): 8D91FF5A557AD196DBC8A61F9B4ABAGSA
operating botnet(s): Aes, CIT

and contactable at the following domain registration information:

Serhey

vakylenchyka 64
Dnepropetrovsk

44234

Ukraine
scarabunl@yahoo.com
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John Doe 50
d.b.a. Citadel Key(s): 9AE11768FOF48806F8018D36CF92651E

operating botnet(s): SMIN, ASY5, CIT, CITalt, COT, CUS, DE1, DUST, FAT, NL3, NLGL1

and contactable at the following domain registration information:

Douglas Webmin

1312 S. Atlanta Ave
Tulsa

Oklahoma

74104

United States
more.intro@yahoo.com

53



John Doe 51

d.b.a. Citadel Key(s): 9DA4B8572182DB73357FE92E851103B7
operating botnet(s): CIT
and contactable at the following domain registration information:

Anton Grigov
Kompozitorov 18 -22
Saint Petersburg

123123

Russia
ctddom2@sharklasers.com



John Doe 52

d.b.a Citadel Key(s): 9E6BDD4AB1CA3FEA13EDB285A 38246ED
operating botnet(s): CIT, MYCIT1

and contactable at the following domain registration information:

Anatoliy Vikotokon
corpsemaker@ymail.com
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John Doe 53

d.b.a Citadel Key(s): A4B1AE06921F65A CF3FOFD 7655345A D4
operating botnet(s): "great, CITRA, FIVE100, prof

and contactable at the following domain registration information:
N/A

https://client.naunet.ru/c/w
hoi scontact
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John Doe 54

d.b.a Citadel Key(s): A7TE93E5AB154D58E9330775E7B842CAB
operating botnet(s): Mars, Maya, mNew1, Octopus, Storm, Venus
and contactable at the following domain registration information:

Beppie Stirling
beppie_stirlingd8@workm
ail.com

Nettle Jamieson

nettle jamieson1307@dis
nfo.net

Alessandra Jantz-Lee
10707 Arikara River Dr
Austin

Texas

78748

United States
alessandra_jantz-
lee75@gnwmail.com
Lorcan Aparicio
lorcan_aparicio469@baske
tballmail.com
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John Doe 55
d.b.a. Citadel Key(s): A9BOA3F1522313D46F7A 3D00A5SF3C5FE,
CDB375D1A03F553F9D793D491F5B76AF

operating botnet(s): L1, A4, AES, AU, AUR, B4, B50, bis, demo, FUS, google, Live, M$47, R1,
R2, R3, RC4, RC5, RCQ, RCX, RCY, RCZ, ST, tok, uae, US, usa, usa0, USA1, USAUO

and contactable at the following domain registration information:

Chack Sigdl
lesiklubomir@yandex.ua
N/A

tarafon@tarafon.su
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John Doe 56
d.b.a. Citadel Key(s): AE4231D43A COE2BFFOD4AD5CA3F6A479B

operating botnet(s): 4iter, BablO, Bobby, CITI, evro, NanO, usa, Vinni
and contactable at the following domain registration information:

Hannah Perry

57 Prospect Hill
DREFACH

Hackney

SA449TZ

United Kingdom
faithstone@teleworm.us
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John Doe 57
d.b.a. Citadel Key(s): AF97E110DC29015D5726E6AEQ82D51D0

operating botnet(s): SPYNET-AU, SPYNET-AU-EUROLOUDS
and contactable at the following domain registration information:

David Warren

46 New Quay Prm
Docklands

Victoria

3008

Austraia
eudociamolrux@gmail.co
m
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John Doe 58

d.b.a Citadel Key(s): B3675A2F0E3B6154C27D155D23251A9E
operating botnet(s): barbodi, mindlock

and contactable at the following domain registration information:

Sergey Parnyakov
Shirokaya str, 25/24, 377
Moscow

M oscow

127221

Russia

softan110@ya.ru
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John Doe 59

d.b.a. Citadel Key(s): B53D535746D0ED692861COCODADEFC3D
operating botnet(s): CIT

and contactable at the following domain registration information:
N/A

gmvjcxkxhs@whoisservic
es.cn
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John Doe 60

d.b.a Citadel Key(s): C15030D76F06B745CC2DCDBCA7FFCFFC
operating botnet(s): oly, vbv, wil, zlo

and contactable at the following domain registration information:

John Smith
copasda@yopmail.com
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John Doe 61
d.b.a. Citadel Key(s): C2245AB3333584477FOBCA0C832DC433

operating botnet(s): AU001, AUOL, CTRS, K001, K002, K003, KR0O1, NW001, OLD
and contactable at the following domain registration information:

Monica Cobbs

192 Northlee Place
Woolwich

Hastings

4120

New Zealand
celie@redcol dfood.com



John Doe 62

d.b.a. Citadel Key(s): C2E51B1A9C3B93372D8D560591E7AE42
operating botnet(s): baks, hondal, honda2, NL

and contactable at the following domain registration information:

Paolo Montero

Rua dos Navegantes 1591
Itapevi

Sao Paulo

06655-640

Brazil
info@6545829298537563
436742324i2443455.com
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John Doe 63

d.b.a Citadel Key(s): C604914BE8410C1D6AAF2E4F98CBCBS
operating botnet(s): DAV, INC, JAVA, Man, SG

and contactable at the following domain registration information:

Teodozja Gorska
ul. Promenada 67
Warszawa
Warszawa

00-778

Poland
info@greendos.net
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John Doe 64

d.b.a Citadel Key(s): CB92625E7B30BES8E912A4A 9EB462FEL
operating botnet(s): CIT

and contactable at the following domain registration information:

Kacper Duda

ul. Drzymaly Michala 3
Rzeszow

Rzeszow

35-302

Poland

lomdebi ps@l omdebips.co
m
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John Doe 65

d.b.a Citadel Key(s): CE5602335EE36E68836E7C944311FFE8
operating botnet(s): main, MAIN2

and contactable at the following domain registration information:

Ashley Stanton

4 Acorn Rd
Hawthorndene

South Australia

5051

Austraia
ashley_stanton@rocketmai
l.com

Andy Ewen

10 Triba St

Hillcrest

South Australia

5086

Austraia
andyewen@y7mail.com
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John Doe 66

d.b.a. Citadel Key(s): CF29CEFF7E5CB37C67AAB6G0796B60475
operating botnet(s): CIT

and contactable at the following domain registration information:

Andrea Severino
huddleston Road, 72
London

N70EG

United Kingdom

Arthur Vorhauser

VIA CAVOUR, 1
Bolzano

South Tyrol

39100

Italy

Denis Mikhalev

ul.Karla Libknekhta 74-79
Y oshkar-Ola

423000

Russia
livvykok8abc@yahoo.com
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John Doe 67

d.b.a Citadel Key(s): D1D5D9AC933D8FI5A6C80E32AA C5E140
operating botnet(s): big, CIT, sm1

and contactable at the following domain registration information:

Alexander Fleischer
Rademeier Weg 5a

Berlin

Berlin

12305

Germany
aex_berlin76@hotmail.co
m
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John Doe 68
d.b.a. Citadel Key(s): D311E577A602A08AD11DAF124794D4C9

operating botnet(s): akropol, backtohome, ferrari, hpe, loader, lokidogi, moza, moza0, mozafresh,
mozafresh2, mozanl, mozan2, mozan3, mozanp, newdomain, newtao, newtraff, nuccc, partner,
partnern, selltraffic, shamanagain, svin, tevez, tevez2, tevezagan

and contactable at the following domain registration information:

Alexey Lukyanov
Demyana Bednogo 13
Novosibirsk
Novosibirskaya

630000

Russia
crime.estate@gmail.com
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John Doe 69
d.b.a Citadel Key(s): D33DCBCF21ACE121656B45C137CB4180

operating botnet(s): 100912, 111012, 151012, 161012, 190912, 260912, 300912, CIT, CIT_0209

and contactable at the following domain registration information:

Aleksei Manuilov
Gummanitarnaya 12-3

M oscow

M oscow

117623

Russia
mailnomail2@yandex.ru
N/A

ritual prom.net@monikerpr
ivacy.net
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John Doe 70

d.b.a Citadel Key(s): D4F8692DF46C91578EF688508CC29040
operating botnet(s): CIT

and contactable at the following domain registration information:

Nikolas Nimos
A.Kaninaiela6

Riga

Riga

LV-1050

Latvia

mati sanimatis2012@gmx.c
om

Hujrag

kuskwal 674-33

Gurby

Roma

71145

Italy
donkorscx@hotmail.com
Janis Apsitis Andrisovich
Aglonas 22-14

Riga

Riga

101063

Latvia
limax90@gmx.com

JD

9360 W. Flamingo Rd.,
Suite 110-353

LasVegas

Nevada

89147-6446

United States
net500@me.com

Petr lvanov
IZMAILOVSKII PR 16 kv
40

Moskva

Moskva

105037

Russia
jennyholding@y7mail.com
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John Doe 71
d.b.a. Citadel Key(s): D52C3A25FB86B4660219344E1BC5A 755

operating botnet(s): 005, 008, 009, 014, 015, 823, 831, 912, 925, CROCUS, gw01, invest, pj02,
plitfi, test

and contactable at the following domain registration information:

Aleksey G Suvorov
Miral30-26

M oscow

101001

Russia
alexey.suvorov@yahoo.co.
uk

N/A
5035ffcOwsbvuvzo@t02cd
uv4f7f99a255f64.privatew
hois.net
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John Doe 72

d.b.a Citadel Key(s): D88D8C5081A 1C4882CF4BBD3C114963D
operating botnet(s): CIT, IT

and contactable at the following domain registration information:

Smit Vilias
gnornos@gmail.com
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John Doe 73

d.b.a Citadel Key(s): E1C305D625E51AE7BD22476672562A41

operating botnet(s): bot1, bot10, botl1, bot3, bot6, bot9, last, newnetl, newnet6, newnet7, sent7,
sent8, trl, tr2, tr3, tr4, tr5, tr7, tr9, traf 16, traf17, traf 18, traff1, traff2, upl, upl10, upll, upl2,
upl3, upl4, upls, upl6, upl?, upl8, upl9, up2, up20, up2l, up22, up23, up25, up27, up28, up29,
up3, up30, up31, up33, up35, up36, up37, up38, up39, up4, updo, updl, upd?2, upd3, upds, upd’,
up49, up5, ups0, up52, up53, ups4, upsS6, ups57, ups8, upS9, up6, up60, upbl, up62, up63, upb4,
up65, up66, up7, up72, up73, up7S, up78, up79, upd, up80, up8l, up82, up83, up84, up8S5, ups6,

up87, up88, up89, up9, update-al

and contactable at the following domain registration information:

Stepan Ahmethanov
Prospekt Mira 28
Moscow

M oscow

129074

Russia
keyb@exchangezones.net
Thomas Despontin

46 route de st Vincent
Grau d'Agde
Languedoc-Roussillon
34300

France
despontin@veryspeedy.net
Erik Schwelnus

2672 North Greenview
Chicago

[llinois

60614

United States
erikschwelnus@mailcan.c
om

John M Viller
postofficeml@eml.cc
Jillene McCloughan
14606 E Avenue Q

Lake Los Angeles
Cdlifornia

93591

United States
jillene_mccloughan79@bi
keracer.com

N/A

37d991a2649f475fb95432
dc39852c¢11.protect@whoi
sguard.com

N/A
49c1c1fa97794f20a63chd4
5185fab9%e.protect@whois
guard.com

N/A
0f2d5ch19ae340c79eaed42
4b999h25f .protect@whois
guard.com

Leny Fansher

leny fansher460@nimail.c
om

N/A
00aff1d537b84f469a43fb8
181d3ba65.protect@whois
guard.com

N/A
faB8c1954¢36c43¢18dch676
€045ad299. protect@whois
guard.com

N/A
028bda8581f743fda01cdeb
6f9d0035c¢. protect@whois
guard.com

N/A

9c20b0f 733bd4975albcba
c6el8aldle.protect@whoi
sguard.com

N/A
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b7d399ce45h641818c3e22
90172ae263.protect@whoi
sguard.com

N/A
028bda8581f743fda01cdeb
6f9d0035c¢.protect@whois
guard.com

N/A
37d99182649f475fb95432
dc39852c¢11.protect@whoi
sguard.com

N/A
0e5206ffde49453bb4f5eeh
ef24d77e6.protect@whois
guard.com

N/A
0f2d5ch19ae340c79eaed4?2
4b999h25f . protect@whois
guard.com

N/A
80026782892f4484b43970
d96c6f19¢6.protect@whoi
sguard.com

N/A
49c1clfa97794f20a63chd4
5185fab9%e.protect@whois
guard.com



John Doe 74
d.b.a. Citadel Key(s): E52DC273F577FFA395B7AD3178598D27

operating botnet(s): 100k, CIT, CIT0111, CIT0511, CIT-27aug, CITADELUS, CIT-mxc, CIT-
Sept, eskbt

and contactable at the following domain registration information:

Rois Edliger
rois_esliger568@hongkon
g.com

TasMorglan

tas_ morglanll@dejanews.
com

N/A
eric2004bb.net@domainsb
yproxy.com
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John Doe 75
d.b.a. Citadel Key(s): E95338F2BESO1EEOAFA1C2C732BAD9AA

operating botnet(s): riad, riab, riab, ria7, riad, riil, rmab, rma7, rma3, rsa2, rsad, rsab, rsab, rsar,
rsa8, rssl, rtal, rtad, rtab, rta3

and contactable at the following domain registration information:

Yun Ho

Berhad 107-38

Kuala Lumpur

50000

Maaysia
yunhomy@hotmail.com
N/A
ADVISITORMETRICS.C
OM @domainsbyproxy.co
m
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John Doe 76

d.b.a Citadel Key(s): EE719148F13CDF2D63C448DE2918F595
operating botnet(s): CIT, HI1, LITA, SELL

and contactable at the following domain registration information:

Owen Gyles

55 Souttar Terrace
Craigie

Western Australia
6025

Australia
hates@cutemail.org
Erlinda Pabon

Rua Professor Joao
Moreira 920

Belo Horizonte
Minas Gerais
30672-510

Brazil
aretha@dixperiance.com
Klaus Kohler
Marseiller Strasse 21
Ederheim

Bavaria

86739

Germany
giddings@desktopsol uatio
ns.com
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John Doe 77
d.b.a. Citadel Key(s): FOA950E6E640669F93C2026D76A9EBSF

operating botnet(s): AZ, AZnew, Cmd, CO-OP, FRAD, FRD, fre, FREDI, FTS, FTSnew, g247,
ice, Italy, jus, Jusep, Kbytes, Netwolf, Pocket, SLO, SLOnew, STAN, TheCMD

and contactable at the following domain registration information:

Douglas Kiger

260 brettehnam road
London

London

E175AY

United Kingdom
douglaskiger86@hotmail.c
om
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John Doe 78

d.b.a Citadel Key(s): F1017CFD7AES8D8D62BDEE1A3CEB72ECA
operating botnet(s): aprilstart, CIT

and contactable at the following domain registration information:

Chung Killgore

3718 Chardonnay Drive
Bothell

Washington

98011

United States
admin@adv-resource.com
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John Doe 79

d.b.a Citadel Key(s): F197EC5F0400E32FA9DD6A DO90CFC61F

operating botnet(s): ALL, btl, BTN, BTN1, ctgsf, FC1, mebum, NC1, UK, US
and contactable at the following domain registration information:

Sanjeet Dawson

305 E. 40th St #17J

New York

New Y ork

10016

United States
sanjeet_dawson3501@ban
gkok2000.com
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John Doe 80

d.b.a Citadel Key(s): F5SFAD5EBD5855E904A B8DB 757D 320604
operating botnet(s): BO1, CIT, Devil, it_1, Storm, zlo2, zI03, zlo4
and contactable at the following domain registration information:

Amour Lewek

2N Washington St

New Y ork

New Y ork

10004

United States
amour_|ewek55@bluesfan
.com
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John Doe 81

d.b.a Citadel Key(s): FOADOC2DBE049E327368409B838BB833C
operating botnet(s): FR1

and contactable at the following domain registration information:

Churov Aleksey
Stepanovich

Krasnyx partizan 12
Moskva

Moskva

125000

Russia
hgfds.dfgh@yandex.ru



John Doe 82

d.b.a Citadel Key(s): FD1FFAS5AF6DBESCCC979449BB149E80D
operating botnet(s): CIT, TOMAT

and contactable at the following domain registration information:

Wesley Hudson

12441 Jaycie Circle
Midwest City

Oklahoma

73130

United States
melasor196@hotmail.com
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