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Plaintiffs Microsoft Corp. (*Microsoft”), the FS-ISAC, Inc. (Financial Services-
Information Sharing and Analysis Center) (“FS-ISAC”), and the National Automatqkl Clearing
House Association (“NACHA”) (collectively, the “Plaintiffs”) filed a Complaint foé injunctive
and other relief pursuant to, the Compiiter Fraud and Abuse Act (18 U.S.C. § 103 0),;;; the CAN-
SPAM Act (15 U.S.C. § 7704); the Electronic Communications Privacy Act (18 USC § 2701);
Tradmarklnﬁmgment, False Designation of Ori |
Lanham Act (15U.8.C. §§ 1114 et seq.); violationis.of the Racketeer Influenced and Corrupt

gin, afid Trademark Dilution undél' the

Organizations Act (18 U.$.C. § 1962); and the coimmon law of trespass, wmemion§ and unjust
enrichment. On March 19, 2012, the Court granted Plaintiffs’ Application for an El%lergency
Temporary Restraining Order, Seizirve Order and Ordér to:Show Cause Re chfiminfary
Injunction. The Plaintiffs-have executed-that drder. Plaintiff nhow nioves for an Orf:lcr for
Preliminary Injunction:seeking to-keep in place the relief granted by the March 19th Order, with
respect to the domatis, IP addresses and ﬁi&pﬁtﬁs attached hereto.

Hamgrevxeweﬁﬂwwpﬂfs, &eclﬁmtmns; exhlbits, and memotandum filed %1 support
of Plaintiffs” Application for an Emergency Ten
and Order to Show Cause for Preliminary Injunction (“TRO Application”), the Couh hereby
makes the following findings of fact and conclusion of law:

1. Thi$Court hias jurisdiction over the:subject matter of this<case and there is

oraty Restraining Order, Seizure Order,

H
i
i

good cause to believe that it will have jurisdiction over-all partics hereto; the (fﬂmpia‘int.
states a-claim upon which rélief may be grani
Fraud and Abuse Act:{18 U.S.C. § 1030); the CAN-SPAM Act (15 U.S.C. § 7704); the
Electronic Communi¢ations Privacy Act {18 U.S.C. § 2701); Trademark Inﬁ:ingeméfnt,,F alse
Designation of Origin, and Trademark Dilution under the Lanham Act (15 U.S.C. §§ 1114 et
seq.); the Racketeer Influenced and Corrypt Organizations Act (1 8 U.S.C. §1962); 5iand the

inited dgainst Defendants under the 'camg‘fute;

common law of trespass, conversion, and unjust entichment.

1
i

2, Microsoft owns the registered trademarks “Microsoft,” “Windows,” and
2
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“Qutlook” used in connection with its services, software, and products. FS-ISAC’s ,;members
have invested in developing their brands; trademarks and trade names in 'ass‘cfciationgwith the
financial services they offer. NACHA owns the registered trademark “NACHA” arﬂd the
NACHA logo used in conjunction with its services.
3. There is good cause to belicve that Defendants have engagedin and re likely
to enigage in acts or practices that violate the Computér Fraud:and Abuse Act (18 U.5.C.
§ 1030); the CAN-SPAM Act:(15 U.S.C. § 7704); the Electronic Communications Privacy
Act (18 US.C. § 2701); Trademark Infringement, False Designation of Qrigin, and
Trademark Dilution under the Lanham.Act (15.U.S.C. §§ 1114 et seq.); the Racketeer

Influenced and Corrupt Organizations Act (18 U.S.C: § 1962); and the common law of
trespass, conversion, and unjust enrichment

4. There is good cause to believe that, unless Defendants are restrained ﬁnd
enjoined by Order of this Court, immediate and irreparable harm will result from
Defendants’ ongioing violations of the Computer Fraud and Abuse Act (18 U.S.C. '§§31;030);
the CAN-SPAM Act (15 U'S.C. § 7704); the Electroiic Communications Privacy Act (18
US.C. § 2701); Trademark Infringement, False Design nafangm,anﬁ’rmdemk
Dilution under the Lanham Act (15U.8.C. §§ 1114t seq.); thERaek e Inﬁueﬁceid ard-
Corrupt Organizations Act (18 U.S.C. § 1962); and the-commeon law of trespass, m}version,
and unjust enrichment. The evidence set forth in Plaintiffs” TRO Application and the
accompanying declarations and exhibits, demonstrates that Plaintiffs are likely to prevail on

their claim that Defendants have engaged in violations of the foregoing laws by: (1_%

intentionally accessing and sending malicious software to the protected computers @d
operating systems of the customers or:associated member organizations of Microso%‘t, FS-
ISAC, and NACHA, without authorization, in order-to infect those computers and m&ake
them part of the Zeus Botrets; (2) sending maliciaus software to configure, deploy and
operate a botnet; (3) sending unsolicited spam e-mail to Microsoft’s Hotmail-:accouéts; C))]
sending unsolicited spam e-mails that falsely indicate that they are fiom or appmveé} by

4 _
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Plaintiffs or their associated member organizations, the purpose of whichis to deceive
computer users into taking steps that will result in the infection of their computers with

botnet code and/or the disclosure of persona!l and financial account information; (5) stealing

personal and financial account information from computer users; (6) using stolen
information to steal money from the financial accounts of those users; and (7) assoc?aﬁng
with one anotlier in & commion enterprise engaged in these iltegal acts. There is—f:goéd cause
to believe that if such conduct continues; irreparable harm will occur to Plaintiffs aid the
public, including Plaintiffs’ customers and.associated member organizations. There is good
cause to believe that the Defendanis are engaging, and will continueto engage, in such
unlawful actions if not immediately resttained from doing so by Order of this Court
5. There is good canse to believe that immediate and irreparable damage to this
Court’s ability to grant effective final relief will result from the sale, transfer, or othér

disposition or concealment by Defendants of the botnet command,and“control_softw%am that
is hosted at and otherwise opérates through the Internet domains kisted in Appenaix’gA, the
Internet Protocol (IP) addresses listed in Appendix B, and the file directories i:sted%n Exhibit
C, and from the destruction or concealment of othier discoverable evidence of Deferidants’
‘misconduct available at those locations, Based of the eviderice cited in Plaintiffs’ TRO
Application and accompanying declarations and exhibits, Plaintiffs are likely to be éble 10
prove that: (1) Defendants are engaged in activities that directly violate U.S. law anft harm
Plaintiffs and the puiblic, including Plaintiffs’ customers and member-organizations} (2)
Defendants have continued their untawful conduct despite the clear injury to-the foregoing
interests; (3) Defendants are likely to-delete or relteate the botnét command and coptrol
software at issue in Plaintiffs” TRO Application and the harmful, malicious, aad trademark

infringing software disseminated through these IP addresses and domains.
6. There is good cause:to believe that Defendants have engaged in iileéﬁl
activity using the data centers and/or Internet hosting providers identified in App_eni}ix Bto
host the command and control software and the malicious botnet code and content ﬁs'ed'to
4
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maintain and operate the botnet at computers, servers, electronic data storage devices or
media at the IP addresses identified in Appendix B.

7. There is good cause to believe that to immediately halt the injury caused by
Defendants, data and evidence at Defendants’ IP addresses identified in Appendix B must be
preserved and held in escrow pending further order of the court; Defendants’ c_ompdft'ing
resources related to such IP addresses miust then be discontiected from the Internet,
Defendants must be prohibited from accessing Defendants’ computer resources rela_iied to
such IP addresses and the data and evidence located on those computer resources myst be
secured and préserved. |

8. There is good cause to believe that Defendants have engaged in -il'legéal
activity using the Internet domains identified i Appendix A to this order to host the
command and control software and content used to maintain and eperate the botnc_té There is
good cause to believe that to immediately halt the injury caused by Defendants, eacb of
Defendants’ current and prospective domains. set forth-in Appendix A must be’irmn%ediately
redirected to the Microsoft-secured TP .address 199.2.137.141, using name servers
nsl.microsoftintemetsafety.net and ns2:microsoftinternetsafety.net; or, alternatively, the
domain registries, registrars and/or registrants located or with a-presence in the United States
should take other reasonable steps to work with Plaintiffs to ensure that Defendmm§GM'ot

¢ A domains to control the'botnet. Such reasonable assistance in the

implementation of this Order and to-prevent frustrationof the implementation and purposes
of this Order, are asthorized purspant o 28 U.S.C. § 1651(a) (the All Writs Act).
9. This Court respectfully requests, but does not order, that foreign domain
registries and registrars take reasonable steps to work with Plaintiffs to ensure that ‘:
Defendants cannot use the Appendix A domains to control the botnet.
10.  There is good cause to permit notice of the instant Order and service| of the

Complaint by formal and alternative means, given the exigency of the circumstances and the

need for promptrelief. The following means of service are authorized by law, satisfy Due

5 ,
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Process, satisfy Fed. R. Civ. Pro. 4(f)(3), and are reasonably calculated 1o notify Defendants
of the instant order, the Preliminary Injunction hearing and of this action: (1) pérsoﬁal
delivery upon Defendants who provided to the data centers and Internet hosting prov;riders
contact information in the U.S; (2) personal delivery through the Hague Conventior;n_ on
Service Abroad or other treaties upon Defendants who provided contact infor:mation: outside
the United States; (3) transmission by e-mail, electronic messaging addresses; facsimile, and
mail to the known email and messaging addresses of Defendants and to their contact
information provided by Defendants to the domain registrars, registries, data centers, Internet
hosting providers, and website providers who host the software code associated with the IP
addresses in Appendix B, or through which domains in Appendix A are registered; and 4)
publishing notice to the Defendants on a publicly-available Internet website and in

newspapers it jurisdictions where Defendants are believed to reside.

11.  There isgood

case to believe that the harm to Plaintiffs of denying the relief

requested in their requést for a Prelithinary Injuriction outweighs any harm to any-legitimate
interests of Defendants and that there is no undue burden 1o any third party. '
IT IS THEREFORE ORDERED 35 follows:

A.  Deféndants, their representatives. and persons who are in active mnc?n or
participation with thern are temiporarily restrained and enjoined from: '11ntenﬁenany.§
accessing and sending malicious software to Plaindifs and the protected cormputers pind
operating systems of Plaintiffs’ cuistomers” and associatéd member organizations, "%ﬁhcaut

authorization, in order to infect those computers and make them part of the botnet; éending

malicious software to configure, deploy and operate a botnet; sending unsolicited sggam e-

mail to Microsoft’s Hotmail accounts; sending unsolicited spam e-mail that falsely indicate

that they are from or approved by Plaintiffs or Plaintiffs’ assoctated member organiizations;

creating faise websites that falsely indicate that they aré associated with or approveegl by

Plaintiffs or Plaintiffs’ member organizations; or stealing information, money or pnfnperty
6
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from Plaintiffs, Plaintiffs’ customers or Plairitiffs’ member organizations, or undertgking any
similar activity that inflicts harm on Plaintiffs; or the public, including Plaintiffs’ cufstomers
or associated member organizations.

B.  Defendants, their representatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined ffom configuring, d;%ploying,
operating or otherwise participaling in or facilitating the botnets described in the TI%O
Application, includinig but not limited to the command and contiol software hosted ét and
operating through the domains and TP addresses set forth herein and through any other
component ot element of the bomets in any location. ;

C.  Defendants, their representatives and persons who are in active concért or
participation with them are temporarily réstrained and enjoined froim using the wradémarks
“Microsoft,” “Windows;” “Outlook,” *NACHA,” the NACHA logo, trademarks of financial
institution niembers.of FS-ISAC and/or other trademarks; trade names; service marl%s or

Internet Domain addresses or names;:or acting in any other manner which suggests in any

way that Defendants’ prodicts or mswmefmm ‘ot are somehow sponsored or affiliated
with Plaintiffs or Plaintiffs’ associated tem]
competing with Plaintiffs; misappropriating that which rightfully belongs to Plamtlﬁ?s or

aber organizations, and from otherwise dnfan-ly

Plaintiffs’ customers or Plaintiffs’ associated member organizations, or passing off their
goods or serviees tis Plaintiffs or Plaintiffs” associated member organizations.
D.  Defendiiits, theit répresetitatives and persons who are in active concert or
participation with them are temporarily restrained and enjoined from infringing Plaintiffs’
registered trademarks, Registration Nos. 2872708, 85467641, 2463510, 3419145 and others.

E. Defendants, their representatives and persons who are in-active concert or
participation with them are--teniporaﬁly.*restrained and enjoined from using in connéction
with Defendants® activitics any-false or deceptive designation, representation or description
of Defendants’ or of their representatives’ activities, whether by symbols, words, designs or

statements, which-would damage or injure Plaintiffs or give Défendants an unfair |

7
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competitive advantage or result in deception of consumers.
F. Defendants’ materials bearing infringing marks, the means of makiné the
counterfeit marks, and records documenting the manufacture, sale, or receipt of thués
involved in such violation, in the possession of data centers operaied by Cantihumnjl)ata
Centers LLC and Burstnet Technologies, Inc;, which have been seized pursuant to 1% US.C.
§1116(d), shall be beld in scoure escrow by Siroz Friedbérg, 1925 Century Park Eas, Suite
1350, Los Angeles, CA 90067, which-will act as substitutecustodian of any and :Im and
properties seized and evidence preserved pursuant to this Order. Such materials shqlll be
stored securely and not accessed by-any party until further order of this Court.
G.  The registries of the domains identified in Exhibit A to this Order (the

“Registries™) shall implement the provisions of this ordet in the following fashion: :

1. For currently registered domains, the domain namie registrant
information and point of contact shall not be changed and associated WHOIS information
shall not be changed,

2. Domain names shall not be deleted or otherwise: made available for
registration by any party, but rather should rémain active and redirected to IP addreis

199.2.137.141, using name servers nsl.microsoftinternetsafety.net and

ns2.microsoftinternetsafety.net.
3. Domains shail-notbe transterred to-atty other person or registrar,
pending further order of the court;

4, The Registries shall assume authority for name resolution of domain

names to IP address 199.2.137.141, using the name servers nsl. m:mrosoﬁlmemetsa%'ciy net
and ns2 microsoftinternetsafety.net;
5.  Name resolution services shall not be suspended;

6. The Registries and Plaintiffs shall otherwise work together inj good

faith to take any other reasonzble steps necessary to prevent Defendants from usingithe
Appendix A domains. A
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H. Defendants are directed to permanently disable access to the file paths
identified in Appendix C; permanently delete or otherwise disable the content at tho;e file
paths; and take all necessary steps to ensure that such file paths are not re-enabled ncé;;r the
content recreated. Pursnant to the All Writs Act, U.S. based free website hosting pr;)viders
of the domains set forth in Appendix C are directed to permanently delete or otherwise
disable the content at the file paths in Appéndix C. |
IT IS FURTHER ORDERED, that copies of this Order, notice of the Prélii;z_inary
Injunction hearing and service of the Complaint may be served by any means éuthoéized by law,
including (1) by personal delivery upon defendants who provided contact infonnatit;m.in the
U.S.; (2) personal delivery through the Hagué Convention on Service Abroad upon ;ﬂefcndants
who provided contact information ouiside the U.S.; (3) by transmission by e-mail, electronic
messaging addresses, facsimile and mail to the known contact information of Defer o and to
such contact information provided by defendants to the data centers, Internet hos_ti'njg providers
and domain registrars whe hosted the software code associated with the TP addrcsse% set forth at
Appendix B or through which domains in Appendix A are registered; and (4) by pui)lishing
notice to Defendants on a publicly available Internet website or in newspapers i‘n--th%c jurisdictions.
where Defendants are believed to reside.
IT IS FURTHER ORDERED that Plaintiffs shall post bond in the amountjof
$300,000 as cash to be paid into the Court registry.
IT IS FURTHER ORDERED that Plaintiffs shall compensate the data centers,
Internet hosting providers and/or domain registries and/or website providers ide‘ntif%ed in

Appendices A, B and C at prevailing rates for technical assistance reridered in impiémeming
the Order. '

IT IS FURTHER ORDERED that this Order shall be implemented with tﬁe least
degree of interférence with the normal operation of the data centers and Internet hosjting
providers and/or domain registries and/or website providers identified in Appendicéis A, B
and C consistent with thorough and prompt implementation of this Order. |

9
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IT IS FURTHER ORDERED, specifically with regard to the preserved Intiemet
traffic to and from the servers corres_ponding to the IP addresses listed in Exhibit B, that this
evidence shall be preserved, held in escrow and kept under seal by Stroz Friedberg, and not
accessed by any party, pending further order of this Court. t

IT IS FURTHER ORDERED, specifically with regard to the Internet traffic that is
redirected from the domains listed in Exhibit A to-the Microsoft-secured IP 'address%
199.2.137.141, using name servers nsl.microsoftinternetsafety.net and |

ns2.microsoftinternetsafety.net, that Microsoft shall niot record more than the IP adcéresscs of

incoming connections.
IT IS SO ORDERED
Is(SJ)
A .
Entered this QS _ day of March, 2012. { = \\

10
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