IN THE UNITED STATES DISTRICT COURT

FOR THE WESTERN DISTRICT OF NORTH CAROLINA

CHARLOTTE DIVISION
MICROSOFT CORPORATION, FILED UNDER SEAL
Plaintiff, Civil Action No.
v. DECLARATION OF WILLIAM
DOUGLAS JOHNSON IN SUPPORT OF
JOHN DOES 1-82, CONTROLLING A MICROSOFT’S APPLICATION FOR AN
COMPUTER BOTNET THEREBY EMERGENCY TEMPORARY
INJURING MICROSOFT AND ITS RESTRAINING ORDER, SEIZURE
CUSTOMERS, ORDER AND ORDER TO SHOW CAUSE
RE PRELIMINARY INJUNCTION
Defendants.

I, William Douglas Johnson, declare as follows:

1. I am Vice President and Senior Advisor, Risk Management Policy of the
American Bankers Association (“ABA”). I make this declaration in support of Plaintiffs’
Application For An Emergency Temporary Restraining Order and Order to Show Cause Re
Preliminary Injunction. Except as otherwise indicated, this declaration is based on my own
personal knowledge and my experience and knowledge as Vice President and Senior Advisor,
Risk Management Policy and upon the business records of the ABA relating to this role. If
called as a witness, I could and would testify competently to the truth of the matters set forth
herein.

2. As the largest bank trade association in the United States, ABA represents banks
of all sizes and charters within the $13 trillion banking industry. ABA member banks account

for approximately 92 percent of all U.S. banking assets.
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3. As Vice President and Senior Advisor, Risk Management Policy, I manage and
supervise the ABA’s enterprise risk management, cyber and information security, business
continuity and resiliency activities. In that capacity I manage the ABA’s Information Security
Working Group, as well as the Association’s Bank Security Committee. These two groups are
comprised of bank professionals responsible for their institutions’ physical, cyber, and
information security programs. I also serve on the board of the Financial Services Information
Sharing and Analysis Center (“FS-ISAC”) and the Steering Committee of NACHA'’s Internet
Council.

4. The FS-ISAC was established in 1999 in response to Presidential Directive 63,
which mandated that the public and private sectors share information about physical and cyber
security threats and vulnerabilities to help protect the U.S. critical infrastructure. It remains the
primary financial services industry forum for public and private sector collaboration on critical
security threats facing the sector.

5. NACHA manages the development, administration, and governance of the
Automated Clearing House (“ACH”) Network, the backbone for the electronic movement of
money and data. The ACH Network provides a safe, secure, and reliable network for direct
account-to-account consumer, business, and government payments. Annually, it facilitates
billions of electronic transactions. The mission of NACHA'’s Internet Council is to advance
electronic commerce over open networks by enabling digital business in a straight-through,
secure and cost-effective manner.

6. The ABA Routing Number (“RTN”), which was developed by the Association in
1910, was originally designed only to identify check processing endpoints. Today it has evolved

to designate participants in ACH, electronic funds transfers and online banking transactions. In



the U.S., there are approximately 28,000 active routing numbers currently in use. Every
financial institution in the United States must have an RTN to designate the bank from which a
physical or electronic negotiable instrument has been drawn.

7. The combination of an ABA RTN and a bank customer’s account number can be
termed the “credentials” by which a transaction is successfully accomplished. These credentials
exist on both sides of all transactions, both the payer and the payee. In legitimate transactions,
these credentials ensure that a transaction is successfully accomplished. To the extent that these
credentials are stolen, illicit transactions can occur.

8. “SPAM” is the use of electronic messaging systems to send unsolicited bulk
email. It acts as a portal, often attempting to either entice bank customers to directly provide the
credentials to their bank accounts or place malicious software on bank customer computers to
capture keystrokes that include those credentials.

9. “BOTNETSs” are collections of computers compromised by malicious software
used to create and send SPAM.

10.  The malicious software sent by a BOTNET associated with SPAM can take
control of a bank customers’ Internet banking session once the customer logs into their Internet
banking site. Once in control, a criminal, either through computer code or manually, can use that
Internet banking session to illicitly electronically transmit that customer’s funds from their
account.

11.  Upon information and belief, if these BOTNETS are allowed to continue their
operations, more bank customers will become victimized by illicit electronic transactions. These
illicit transactions, if allowed to continue, pose a serious threat to customer confidence and trust

in the electronic banking channel.
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A. Bank customers are increasingly being victimized by illicit electronic

transactions as the online banking channel grows

12. As the use of checks has diminished, electronic debit card fraud exceeded check
fraud for the first time in 2010, reaching $955 million in the U.S., according to the ABA 2011
Deposit Account Fraud Survey Report (Exhibit 1).

13.  In 2010, 96 percent of all banks incurred a financial loss from electronic debit
card fraud. The percentage of community banks incurring fraud losses has increased
significantly from 2006 to 2010, from 61 percent to 96 percent (Exhibit 2).

14.  The threat levels for most types of fraud risk against bank accounts continue to
increase. The risks that gained most in perceived threat from 2008 — 2010 were fraudulent ACH
originations and online banking fraud (Exhibit 3).

15.  Banking customers are increasingly dependent on online banking to conduct their
banking business. Bank customers now prefer online banking to any other delivery channel,
including the branch and the ATM. In 2011, online banking was the preferred banking channel
for 62 percent of customers, a significant increase from the 36 percent that indicated online
banking was their preferred banking channel in the previous year (Exhibit 4).

16.  Using SPAM to attempt to steal customer bank credentials is commonly known as
PHISHING. PHISHING SPAM purports to come from a trusted source, such as a governmental
agency or financial institution. Financial services continue to be the most targeted industry for
PHISHING SPAM. In the second quarter of 2012, over 68 percent of all PHISHING emails
purported to come from a financial institution or payment services company (Exhibit 5).

17. Successful PHISHING threatens customer confidence and trust in the online
banking channel. Javelin Strategy & Research estimates that more than 12.6 million U.S.

citizens were victims of identity theft in 2012, the highest level of reported identity theft since
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the company began surveying in 2003. According to the survey, in 2012 there is one victim of
identity fraud every three seconds.

18.  While, under the Electronic Funds Transfer Act and Federal Reserve Regulation
E, retail bank customers have a number of legal protections against fraud losses due to identity
theft, victims still incur substantial costs. According to the Identity Theft Resource Center, in
2009, victims spent an average of 68 hours and $741 repairing the damage done by identity theft.
Such costs and expenditure of time erode bank customer confidence.

B. Illicit transactions through the use of BOTNETS and PHISHING SPAM are

customer confidence in online banking.
19.  PHISHING SPAM has been designed to capture customer credentials in the form

of the ABA RTN and customer account number. Other PHISHING SPAM has contained ABA
routing information that illicitly sends payments to a bank account the attacker controls.

20.  In November 2011, emails distributed by BOTNETS purporting to be from
aba.com were detected over the course of four days. These attacks on banks and bank customers
were so large that for every legitimate message sent by the ABA during that time period the
BOTNETS distributed 200 malicious messages.

21.  InJanuary 2010, BOTNETS distributing emails purporting to be from ABA
fraudulently informed recipients that an unauthorized transaction had been charged to their
account using their bank card. Clicking on the link contained in the email infected the
recipient’s computer with malicious software.

22.  Beyond the risk of bank customers being defrauded and banks suffering losses,
the distribution of PHISHING SPAM creates concern and confusion among bank customers as to

the safety of online banking generally.

23.  Customer awareness of online threats is increasing dramatically. In 2009, 76



percent of respondents to the RSA 2010 Global Online Consumer Security indicated they were
familiar with the threat of phishing, compared to 38 percent in 2007. Despite increased
awareness, the number of respondents that indicated they had have fallen victim to a phishing
attack increased from 5 percent to 29 percent from 2007 to 2009. While awareness of phishing
has increased, concern over the phishing threat has remained high. Among those surveyed, 90
percent stated that they were somewhat to very concerned about the threat of phishing.

24.  Reducing bank customers’ perceptions of risk on the internet is the key
determinant in getting bank customers to use online banking. Customers who believe the risk of
conducting online banking transactions is low are more willing to conduct those transactions.
Their willingness is also more pronounced when they also trust their bank’s online banking
platform.

25.  Trust and confidence in online banking is more critical to customers than trust and
confidence in other online services. Respondents to the 2009 RSA survey indicated they were
somewhat to very concerned (86 percent) with their personal information being accessed or
stolen at their online banking site compared to a healthcare (64 percent), government (68

percent) or social networking site (81 percent).



[ declare under penalty of perjury under the laws of the United States of America that the

foregoing is true and correct to the best of my knowledge.

Executed this 28" day of May, 2013

William Douglas Johnson



